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Executive summary

This report aims at providing the state-of-the-art in the areas covered by work package WP5 of Cyber-Trust
project, which include cyber-threat intelligence (CTl) gathering and sharing techniques, trust establishment
and risk assessment, as well as game-theoretic security.

Such methods and tools are responsible for the efficient collection of information that is available on various
sources regarding emerging cyber-threats or possibly unknown vulnerabilities, their ranking in terms of
various related criteria (e.g. popularity, impact), and their dissemination to the relevant authorities so as to
increase awareness. More precisely, this report describes:

e How can sources with valuable cyber-security information be identified and efficiently crawled so as
to retrieve relevant (time-varying) content on vulnerabilities, exploits, products, etc.?

e How can site-specific content be extracted (irrelevant be filtered out) from the retrieved data, like
the common vulnerabilities and exposures (CVE), common platform enumeration (CPE), exploits, etc.?

e How can the gathered CTI be efficiently stored, indexed, etc. and disseminated amongst the cyber-
security experts, to rate the quality of the CTl and increase awareness?

In addition, these methods and tools provide the means for designing and developing a reputation or trust
management system (TMS). Such systems quantify the trust placed on a (possibly unknown) loT device’s
hardware/software, for reliably performing the operations intended, and the risk that any communication
with that device poses. The report reviews contemporary approaches for developing an advanced reputation
system, which is robust to common attacks in this area, allowing a more granular characterization of an loT
device’s state. In particular, the report describes how to incorporate into the TMS information about the
following questions concerning a device’s security state, behavior, and associated risk:

e Have critical operating system files or firmware been tampered with?

e Have the latest software patches been installed? (if this is possible to perform)
e Isthe loT device exposed to any known vulnerabilities and exploits?

e s the network traffic (volume, type, etc.) generated by the device typical?

Finally, the review of the game-theoretic security that is given in this report, presents the means by which
the information available from the rest of the proactive tools could be leveraged to allow devices responding
to cyber-attacks in an intelligent and autonomous way. Given a system configuration, such games model the
players (attackers and defenders) and their interactions, i.e. what each player knows about the system, what
actions can be performed, what reward is obtained, etc. Key aspects described in this report include:

e How can game-theoretic frameworks for cyber-security be modeled accurately, what complexity and
efficiency issues arise in each case, and how can these be effectively tackled?

e By confining to game-theoretic models for intrusion response systems, how could these be utilized
with graphical security models, i.e. attack graphs, so as to enhance defenders’ capabilities against
sophisticated multi-stage cyber-attacks?

e What methods and algorithms can be used for solving the formulated problems, in a centralized or
decentralized manner, to yield the optimal defender’s response and minimize attacker’s success?

The deliverable provides a thorough analysis of tools and methods for the areas covered by Cyber-Trust’s key
proactive technologies; it is therefore quite technical by nature. We believe that readers with a technical
background will find the presentation quite comprehensive and the analysis accurate and complete. Non-
technical readers might have to skip more technical parts, especially during the first reading.
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1. Introduction

The Cyber—Trust project aims to develop an innovative cyber—threat intelligence gathering, detection, and
mitigation platform to tackle the grand challenges towards securing the ecosystem of loT devices. These
challenges rest with the complex structure of the IoT ecosystem, which is comprised of heterogeneous
connected devices —computers, laptops, smartphones, and tablets, as well as, embedded devices and
sensors— communicating and exchanging large volumes of data. For example, security issues occur from
embedded devices and other legacy hardware, whose flawed design or their poor configuration allows the
cyber—criminals to compromise them in order to mount large-scale attacks. The project’s interdisciplinary
approach will capture different phases of such emerging attacks, before and after known (even years old) or
unknown (zero-day) vulnerabilities have been widely exploited by cyber-criminals to launch the attack. To
this end, this deliverable gives emphasis on proactive cyber-security technologies, such as

e cyber-threat intelligence (CTI) gathering and sharing in order to prevent the exploitation of zero-day
vulnerabilities;

e utilization of trust management systems (TMS) to measure the trust placed on hardware, software,
or network elements for reliably performing their (possibly mission-critical) operations; and

e game theory (GT) for providing an intelligent cyber-defense framework by altering in optimal ways
the defending system’s attack surface.

These technologies are utilized to provide the functionalities envisaged by the crawling service (A07), the
eVDB admin module (A07) and eVDB sharing service (A09), the trust management system (A05) and trust DB
admin module (A08), as well as the smart gateway/device iIRS (A13, A14). More details about Cyber-Trust’s
platform components are given in the deliverables D2.3 [384] and D4.1 [62].

1.1  Purpose of the document

This document aims at providing the state-of-the-art in the areas covered by work package WP5 (key
proactive technologies and cyber-threat intelligence) of Cyber-Trust project, and in particular, it focuses on
the three research tasks (T5.1-3), as illustrated in Figure 1.1.
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Figure 1.1: Overview of Cyber-Trust’s key proactive technologies

The effectiveness of contemporary cyber-defense systems heavily depends on information gathered from
various types of sources (e.g. internal, community, and external) in order to leverage this information into
actionable cyber-threat intelligence. Although this task is necessary, given the evolving nature of current
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cyber-threats, the collection, identification, mining, leveraging, and sharing of CTl has become increasingly
complex. Therefore, the first chapter of the deliverable, focuses on the relevant technologies used for the
efficient gathering of such information (by means of a crawler), its management/storage, and sharing. With
respect to crawling, following a presentation of the different sources that are typically crawled, a number of
architectures are outlined and the available solutions are classified based on the targeted content’s type. The
section devoted to management/storage deals with the need for processing, homogenizing, transforming,
storing and indexing the information gathered from the clear, deep, and dark web. Then, the last part of this
chapter deals with CTI sharing and the architectures of CTl sharing systems, associated tools and platforms
(a short summary of D2.2 findings), while in addition it reviews solutions aiming at enhancing the quality of
the CTl shared, by maintaining peer trust relationships, and preserving users’ privacy; a number of privacy-
preserving methods are presented ranging from generalization schemes to notions like k-anonymity and t-
closeness.

The profound application of the CTI collected from external sources, particularly when it concerns previously
unknown (0-day) vulnerabilities, is in managing the potential threats targeting at a device/system/network.
Therefore, the next chapter deals with the notions of risk assessment/mitigation and trust establishment
between a set of unknown (and hence untrusted) systems that need to interact for sharing data or using a
service. Such models are well-suited with the application domains of Cyber-Trust, where either devices with
weak security defenses need to interact (e.g. in the smart home domain), or devices that are completely
unknown (e.g. in the mobile communications domain) — i.e. in both cases the surrounding environment is
assumed to be adversarial. This chapter starts with an overview of the main foundations of trust and risk
management (namely status-, behavioral-, and risk-based), and for each of which tools, methods, and other
information sources that can be used for realizing trust and risk management in the relevant context are
presented. Many models have been proposed in the literature for the computation of the trust score that
should be associated with some party; these could either completely rely on a system’s own measurements,
or could consider third parties’ recommendations. A large part of the chapter aims at presenting a number
of trust management models, and for each of them, to review its resilience against faults and well-known
attacks. Since trust management has not been treated so far, the chapter also reviews the available (open
source) trust management systems (TMS) and their features, including their architecture that has a great
impact on how the TMS components are deployed in a target network. Next the chapter is devoted to the
ways in which both the trust and risk scores can be used in order to effectively respond to cyber-attacks (in
the long-term, short-term, and immediately), and decide on the defense measures to be taken.

Such decision-making can be done in an optimal way (and this concerns either proactive defense mechanisms
or reactive ones) by devising efficient cyber-defense strategies and accurately modelling attackers’ behavior.
These strategies are the result of game-theoretic models that allow us to outperform traditional solutions in
security and privacy due to the theoretical guarantees they provide for a sound and coherent analysis. This
chapter builds upon the game-theoretic methods for cyber-security that have been devised on attack graphs
(a structure introduced in deliverable D2.5 and allows to capture more complex and multi-stage attacks,
compared to traditional systems). The chapter presents a number of related works (on attack graphs) that
deal with the design of an automated intelligent intrusion response system, as well as, a high-level overview
of a number of efficient solution-finding algorithms.

1.2 Relations to other activities in the project

This document continues the work conducted in a number of tasks. More precisely, the structure and content
of Chapter 2 builds upon the results obtained in Deliverable D2.2 [61], where issues pertaining to cyber-
threatintelligence sharing have been thoroughly treated and MISP platform has been selected as the solution
to be employed in Cyber-Trust. In addition, Chapters 3, 4 utilize the underlying structure, so-called as attack
graphs, that has been shown in Deliverable D2.5 [60] to greatly facilitate the modelling and mitigation of
sophisticated multi-stage cyber-attacks. This work also considered the developments and needs of tasks T6.1
(privacy-preserving profiling) and T3.1 (regulatory framework analysis), as Cyber-Trust’s trust model utilizes
information retained in a device’s profile (component A17 in Deliverable D4.1 [62]) and considers privacy
aspects while designing solutions (see e.g. Section 2.4.5). This work feeds all tasks of work package WP5 as
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well as the task T6.3 (network attack detection and mitigation) which is the application area of all proactive
technologies described hereinafter.

1.3

Structure of the document

This deliverable consists of six chapters, including the current introduction (chapter 1) and references
(chapter 6). More precisely, the rest of the documents is structured as follows:

Chapter 2 reviews the current state-of-the-art in cyber-threat intelligence gathering and sharing
techniques. It includes aspects pertaining to the strategies used for gathering cyber-threat related
information from the Clear, Deep, and Dark Web, the management of CTl and the heterogeneous
sources from which information is collected along with ways to assess the quality of information
gathered, as well as CTl sharing architectures, tools, formats, and privacy aspects.

Chapter 3 reviews the current state-of-the-art in establishing trust and assessing risk in environments
where a number of unknown parties need to interact with each other in order to use a service or to
share data. The chapter starts by presenting the foundations of Cyber-Trust’s three trust dimensions,
which are associated with status-based, behavioral-based and risk assessment-based methods. Next,
it presents an overview of the trust models and architectures that are typically used in the literature,
and also reviews and compares a number of open source tools that implement a trust management
system. Finally, ways in which trust and risk scores can be used in order to respond to cyber-attacks,
and determine the defense measures to be taken, are also presented.

Chapter 4 reviews the current state-of-the-art in the area of game-theoretic security that includes
models and methods having been proposed to overcome traditional solutions’ limitations and build
an intelligent cyber-defense framework. The chapter presents the background of optimal decision-
making, starting from single-agent problems, before moving on to multi-agent problems and define
various game types (from static to dynamic ones). Finally, a number of decision-making frameworks
that have been proposed for cyber-defense are presented.

Finally, the main conclusions obtained are summarized in chapter 5.
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2. Cyber-threat intelligence techniques

2.1 Introduction

Cyber-threat intelligence is the part of intelligence that relates to networks, computers and other types of
information technology. Intelligence is the actionable information and/or knowledge gained about an
adversary by utilizing observation and analysis. It is important to note that intelligence does not typically
refer to data, but rather to information that has been analysed, leveraged and converted to a series of actions
that may be followed upon (actionable).

Typically, cyber-threat intelligence can be categorized as tactical or strategic. Tactical intelligence is the most
basic form of intelligence and is often used for machine-to-machine detection of threats; it is composed of
low-level signals that describe what an organization needs to focus on when responding to incidents using
the tools at their disposal. It includes concepts like tactics, techniques and procedures (TTP) and indicators of
compromise (10Cs). Contrary, strategic intelligence refers to higher-level information on how an organization
defends itself and improves its overall cybersecurity posture.

Over the years cyber-threats have increased in numbers and sophistication; adversaries now use a vast set
of tools and tactics to attack their victims with their motivations ranging from intelligence collection to
destruction or financial gain. Such tools can be found in Clear/Deep/Dark Web sites that altogether constitute
the web as illustrated in Figure 2.1.
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Figure 2.1. The pillars that constitute the web: clear, deep, and Dark Web [235]

Clear web. Clear/Surface Web or Clear/Surface Net is the part of web that can be indexed by a typical search
engine like Google, Bing, and Yahoo. These web sites can be easily found through a search query within
any search engine.

Deep Web. Deep Web/net is the part of web that a typical search engine cannot index. This part of the web
is still accessible through standard browsers; sometimes special configuration required. However, it
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might be protected, or hidden from the surface web using encrypted URLs, password protected pages,
local/ internal networks, and direct IP address.

Dark Web. Dark Web/net is the part of the web, which is a subset of Deep Web, that is made intentionally
hidden and/or made inaccessible through standard browsers or requires specific configuration to access
through the standard browsers. Since search engines cannot index these sites, it is not possible to locate
them in search results. Dark Web is a subset of Deep Web where criminal/illegal activities like purchase
and sale of services/goods ranging from custom-made tools for cybercrimes to stolen data, digital fraud,
counterfeits, drugs, weapons, and more take place. Dark Web comprises of various types of sites
including marketplaces, forums, paste sites, IRC servers/channels, and chat rooms. Many of these sites
are protected using passwords or other authentication mechanisms. There might be a vetting and
vouching process in some cases, like passing a test or making a crypto-currency transaction, to get access
to these sites. Also, most of these sites are only accessible through Tor?, and some of others might have
only an IP address, and most of these sites cannot be found through a search engine [235].

Given the evolving nature of current cyber-threats and the inherent distribution of the relevant information
sources, the task of collecting, identifying, mining, leveraging, and sharing actionable cyber-threat
intelligence has become increasingly complex. The current section provides an overview of different state-
of-the-art tools and technologies that are currently utilized to achieve the aforementioned complex tasks.

2.2 Clear/Deep/Dark Web crawling

Web crawlers, typically also known as robots or spiders, are tightly connected to information gathering from
online sources. They constitute an important part of search engines and they lie at the heart of most
information gathering tasks that are performed online. Since the first crawler, called the Wanderer written
by M. Gray in 1993 for collecting statistics about the growth of the web, a lot of progress has been made in
the field of information gathering by crawling. In this section, we outline the state-of-the-art in (Clear, Deep,
and Dark) web crawling and present different aspects of the crawling technology. Initially, we present the
different online sources that are typically crawled and categorize them by typology, content dynamicity, and
available crawling techniques. Subsequently, we outline typical architectural alternatives that fit the crawling
task and categorize the available crawling solutions according to the type of the targeted content. Finally, in
the last two sections we discuss techniques and tools pertaining to website accessibility and URL
manipulation/exploration.

2.2.1  Crawler architectures and typology

Conceptually, the typical procedure followed by a web crawler is fundamentally simple: it visits a URL,
downloads the webpage associated with it, extracts the URLs therein, compares them with a list of visited
URLs and adds the non-visited ones to its frontier list (i.e., a list of URLs to be visited). This procedure is
repeated until a (sub-)domain is fully crawled. Obviously, this simple procedure does not necessarily need a
highly sophisticated architecture as it can nowadays be easily implemented by resorting to any of the high-
level scripting languages. Figure 2.2 presents the main component of a typical crawler that include the page
downloader module, the page storage module, the URL extraction module, and appropriate data structures
storing the list of visited URLs and the crawl frontier (accompanied with appropriate metadata depending on
the type of the crawler). However, harnessing the vast scale of online resources and dealing with varying
types of content and information sources requires careful engineering and involves important architectural
decisions.

1 https://www.torproject.org/
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Figure 2.2. Typical crawler architecture

Architectural typology

Depending on the crawling application at hand, the available hardware, the desired scalability properties and
the ability to scale up/out the existing infrastructure related literature provides a number of different
architectural alternatives [221], [167], [14] for crawlers.

Centralized. Typically, special-purpose or small-scale crawlers follow a centralized architecture [221];
the page downloading, the URL manipulation (i.e., the data structures maintaining the visited URLs
and the frontier list), and the page storage modules, all resort in a single machine. This centralized
architecture is, naturally, easier to implement, simpler to deploy, and straightforward to administer,
but is limited to the capabilities of the hardware and thus cannot scale well. For this reason, the more
sophisticated crawler designs put effort in scaling out, i.e., exploiting the inherently distributed
nature of the web and adopt some form of decentralization.

Hybrid. Hybrid crawler architectures (e.g., [333]) are the norm in the architectural typology as they
aim for a conceptually simple design that involves distributing some of the processes, while keeping
other centralized. In such architectures, the page downloading module is typically distributed, while
URL management data structures and modules are maintained at a single machine for consistency
reasons. Such designs aim at harnessing the control of a centralized architecture and the scalability
of a distributed system, however the centralized component usually acts as a bottleneck for the
crawling procedure and represents a single point of failure.

Parallel/distributed. A parallel crawler [261], [100], [82], [63], [72] consists of multiple crawling
processes (usually referred to as C-procs in crawler jargon), where each such process performs all
the basic tasks of a crawler. To benefit from the parallelization of the crawling task the frontier is
typically split among the different processes, while to minimize overlap in the crawled space links
and other metadata are communicated between the processes. When all processes run on the same
LAN then we refer to a (intra-site) parallel crawler, while when C-proc’s run at geographically
distributed locations connected by a WAN (or the Internet) we refer to a distributed crawler.

Peer-to-peer. The advent of peer-to-peer computing almost two decades ago introduced peer-to-
peer search engines like YaCy? and Minerva [301], [54] (to name but a few); this in turn gave rise to
the concept of peer-to-peer crawlers [254], [30], [1], [36]. Peer-to-peer crawlers constitute a special

2 https://yacy.net/en/index.html
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form of distributed crawlers that are typically targeted to be run on machine at the edge of the
Internet, as opposed to their distributed counterparts that are designed for clusters and server farms.
To this end, peer-to-peer crawlers are lightweight processes that emphasize crawl personalization
and demonstrate large-scale collaboration usually by means of an underlying conceptually global but
physically distributed routing infrastructure (e.g., a DHT [152], [306] or a super-peer network [254]).

e Cloud-based. Lately, the requirement for more effective use of resources by means of elasticity gave
rise to a new crawler paradigm: the cloud-based crawlers [207], [184], [350], which revived known
machinery to a renewed scope, versatility and options. Such architectures use cloud computing
features alongside big data solutions like Map/Reduce and NoSQL databases, to allow for resource
adaptable web crawling and serve the modern the Data-as-a-Service (DaaS) concept.

2.2.1.2  Policy-based typology

Since the main task of a crawler is to traverse the webpage graph and collect information, crawlers are also
categorized by the way the web graph is traversed. This graph traversal policy defines not only the type of
the crawler at hand, but also the domain that the crawler is most suitable for.

e Universal (general-purpose). General-purpose crawlers are mainly meant to support search engines
and typically aim at large-scale crawls; the typical universal crawler policy has to take into account
trade-offs regarding thematic coverage, page freshness, and content/page bias. On the architectural
side, universal crawlers are typically hybrid or highly parallelized, as they need to scale up to billions
of webpages.

¢ Incremental. To date, the primary application of crawling is search engines and their effort to keep
a good-enough replica of the web to their repository. However, given the dynamic and
uncoordinated nature of the web, where URLs are constantly being created or destroyed and
contents of webpages change, it becomes inherently complicated to keep up with this rate of change.
Thus, to minimize the impact of the inconsistencies between the web and the contents of the
repository, URLs should periodically be prioritized and revisited. The simplest way to do this is
periodic crawling, but this implies a waste of resources by revisiting pages that have not changed.
The informed process of prioritizing and revisiting URLs that are more likely to have changed (e.g.,
regarding changes the recent past can help predict the future [23]) since the last time they were
crawled, is usually referred to as incremental crawling (see also [192] for a comprehensive survey).

e Preferential (focused/topical). Since many crawlers can download only a small subset of the Web,
they need to carefully decide what page to download. By retrieving important or thematically
relevant pages early, a focused crawler [261], [311], [297], [285], [256], may improve the quality of
the downloaded pages. The studies in this category explore how a crawler can discover and identify
important webpages or pages relevant to a topic [376] or user interest [211], [296], [285], [191],
[321], [14], and propose various algorithms to achieve this goal.

2.2.1.3  Usage typology

Although the first web crawlers that set the pathway for the spidering technology were developed for the
Clear (or Surface) Web, in the course of time specialized solutions aiming at the different facets of the web
(web 2.0, Deep Web, Dark Web, etc) were gradually introduced. Below we organize crawlers in terms of their
intended usage.

e Clear/surface web. Since the introduction of the first crawler in 1993, the majority of the research
work on crawlers has focused on the crawling of the surface web, initially on behalf of search engines,
and gradually also for other tasks. There is an abundance of work on Clear Web crawling; some
insightful surveys on the topic include [192], [221].

e Web 2.0.The advent of the user-generated content philosophy and the participatory culture that was
brought by Web 2.0 sites like blogs, forums and social media, formed a new generation of specialized
crawlers that focused on forum [164], [349], [27], [164], [53], [179], [358], [277], [346],
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blog/microblog [213], [257], [219], [250], [294], and social media [70], [377], [313], [295], [104],
[106], [33] spidering. The need for specialized crawlers for these websites emerged from

o the quality (i.e., typically structured and user-generated) and creation rate of content usually
found in forums/blogs,

o the well-defined structure that is inherent in forums/blogs that makes it possible to even
develop frameworks for creating blog crawlers [283], [282], and

o the implementation particularities (e.g., Javascript-generated URLs) that make other types
of crawlers inappropriate or inefficient for the task.

e Deep/Dark/Hidden web. The amount of information and the inherent interest for data that reside
out of reach of major search engines, hidden either behind special access websites (Deep Web) or
anonymization networks like Tor! and 12P? (Dark Web), gave rise to specialized crawlers that are able
to traverse these hidden regions of the web [131]. To this end, over the last ten years, a number of
works related to Deep Web crawling have been published [137], [359], [110], [275], [200], [168],
investigating also

o different architectural [298], [177], [352], [71], [375] and automation [318] options;

o quality issues such as sampling [166], [362], query-based exploration [165], [361], duplicate
elimination [360], [200]; and

o new application domains [308], [353], [348].

Recently, interest has shifted towards Dark Web crawling [317], [46], with a number of tools and
techniques that modify surface/Deep Web technologies to harvest information from the Dark Web.

e Cloud. The elasticity of resources and the popularity of cloud-based services inspired a relatively new
line of line of research focusing on crawler-based service configuration [218], [315] and discovery in
cloud environments [320], [181].

2.2.2  Collection and content typology

Focused crawling research studies are aimed at the indexing of various collections of pages such as social
media, blogs, forums, and marketplaces by targeting specific topics that might exist within them. In the area
of security, various research studies have been carried out focusing on such page collections.

Regarding the generic spectrum of focused web crawling, on the matter of security, there are studies which
indicate crawling solutions that can seek and identify malicious websites efficiently [117], [32]. Hattori et al.
in [117], have created an algorithm which can help a crawler focus on malicious webpages. The
aforementioned functionality is achieved by determining the probability of webpages being malicious or
harmless. This probability is calculated by taking under consideration all network-related attributes of the
web server, deriving from the URL string. In [32], Singh et al. propose a focused web crawler, named
"MalCrawler", which has been designed to crawl and search malicious websites efficiently. It starts the
crawling procedure with an initial list of malicious seeds, which are more likely to contain hyperlinks to other
malicious sites [199]. Then, it seeks pages with dynamic content, since such pages are more likely to contain
malicious code, as server/client-side scripts contained within them might be vulnerable to hacks like cross-
side scripting [309]. Finally, with smart filtering techniques [66], pages that need to be examined are reduced.
In addition to the two focused web crawling solutions presented previously, in [262], Likarish et al. have
focused research on a targeted web crawler which is able to build a malicious JavaScript collection. In order
to do so, they use a machine learning classifier, which detects potentially malicious JavaScript to help the
web crawler with targeting to domains that are more likely to host more malicious JavaScript.

3 https://geti2p.net
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Regarding forum webpages, the crawling procedure differs from the one followed in a generic web crawler,
due to the lack of a centralized index in the first [240]. For web forums, in addition to the standard crawling
procedure, wrappers around information and metadata are required, in order to gather all practical data
deriving from the dynamic content within it, such as authors, messages, timestamps, and so on. In other
words, wrappers are important for getting an insight on data within forums and for achieving an incremental
crawling of them (i.e., re-spidering only threads within forums which have been updated since the last
indexing). In [240], Glance et al. propose a system for harvesting messages from web forums, which is
consisted of the two aforementioned components; a crawler and a wrapper. In the same manner, Limanto
et al. in [139] developed a web forums' information-extraction engine, which consisted of a crawler, a
wrapper generator, and an information extractor for each generated wrapper. Moreover, there are
numerous research studies, focusing on specific topics, such as online deals [336], USENET newsgroups topics
[226], or even cooking recipes [351], based on focused web forums' crawling. Yih, Chang, and Kim in [336]
created a web forum mining system, composed of a crawler and an information extractor for mining "hot
deals" out of deal forums. There, participants would share information regarding deals and promotional
events that were offered by e-shops. What is important about RecipeCrawler [351], is the fact that it uses
tree edit distance scores between web pages, in order to rank them in the crawl space. Furthermore, Guo et
al. in [347] proposed a board forum crawler, which is capable of traversing web forums, that follow the board
architecture, in a hierarchical manner, similar to that preferred by actual users who manually browse the
forum. All the aforementioned research studies on web forum crawlers, are focused on the surface (open)
web. Lastly, there is only one research study, which proposes a focused web crawler for Dark Web forums
[317]. It has a similar structure as in the solutions described in the previous studies, but it also focuses on the
aspects of forum identification and forum accessibility, which are factors that make Deep Web forums'
crawling challenging. The forum identification phase consists of three steps:

e Extremist groups' identification (from government sources, or open sources).

e Identification of forums that exist within extremist groups' webpages.

¢ Identification of forums hosted on major webpages (which are likely to be used by Dark Web groups).
Finally, the forum accessibility phase, includes three steps as well:

e Forums membership application (since many Dark Web forums do not allow anonymous access
[367]).

e Identifying appropriate spidering parameters, such as number of connections permitted per
webpage, download intervals, timeout, speed, and so on.

e Identifying appropriate proxies.

Concerning the social media, there have also been research studies, focusing on the crawling of such
webpages' content. Firstly, Xu et al. in have developed SOUrCe [194]; a structure-oriented unsupervised
crawler, which utilizes the social media page structures, in order to learn how to crawl it efficiently. It consists
of two stages; the unsupervised learning phase and the information harvesting phase. During the
unsupervised learning phase, it constructs a sitemap which clusters pages, based on the similarity of their
structure and then generates a navigation table, which describes how all different types of pages in the site
are interlinked. Then, during the information harvesting phase, SOUrCe uses the navigation table and a
crawling policy to help guide the choice of which links should be crawled next. In another research study, the
authors consider publicly available data published in open pages and groups on Facebook [105]. Erlandsson
et al. [105] introduce the User-guided Social Media Crawling (USMC) method for efficiently and precisely
crawling quality data from Facebook. What USMC does, is that it ranks posts based on metadata metrics,
such as the number of likes, and then selects the highest ranked posts. Thus, USMC method adopts a
guantitative data measuring strategy by regarding the quality of the crawled data as equivalent to the
proportion of all available social interactions in the social media services.

There has also been work on blogs and micro-blogs crawling. The main differences between blogs and micro-
blogs are: the crawled documents' length, and the fact that micro-blog posts usually contain a users'
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commenting section, whilst there might exist numerous blogs without such a section, and hence simple blogs'
crawled documents usually contain static content. For the purposes of blog crawling, one significant research
study is RetriBlog [111], which follows the simple crawling architecture, but it contains a rich application
services layer, which helps the crawling procedure by providing valuable insight of crawled documents. Such
procedures that exist in the application services layer are tag parsing, text preprocessing, content extraction,
and tag recommendation. These procedures can help the crawler focus on blogs that contain information on
a specified topic. Another weblog crawler example is BlogForever Crawler [250], which as its core module
uses Scrapy (1), an open-source framework for web crawling. The algorithms developed for BlogForever
Crawler can extract blog post articles, as well as variations for authors, dates and comments. The crawling
methodology in this study, works under two hypotheses:

e Blogs provide web feeds; structured and standardized views of the latest posts of a blog.
e Posts of the same blog, share a similar HTML structure.

For the content extraction, the idea is to use a training data, in this case pairs of HTML pages and target
content, in order to build an extraction rule-set, capable of locating the target content on each HTML page.
These rules, are XPath queries, derived from parsing of the HTML pages containing the blog posts. Finally,
using techniques like string similarity, tree distance, and maximum weighted matching in a complete bipartite
graph, allow us to extract authors, dates and comments expressed in various formats. Regarding micro-blogs,
a research study by Agarwal et al. [293] presents a topical crawler for discovering hidden communities of
extremist micro-bloggers on Tumblr; a micro-blogging and social networking website. This study proposes a
crawler which, in a graph traversal, returns relevant nodes to a specific topic. The relevance of a node is
defined by initially learning the characteristics and features of a given topic and then computing the extent
of similarity against a set of exemplary documents. To collect the training examples, the authors performed
an iterative search on Tumblr, using keyword-based flagging, where keywords are search tag like "jihad, anti-
Islam, and hate". By using these tags as an initial seed, the crawler collects all textual posts, tags, and linked
bloggers, who either posted, re-blogged a post, or liked one, removing duplicates. Following this approach in
an iterative manner, the authors were able to extract more posts and linked bloggers, concerning the initial
and additional tags that where similar to the ones initially submitted.

Concerning the last collection type, marketplaces, there is one existing research study to our knowledge,
which demonstrates an XPath based crawling method, alongside with crowdsourcing, that is capable of
focusing on the valuable information contained within marketplace webpages [173]. As stated by the
authors, there are two critical issues faced when a traditional crawler is applied for gathering information
from a targeted up-to-date online marketplace. The first, is that marketplaces include too many links, among
which only a few are enough to navigate all web pages in the site. Next, the second issue is that most links
are provided by JavaScript; not by the anchor tags, and hence they cannot be followed by the traditional web
crawlers. The developed crawler in this study overcomes these issues, by following a method which can
extract all necessary and sufficient links by adopting a crowdsourcing approach, and can also follow JavaScript
links by using navigation paths represented by XPaths.

In regard to the content typology existing within the collections described previously, webpages contain a
wide variety of indexable and multimedia files. Concerning the indexable files, content is divided in two main
categories; static text files (e.g., HTML, Word, PDF documents, etc.), and dynamic text files (e.g., .asp, .jsp,
.php, and so on). As pointed out previously, in order to crawl dynamic pages, systems require the generation
of wrappers around content, to crawl only recent/unindexed content, whereas pages that contain static
content, can be crawled with traditional crawlers efficiently. Additionally, in some cases of dynamic pages,
systems contain methods which extract information from JavaScript blocks of code [262], [173]. Multimedia
files on the other hand, which may include images, flash content, audio, and video files, are difficult to index
and to collect accurately [39]. Moreover, multimedia file sizes are usually significantly larger than indexable
files, and hence crawling them requires longer download times, which might result in timeouts. This
statement was proven by Heydon and Najork [15], who designed a crawler that would fetch all multimedia
files in addition to indexable files. They concluded that by collecting such files, increased the total crawling
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time and doubled the average file size compared to fetching only HTML files. Therefore, most research
studies ignore the fetching of multimedia files.

2.2.3  Website accessibility and crawling strategies

When it comes to how the Web can be accessed, two separate categories can be defined. The Clear Web and
the Deep Web. On the Clear Web, a classic search engine or a focused crawler, such as BINGO! [310], is more
than enough to access and discover new web pages that match a specific topic. On the other hand, search
and direct access aren’t as straightforward on the Deep Web as there is a wide range of techniques used to
control access to Deep Web content [118]. Error! Reference source not found. describes some of those
techniques.

Table 2.1: Deep Web access control techniques

Deep Web content Access control techniques

Private Web Private websites, such as intranets with public-facing webpages, typically require
registration and login using password or other authentication mechanisms to
gain access to the private, more protected, side of the website.

Contextual Web Elements of value can be discovered through a history of navigation across
websites with common contextual threads. For example, a unique semantic
identity can be linked to an individual based on that person’s online activity.

Dynamic content A dynamic page appears as a hidden response to a specific query or through
submission of a specific element or set of elements on a form. In either case, the
resulting text fields are hard links to discover, much less navigate, without direct
reference to a domain.

Limited access content = Many websites use a mechanism to limit access to or prevent duplication of their
content.

e The Robots Exclusion Standard or the Robot Standard serves to
discourage searching.

o A completely automated public Turing test to tell computers and humans
apart (CAPTCHA) requires users to mimic a random code to assure they
aren’t robots.

e A no-store directive serves to prohibit creating cached copies.

Non-HTML content The World Wide Web depends on Hypertext Markup Language (HTML) to
perpetuate linkages. Non-HTML pages are hard to discover and access, as the
accepted links are absent.

e Textual content encoded as images, video files, or similar visual file
formats, not discoverable via search engines, are also difficult to isolate
by other means.

e Scripted content involves links produced by JavaScript or content that is
dynamically downloaded from webservers via Flash or Ajax solutions.

e Specialized software, like The Onion Router (TOR)! or the Invisible
Internet  Project (12P)® anonymous peer-to-peer distributed
communication network, are required to access content not otherwise
discoverable on the WWW or Internet.
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Unlinked content Not all HTML pages contain external links.

e Websites typically contain links from other websites, known as backlinks
orin(bound) links. The number and quality of backlinks are a major factor
in determining a website’s ranking in search engine results. However,
search engines don’t usually detect all backlinks. In addition, not
including backlinks can prevent search engines and web crawling
programs from discovering and indexing website content.

e Web archival services can reveal now-defunct webpages across their
history. Websites such as the Wayback Machine (archive.org/web) allow
viewing of old and often obsolete webpages that are often no longer
accessible by today’s search engines.

2.2.3.1 Form-based content

Dynamic content is accessed via form-based search interfaces that are designed primarily for human
consumption. To access this type of content, a Deep Web crawler must be able to automatically parse,
process and interact with such forms, but must also be able to provide input to them. To address these
challenges the Hidden Web Exposer (HIWE) crawler was built at Stanford [305]. HIWE utilizes a semi-
automatic, task-specific, human-assisted approach. With this approach, portions of the hidden Web are
selectively crawled, to extract content based on the requirements of a particular application or task (topic).
Then an archive is built in two steps:

o Resource discovery: Where sites and databases that are likely to be relevant to the task are
identified.

e Content extraction: Where the crawler actually visits the identified sites to submit queries and
extract hidden pages.

Human-assistance is very important to the content extraction step, because it’s the only way to ensure that
the crawler makes queries that are relevant to the particular task. For the system to be able to successfully
understand a form, first the task-specific database (called Label Value Set-LVS in HIWE) must be populated.
There are 4 mechanisms for adding entries to the database:

e Explicit initialization, where a user supplies HIWE with labels and associated value sets at startup
time. Explicit initialization is particularly useful to equip the crawler with values for the labels that
the crawler is most likely to encounter.

e Built-in entries for certain commonly used categories, such as dates, times, names of months, days
of the week, etc., which are likely to be useful for a variety of tasks are in the LVS.

e Wrapped data sources. The LVS Manager can communicate and receive entries for the LVS table by
querying various data sources (on the Web or elsewhere), through a well-defined interface. These
data sources can either be task-specific or correspond to relevant portions of generic directories.

o Crawling experience. Finite domain form elements are elements where the set of valid values are
already embedded in the page. Whenever HIWE encounters a finite domain form element, it extracts
the label and domain values of that element and add the information to the LVS table.

When this process is completed, the labels of the LVS table have to be matched with the form labels. This is
achieved with a process called Label Matching. There are two steps in this process First, all labels are
normalized by converting to a common case, standard IR-style stemming and stop-word removal. Then, an
approximate string-matching algorithm [74] is used to compute minimum edit distances, considering typing
errors, as well as word reordering.

Finally, HIWE employs an aggregation function to compute a rank for each value assighnment and uses the
value assignments whose rank is higher than the minimum acceptable value assignment rank.
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2.2.3.2  Registration-based content

A task-specific, human-assisted approach such as the one described above, is useful for Dark Web content as
well, which is usually hidden behind registration-based systems, CAPTCHA and verification codes. In general,
simple forms asking for name, e-mail address, and so on can be automated with standardized responses, but
more complex questions require greater expert involvement. The semi-automatic approach allows varying
human involvement, depending on the complexity of the accessibility issues faced. The crawling system
proposed by Fu et al. [317], consists of an accessibility component that uses a human-assisted registration
approach to gain access to Dark Web forums. It also utilizes multiple dynamic proxies and forum-specific
spidering parameter settings to maintain forum access. Specifically, regarding forum accessibility, the steps
needed to obtain access are the following:

e Apply for membership. Many Dark Web forums (~30-40%) do not allow anonymous access [366].
To access and collect information from those forums, one must create a user ID and password, send
an application request to the Web master, and wait to get permission/registration to access the
forum. In certain forums, Web masters are very selective. It can take a couple of rounds of e-mail to
get access privilege. For such forums, human expertise is invaluable. In some cases, access cannot be
attained. According to Fu et al. [317], approximately 10% of the Dark Web forums cannot be accessed
at all.

o Identify appropriate spidering parameters. Spidering parameters such as number of connections,
download intervals, timeout, speed, and so on, need to be set appropriately according to server and
network limitations and the various forum-blocking mechanisms. One may also be blocked based on
the IP address. Therefore, the use of proxies is needed to increase the chances of access, but also the
researchers’ anonymity.

¢ Identify appropriate proxies. Three types of proxy servers can be used for the task. Transparent
proxy servers are those that provide anyone with your real IP address. Translucent proxy servers hide
your IP address or modify it in some way to prevent the target server from knowing about it;
however, they let anyone know that you are surfing through a proxy server. Opaque proxy servers
(i.e., preferred) hide your IP address and do not let anyone know that you are surfing through a proxy
server. There are several criteria for proxy server selection, including the latency (the smaller the
better), reliability (the higher the better), and bandwidth (the faster the better). The list of proxy
servers should be updated periodically and can originate from various sources, including free proxy
providers*®, Additionally, the crawler uses a Web browser user agent string and does not follow the
robot exclusion protocol, though nearly none of the Dark Web forums have a robots.txt file.

In both form and registration-based the human-assisted approach could be coupled with open-source tools
such as Formasaurus [144], which can classify form fields using machine learning. It can detect if a form is a
login, search, registration, password recovery, “join mailing list”, contact, etc. That way, the crawler would
know which type of input it has to use, and if the different input data were categorized by type, human
interaction could become minimal to non-existent. To detect HTML form types Formasaurus takes a <form>
element and uses a linear classifier (Logistic Regression) to choose its type from a predefined set of types.
Amongst others, features include:

e counts of form elements of different types,

e whether a form is POST or GET,

e text on submit buttons,

e names and char ngrams of CSS classes and IDs,

e input labels,

4 WWW.Xroxy.com
5 www.proxy4free.com
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e presence of certain substrings in URLs,

To detect form field types Formasaurus uses Conditional Random Field (CRF) model. All fields in an HTML
form is a sequence where order matters; CRF allows to take field order into account. There are about 50
distinct field types. Amongst others, features include:

o form type predicted by a form type detector,
o field tag name,

e field value,

e text before and after field,

e field CSS class and ID,

e text of field <label> element,

o field title and placeholder attributes.

2.2.3.3  Collection update procedure

Another critical issue on Deep/Dark Web crawlers is the procedure of updating the collection. There are two
major approaches for that task, periodic and incremental spidering. The periodic approach re-spiders the
entire collection of targeted forums in a fixed time interval. This could be very time consuming and would
make it difficult to keep the collection up-to-date. The incremental approach focuses on downloading only
new content found in the targeted forums, so that the spidering process can be completed within a short
time and even before the forums become aware of the spider [365]. Because of that, it seems like a more
feasible solution for keeping the collection up-to-date.

While this is true in terms of spidering time and data redundancy, Fu et al. [317] suggest that a periodic
crawling approach could be of use in the case of Dark Web forums, as the crawler gets multiple attempts to
collect each page and subsequently improve overall collection recall. Because of the need to make multiple
attempts to collect some pages, they propose a collection update procedure that consists of an incremental
crawler and a recall-improvement mechanism (Incremental+Rl).

With the Incremental+RI method, the incremental crawler fetches only new and updated threads and
messages. A log file is sent to the recall-improvement component. The log shows the spidering status of each
URL. A parser is used to determine the overall status for each URL (e.g., “download complete,” “connection
timed out”). The parsed log is sent to the log analyzer, which evaluates all files that were not downloaded. It
determines whether the URLs should be re-spidered. The recall-improvement phase also checks the file sizes
of collected Web pages for partial/incomplete downloads.

Upon evaluation, the Incremental+RlI method yielded higher Precision, Recall and F-measure percentages
than the periodic approach. The periodic approach gets better scores with each iteration as previously
uncollected pages are gathered, starting from a low score in the first iteration, to finally achieving a score
close to the Incremental+RI. The difference is that the Incremental+RI method has this high score from the
first iteration and it maintains it for the rest, making it more efficient. The simple incremental approach was
faster than the rest, but the scores were low on all iterations, as it skips pages that it tried to crawl, even if it
didn’t succeed. Overall, the Incremental+RI approach is the most efficient strategy.

2.2.4  URL manipulation

Since a typical web crawler follows a repeated procedure (that is visiting a URL, downloading the webpage
associated with it, extracting the URLs therein, visiting the new URLs) and finally downloads just a fraction of
all the available Web pages, it is of high interest to discuss issues like:

1. The features used to derive the crawl space; it is desirable that the downloaded (fraction of) Web
pages contain the most relevant pages to the initial seed URL or topic.
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2. The different available options of URL ordering, i.e., from a list of available URLs, which URL is visited
first; this requires a metric of importance for prioritizing Web pages’ links.

3. The different ways a web crawler updates the extracted collection of Web pages.

2.2.4.1 Crawl space derivation

Depending on the features used to extract the crawl space (i.e., the collection of Web pages to be visited),
there have been noted four categories in the related literature [56].

e Link-based crawling. Starting from a seed URL, inlinks/backlinks, outlinks, and sibling links (i.e., ones
with a shared parent in the link) have been considerably used in previous research [56], [126], [210],
[20] in order to obtain new URLs to be visited. An interesting approach is presented in [210], where
backlinks are derived for each seed URL and used to construct a multilayer context graph; these
graphs are then, used to extract paths leading up to relevant nodes (i.e., target URLs) by enabling the
crawler to predict the distance of a retrieved page from a target document and not to exclude
irrelevant pages that lead to relevant ones from the crawl. Another strategy that gives credit to paths
with delayed benefit, is the one used by the geospatial search engine that performs urban web
crawling [147]. In contrast with the context graphs technique, which uses a static representation of
the crawling environment, the geo-aware focused crawler implements an algorithm that dynamically
expands the radius of permitted hops around relevant pages and narrows the crawling scope around
the irrelevant ones.

e Page text-based crawling. Towards a different approach, focused/topical crawlers may use bag-of-
words (BOW) found in the Web page text to derive the crawl space [56, 126, 135, 136], as for example
[268] that used BOW for biomedical-text categorization in their focused crawler. Notice that,
although page text features can be very effective, they are also language-dependent and can be
harder to apply in situations where the collection is composed of pages in different languages.

e URL and/or anchor text-based crawling. In a similar approach, other studies use tokens found within
the URL and/or anchor text to control the crawl space [211, 56]. An interesting approach is presented
in [336], where the crawler presented, coined Hot Deal Crawler, is based on thread dates and
performs date comparison to extract the collection of Web pages to be visited. In [305], Hidden Web
Exposer crawls dynamic search forms and manages to stay within the target sites using only the
information found in URL tokens.

e Page level-based crawling. The last used feature for obtaining the crawl space is page levels, where
text classifiers are trained to categorize Web pages at various levels away from the target URL [210].
This information can then, be used to build path models and attain target pages; a potential path
model can use the number of slashes “/” or levels from the domain as an indicator of URL importance
and may consider only the pages one or two levels away from a target, known as tunneling [211], as
pages closer to the main page are likely to be of greater importance.

2.2.4.2  Update procedures

For updating the collection of the crawled Web pages, the two most popular approaches used in the
literature are periodic and incremental crawling [156]. Periodic crawling is the simple approach of re-
spidering all forum pages (as for example [346]), which eventually entails to update the whole URL collection.
This approach is commonly used since it is easier to re-fetch the whole crawl space than figuring out which
Web pages have been refreshed, especially when the if-modified-since header does not provide any
information about which pages within a Web forum have been updated. Although periodic crawling is simpler
from a crawler design/development perspective, it makes the collection process time consuming and
inefficient. Alternatively, gathering multiple versions of a collection may improve overall recall. To this end,
incremental crawlers gather new and updated content by fetching only those boards and threads that have
been updated since the forum was last collected [336, 240, 351]. To this end, incremental crawlers require
the use of a wrapper that can parse out the “last updated” dates for boards and threads [336]; this
information is typically contained in the page’s body text.
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2.2.4.3 URL ordering

Having decided the information used to derive the crawl space, one has to resolve the way URL ordering is
performed. Most web crawlers use an algorithm that estimates a score of importance for every extracted
URL in order to evaluate the relevance of the page, pointed by the seed URL, to the initial topic. The estimated
score defines then, the priority of the links in the crawl frontier. In this way, in each iteration of the process,
the crawler downloads the page (pointed by the seed URL) with the highest score.

Previous research has typically used breadth, depth, and best-first search for URL ordering. Depth first search
(DFS) has been used in crawling systems such as Fish Search [64]. Although breadth first search (BFS) is one
of the simplest known strategies, it has worked fairly well in comparison with more sophisticated best-first
search strategies on certain spidering tasks [155, 220]. However, BFS is typically not employed by focused
crawlers that are concerned with identifying topic-specific Web pages using the aforementioned URL features
(i.e., page text, URL, or anchor text). For focused crawling, BFS has been out-performed by various best-first
strategies [108].

Best-first search uses some criterion for ranking URLs in the crawl space, such as link analysis, text analysis,
or a combination of the two [108]. Considering link-analysis techniques, [126] used Page Rank to decide on
URL ordering, [155] evaluated the effectiveness of both Page Rank and back-link counts on URL ordering,
while [56] used the number of relevant siblings considering that pages with a higher percentage of relevant
siblings are more likely to also be relevant. [311] used the HITS algorithm to compute authority scores,
whereas [297] used a modified version of HITS to decide on URL ordering. As an alternative, [209] used a
Hopfield net crawler that collected pages related to the medical domain based on link weights. On the other
hand, text-analysis methods include similarity scoring approaches and machine learning algorithms. For
deciding on the similarity among URLS, [56] used similarity equations with page content and URL tokens,
while [108, 126, 268] have used the vector space model and cosine similarity measure for the same purpose.
In a similar spirit, the work in [311] was based on the text of the visited page and used support vector
machines (SVM) with BOW for document classification, while [268] used BOW and link structures together
with a neural net for ordering URLs based on the prevalence of biomedical content. Towards a different
approach, [135] and [136] used a genetic algorithm to order the URL crawl space for the collection of topic-
specific Web pages based on BOW representations of pages. A machine learning technique is used in [296];
an apprentice learner is incorporated and used to evaluate the utility of each outlink by comparing its HTML
source code against prior training instances. Finally, recent studies (e.g., [124] and [125]) have compared the
effectiveness of various machine learning classification algorithms, such as Naive Bayes, SVM, and Neural
Networks, for focused crawling.

Overall, most previous research on focused crawling has used BOW, link, or URL token features coupled with
a best-first search strategy for crawl space URL ordering. Furthermore, most prior research has also, ignored
the multilingual dimension, by using text-based features and collecting content in a single language (usually
English).

2.3 Data management for CTI

Cyber-Threat Intelligence (CTI) is gathered by crawling and searching a variety of sources (Surface, Deep and
Dark Web) and comes in a various of types and formats. Gathered information should be processed,
homogenized, transformed and then stored and indexed in appropriate data management systems (see
Figure 2.3).

The above procedures follow the general flowchart of the Extraction—Transformation—Loading (ETL)
processes that is responsible for the extraction of data from several sources, their cleansing, customization
and insertion into a data warehouse [271, 270, 269]. ETL processes are supported by major database vendors
[153, 237, 255] and support:

e The identification of relevant information.

e The extraction of this information.
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e The customization and integration of the information coming from multiple sources into a common
format.

e The cleaning of the resulting data set and its propagation to the data warehouse.

*

Extract Transform Load

Figure 2.3. CTl management

The case of CTl has many similarities and several differences with ETL. In the following sections we will further
elaborate and discuss the above tasks. We will start by discussing the relevant CTI sources and collection
techniques (Section 2.3.1) and the related data quality aspects (Section 2.3.2). Then, we elaborate on
preprocessing of the collected data (Section 2.3.3). Finally, we conclude by discussing data mining and data
enrichment methods (Section 2.3.4).

2.3.1 Data sources and collection techniques

Information security analysts usually focus on scientific methods for data collection and analysis that are
testable and reproducible, but there is art and science behind cyber-threat intelligence. Art includes the
analysis and the interpretation of data about the attackers and how to disseminate that information to the
audience in a more natural way in order to provide incentives to act. This will help security analysts to
understand a thinking, evolving and reacting adversary. The security analysts are equipped with new
technologies to identify malicious activity on networks and are able to trace that maliciousness back to the
attacker. Over the years, these technologies have been developed, aiming at increased detectability of the
malicious activity on networks (DPI, NAC and network security intelligence appliances etc., which are based
on familiar concepts with new applications).

An effective way to capture potential threats in a proactive manner is by monitoring Internet activities to
employ passive monitoring using sensors or traps such as darknet [49]. This section focuses on threat
intelligence techniques including quality issues such as quality modelling and assessment for sources, feeds,
indicators, data of Dark Web.

2.3.1.1 Commonly used techniques

As already mentioned in D2.2 [61], intelligence (INT) sources are most often centered on the INTs, which
describe where the data is collected from, namely HUMINT (human INT), SIGINT (signal INT), OSINT (open
source INT), IMINT (imagery INT), MASINT (measurement and signature INT), and GEOINT (geospatial INT).
These sources are complemented by special tools and techniques to explore the deep and Dark Web. Some
of them are similar to or closely related to those sites to explore the Clear Web. Depending on one’s overall
goals, different tools and techniques will help reach different depths. For most users, there are generally two
different but related approaches to access the Deep and Dark Web:

e Use special search engines accessed from regular browsers such as Internet Explorer, Firefox,
Chrome, Safari, etc.

e Use special search engines that can be accessed only from a TOR browser.
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The research community and those familiar with technology can go even deeper by developing a custom-
built crawling program using link crawling techniques and APl programming skills. One easy way to gain
access to the Deep Web is to use alternative/special search engines that are designed specifically for the
purpose. These alternative search engines are designed to access different parts of the Deep Web (as shown
in Table 2.2), but the challenge is that all search engines developed so far only crawl or index a small part of
the Deep Web. Therefore, it is still necessary to visit the right online directory or hidden web site listings®.
Since these websites are not indexed, they will not be found using normal search tools. However, their URLs
can be found using other means and, once the URL is known, one can then access some of these sites on the
Deep Web using regular browsers [162].

Table 2.2. Alternative search engines/tools to access the Deep Web using browsers [162]

General search engines DeepDyve: One of the newest search engines specifically targeted at
and databases exploring the Deep Web, available after signing up for a free membership.

The Scout Archives: This database is the culmination of nine years’ worth
of compiling the best of the Internet.

Silobreaker: This tool shows how the news impacts the global culture with
current news stories, corresponding maps, graphs of trends, networks of
related people or topics, and fact sheets.

OAlster: Search for digital items with this tool that provides 12 million
resources from more than 800 repositories.

Dogpile: Dogpile searches rely on several top search engines for the results
then removes duplicates and strives to present only relevant results.

SurfWax: This search engine works very well for reaching deep into the web
for information.

Mamma: Click on the Power Search option to customize the search
experience with this meta-search engine.

SR e e S Zotero: Firefox users will like this add-on that helps organize research
databases material by collecting, managing, and citing any references from the
Internet.

Freebase: This community-powered database includes information on
millions of topics.

Gnod: When searching for books, music, movies and people on this search
engine, it remembers specified interests and focuses the search results in
that direction.

DBpedia: This semantic program allows users to ask complex questions and
get results from within Wikipedia.

In addition to these search engines, there are black markets in which hackers are presenting zero-day
vulnerabilities and exploits for sale. The markets for cybercrime tools and stolen data are quite advanced.
Cybercrime markets are rapidly growing, maturing, and continuously innovating. They are full of increasingly
sophisticated organizations, people, products, and methods for communicating and conducting business
transactions. They are resilient in the face of takedowns and constantly adapting to new tactics and
techniques of law enforcement and computer security vendors [132].

6 https://sites.google.com/site/howtoaccessthedeepnet/working-links-to-the-deep-web
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2.3.1.2 Dark Web data collection techniques

Extracting structured data from Deep Web pages is a challenging problem due to the underlying intricate
structures of such pages. The problem of Web data extraction has received a lot of attention in recent years
and most of the proposed solutions are based on analysing the HTML source code or the tag trees of the
Web. These solutions have the following main limitations. First, they are dependent on HTML. As most Web
pages are written in HTML, it is not surprising that all previous solutions are based on analysing the HTML
source code of Web pages. However, HTML itself is still evolving (from version 2.0 to the current version 5.2)
and when new versions or new tags are introduced, the previous works will have to be amended repeatedly
to adapt to new versions or new tags.

Furthermore, HTML is no longer the exclusive Web page language, and other languages have been
introduced, such as XHTML and XML (combined with XSLT and CSS). The previous solutions now face the
following dilemma: Should they be significantly revised or abandoned? Or should other approaches be
proposed to accommodate the new languages? Also, they are incapable of handling the ever-increasing
complexity of HTML source code of Web pages. Most previous works have not considered the scripts, such
as JavaScript and CSS, in the HTML files. In order to make Web pages vivid and colourful, Web page designers
are using more and more complex JavaScript and CSS. In a large number of real Web pages, especially Deep
Web pages, the underlying structure is more complicated than ever and is far different from their layouts on
Web browsers. This makes it more difficult for existing solutions to infer the regularity of the structure of
Web pages by only analysing the tag structures [335].

A number of approaches have been reported in the literature for extracting information from Web pages.
Informative surveys about previous works on Web data extraction can be found in [12]. Main Dark Web data
extraction approaches are as follows.

Manual approaches: The earliest approaches are the manual approaches in which languages were designed
to assist programmer in constructing wrappers to identify and extract all the desired data items/fields.
Some of the best-known tools that adopt manual approaches are Minerva [328] and Web-0QL [123].
Obviously, they have low efficiency and are not scalable.

Semi-automatic approaches: Semi-automatic techniques can be classified into sequence-based and tree-
based. The former, such as WIEN [241], represents documents as sequences of tokens or characters, and
generates delimiter-based extraction rules through a set of training examples. These approaches require
manual efforts, for example, labelling some sample pages, which is expensive and time-consuming.

query resource page wrapper label
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Figure 2.4. An information extraction model [241]

Automatic approaches: In order to improve the efficiency and reduce manual efforts, most recent researches
focus on automatic approaches instead of manual or semi-automatic ones. Some representative
automatic approach is Omini [65]. Figure 2.5 presents the Omini system’s architecture.

Some of these approaches perform only data record extraction but not data item extraction, such as Omini
do not generate wrappers, i.e., they identify patterns and perform extraction for each Web page directly
without using previously derived extraction rules. The techniques of these works have been discussed and
compared in [65]. Note that all of them mainly depend on analysing the source code of Web pages. In
addition, there are several works (DelLa [174], DEPTA, and the method in [355]) on data item extraction,
which is a preparation step for holistic data annotation, i.e., assigning meaningful labels to data items. Dela
utilizes HTML tag information to construct regular expression wrapper and extract data items into a table.
Similar to Dela, DEPTA also operates on HTML tag tree structures to first align data items in a pair of data
records that can be matched with certainty. The remaining data items are then incrementally added.
However, both data alignment techniques are mainly based on HTML tag tree structures, not visual
information. The automatic data alignment method in [355] proposes a clustering approach to perform
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alignment based on five features of data items, including font of text. However, this approach is primarily
text-based and tag-structure-based [335].
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Figure 2.5. Omini system architecture. Source [65]

2.3.2  Data quality aspects

The aggregation of cyber-threat related information, which is gathered from many sources, is a challenging
task since the vast volumes of heterogeneous collected data might not be complete or accurate. Therefore,
the credibility of the primary source of information is an important aspect for determining the quality of the
generated CTI. The quality can be attributed either to the credibility of the website/forum where such
information resides, the particular user/member that posts the information, or both.

2.3.2.1  Source ranking factors

Important factors towards assessing the credibility of the website or forum where cyber-threat related
information resides include the following.

Top websites ranking overall ranking: Some Dark Web sites, forums, blogs are visual to the Websites ranking
engines such as Alexa.com and SimilarWeb. In these sites, ranking is based on a combination of metrics
of page views and unique site users and creates a list of most popular websites based on this ranking
(time-averaged over three-month periods). Only the site's highest-level domain is recorded, aggregating
any subdomains. SimilarWeb ranks websites based on a panel of millions of Internet users,
International/U.S. internet service providers, direct measurement of web traffic from data from
thousands of websites and web crawlers scanning public websites.

Number of populations: If the site is a web forum, the number of registered users can indicate how big is the
community that sits behind such sites. In which, this factor be used when assessing and comparing such
Dark Web sites for the purpose of cyber-threat intelligence.

Number of posts per day: It quantifies the number of posts published per day in a social network site
including blogs and forums shows how active such site is. For example:

e https://hackforums.net/index.phh

e http://offensivecommunity.net/
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e https://sinister.ly/

e https://www.hellboundhackers.org/

However, accessing these sites might harm users’ computer and steal their personal data.

Number of CVEs published per day: More than three-quarters of vulnerabilities are publicly reported online
before National Vulnerability Database (NVD) publication [50]. News sites, blogs and social media pages
as well as more remote areas of the web including the Dark Web, paste sites, and criminal forums first
published bugs more often than NIST's centralised NVD. Data taken from [37] (beginning of 2016) and an
analysis of more than 12,500 security bugs, showed that the median lag was seven days between a CVE
being revealed to ultimately being published on the NIST's NVD. The number of CVEs that are daily,
weekly and monthly published in those Dark Web sites can be used as an indicator to rank such malicious
sits.

2.3.2.2  User-level influence ranking

Ranking account influence constitutes an important challenge in social media analysis. Until recently,
influence ranking relied solely on the structural properties of the underlying social graph, in particular on
connectivity patterns. Currently, there has been a notable shift to the next logical step where network
functionality is considered, as online social media such as Reddit and Twitter are renowned primarily for their
functionality. However, contrary to structural rankings, functional ones are bound to be network-specific
since each social platform offers unique interaction possibilities [114].

Abbasi et al. [2] proposed a framework to identify expert hackers in web forums, based on content-mining.
First, the authors represented each user with three categories of features: cybercriminal assets, specialty
lexicons, and forum involvement. Then, they profiled the users into four groups based on their specialties:
black market activists, founding members, technical enthusiasts, and average users. Analysing the
interactions among hackers, they noted that average users (86% of the total) were participants that did not
engage in the community enough, while the other three groups constituted the key-hackers.

Later, Zhang et al. [343] also used a content-mining approach in a hacker forum to analyse post orientations
regarding knowledge transfer. Knowledge acquisition and knowledge provision were noted as the patterns
to construct user profiles, classified by the authors into four ordinal types: guru, casual, learning, and novice
hackers. They found that guru hackers act as key knowledgeable and respectable members in the
communities, increasingly acting as knowledge providers.

In a sequence study, Fang et al. [371] developed a framework with a set of topic models for extracting popular
topics, tracking topic evolution and identifying key-hackers with their specialties. Using Latent Dirichlet
Allocation (LDA), Dynamic Topic Model (DTM) and Author Topic Model (ATM), they identified five major
popular topics, trends related to new communication channels, and key-hackers in each expertise area.

s LR w9

crawler py2neo Neodj Neod] py2neo client
(a) Twitter subgraph creation. (b) Analytics operation and data fow.

Figure 2.6. System architecture [114]

In [114], a twitter account influence metric is introduced utilising the system architecture presented in Figure
2.6. A general algebraic scheme for deriving higher-order Twitter influence rankings from first-order rankings
was proposed. A convex combination of the score of a given account and those of its followers lies at its
heart. The analysis indicates that among the seven higher-order metrics derived by the proposed scheme,
namely uC, uM, UE, uP, uA, uS, uFi, and ul (see [114] for the details). The ul metric performs well compared
to both uZ and uR, reflecting the fact that it combines structural and functional features, although it is among
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the more demanding metrics. Another interesting finding was that uE, uM, and uC had similar behavior to
UR. The fact that u/ outperforms the other digital influence rankings can be attributed to the diverse factors
it combines, which capture a major part of Twitter activity.

The activities in a Web forum are usually following a power law. That means a relatively fewer number of
users are actively participating in the forum and leading the discussion in the community. On the other hand,
a large number of users are relatively less active in their participations and mainly following the messages
led by the forum leaders or the influential users. However, these influential users cannot be simply detected
by the frequency of participations.

The proposed user rank algorithm was developed on the basis of PageRank which is an algorithm that is
developed for ranking web pages. PageRank score is representing the authority conferring by the authors of
other Web pages which is explicitly presented by the hyperlinks. If a Web page receives a hyperlink from
another Web page with a high PageRank score, it is receiving authority from a high authoritative page. The
higher authority a Web page received from other Web pages, the higher the ranking of this Web page is. In
PageRank algorithm, every Web page is initialized with a small value and computed iteratively until
convergence. PageRank has also been investigated to rank the expert level of users in forum settings. The
interactions between users in a forum are represented as a social network. The nodes correspond to the
actors participating in the forum and the directed edges are corresponding the interaction that one actor is
offering an answer to the question raised by another actor in the forum. The experts are those who are
offering advice to others. The more advice a user offers, especially offering to other expert users, the higher
the PageRank score this user receives [42].
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Figure 2.7. Architecture of proposed expert ranking system [225]

Another expert-ranking technique purposed by [225], consists of the application of g-index approach to
various reputation features to identify experts on CQA sites for programming language problems, in this case
SO-forum. In that work, expert-ranking techniques, i.e., Exp-PC and Weighted Exp-PC, are discussed in detail.
A generic overview of the proposed work is given in Figure 2.7. First, the expert ranking problem is formulated
as follows: Let RF be the rated-forum containing a set of questions Q = {q1, g2, ..., gm}, Where a question g; has
answers A; = {ai, ap, ..., Gin} by users U. Expert users from U need to be found whose performance is consistent
and whose reputation is high. Performance consistency is measured through a bibliometric g-index. The
reputation of the users is computed from their voter reputation, tag quality and participant's reputation.

2.3.3 Data pre-processing, storage and indexing

Cyber-Threat Intelligence (CTI) is gathered by crawling and searching a variety of sources (Surface, Deep and
Dark Web). After the relevant web pages are collected, they are temporary stored for further processing. In
the general case, the collected pages can be viewed as text files. This textual information should be further
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processed in order to extract the relevant CTl information. This is a complex process that involves (see also
Section 2.3.2)

e natural language processing,
e text classification,
e entity extraction and resolution and
e ontology integration and mapping.
In order to support the above operations, the collected data should be pre-processed. This involves:

e Parsing documents into tokens. It is useful to identify various classes of tokens, e.g., numbers, words,
complex words, email addresses, so that they can be processed differently. In principle token classes
depend on the specific application, but for most purposes it is adequate to use a predefined set of
classes. This step is can be performed by a parser customizable for CTI needs.

e Converting tokens into lexemes. A lexeme is a string, just like a token, but it has been normalized so
that different forms of the same word are made alike. For example, normalization almost always
includes folding upper-case letters to lower-case, and often involves removal of suffixes (such as s or
es in English). This allows searches to find variant forms of the same word, without tediously entering
all the possible variants. Also, this step typically eliminates stop words, which are words that are so
common that they are useless for searching. In short, then, tokens are raw fragments of the
document text, while lexemes are words that are believed useful for indexing and searching.
Typically, this step is performed using dictionaries.

e Storing preprocessed documents optimized for searching. For example, each document can be
represented as a sorted array of normalized lexemes. Along with the lexemes it is often desirable to
store positional information to use for proximity ranking, so that a document that contains a denser
region of query words is assigned a higher rank than one with scattered query words.

Note, that in many cases, the textual information of the collected pages, is annotated with additional meta-
data that can be incorporated to assist processing. Such annotations include special tags that are not
displayed but can be used in machine parsing. For instance, it might include information about the author,
the content, the type of the web page, but also classification and ontological information. Even
presentational information may be helpful to assist content extraction. For instance, important information
is commonly highlighted in special typesetting environments (e.g., using italics or bold typefaces).

2.3.3.1 Data indexing

Textual information is an eminent example of Big Data. To support (a) the effective storage and maintenance
of the information (b) the efficient searching, several indexing structures where introduced. The most
popular data structure used in document retrieval systems is the inverted index. It is commonly used in large
scale paradigms like search engines.

An inverted index is a database structure that withstand a mapping from the content to its location in the
dataset (see Figure 2.8). For instance, in the case of documents and textual information, an inverted index
stores a mapping of the contents of the documents (e.g., words and numbers) to their corresponding
locations. The purpose of an inverted index is to allow fast full-text searches, at a cost of increased processing
when a document is added to the database.

Inverted index schemes can be combined with finite state transducers that is commonly used in NLP [201].
For other data type, e.g., to store meta-data information or other data, we can employ traditional indexing
structures like B-trees, hash-based indexes, KD-trees offered by most relational database systems. The above
indexes are incorporated and used in the text management systems presented in Section 2.3.3.3.
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Figure 2.8. Inverted index example

2.3.3.2 Data storage

There is a plethora of available systems able to store and index textual information. Key functionalities of
such systems include full-text search, hit highlighting, faceted search, real-time indexing, result clustering,
database integration and rich document handing. In more details:

Full-text search refers to methods for searching the full content of stored documents. Full text search
considers documents as first-class citizens (and not blog data). Thus, it differentiates from searches
based on metadata or on parts of the document (such as authors, titles, abstracts, selected sections, or
bibliographical references) that can be easily stored in a relational database system.

Hit highlighting is the searching feature that points out (usually by highlighting using different color or
typeset) the words or phrases that helped match that document to the search.

Faceted search is a technique which enhance traditional search techniques with a faceted navigation system.
This allows users to narrow down search results by applying multiple filters based on faceted
classification of the searched items. Such classification system categorizes each information element
along multiple explicit dimensions (termed facets) that enable the classifications to be accessed and
ordered in multiple ways rather than in a single, predetermined, taxonomic order.

Real-time indexing is the ability of the system to adapt to fast document changes. Typically documents
indexes are built in an off-line fashion and require time to adapt to document insertions, deletions and
updates. Real-time indexing offers mechanisms that improve indexing restructuring and support the
online maintenance of indexes.

Result clustering is another search feature that automatically discover groups of related search documents
and assign human-readable labels to these groups.

Database integration refers to the ability of the text storing system to cope with common relational data. For
instance, to be able to handle the meta-date of a document (e.g., authors, titles, abstracts, selected
sections, or bibliographical references) or other structured information.

Rich document handing is the ability of the system to handle additional textual formats like XML, Word and
PDF.

Free and open sources systems that support textual information include Apache Solr [35] that stems from
the Apache Lucene project. Solr supports full-text search, hit highlighting, faceted search, real-time indexing,
result clustering, database integration, NoSQL features and rich document handling. Additionally, Solr offers
distributed search and index replication focusing on scalability and fault tolerance. It also has a very active
development community and regular releases. Due to its features, Solr is widely used for enterprise search
and analytics use cases.
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BaseX [141] is an XML database management system supported by an XQuery processor and full test
extensions. It is specialized in storing, querying, and visualizing XML documents and collections. Using BaseX
is is possible to store, query and process large corpora of textual data (XML, JSON, CSV, many others). BaseX
is developed as a community project on GitHub. BaseX is platform-independent and distributed under a
permissive free software license.

Elasticsearch [145] is another search engine based on the Apache Lucene library. It provides a distributed,
multitenant-capable full-text search engine with an HTTP web interface and schema-free JSON documents.
Elasticsearch is developed in Java and is released as open source under the terms of the Apache License.

Searchdaimon [314] is an open source enterprise search engine for full text search of structured and
unstructured data. Its major features include hit highlighting, faceted search, dynamic clustering, database
integration, rich document (e.g., Word, PDF) handling and full document level security.

MongoDB is a cross-platform document-oriented database system. Classified as a NoSQL database,
MongoDB supports JSON-like documents with schemata.

PostgreSQL is an is an open source object-relational database management system that also provides full
text search capabilities [272].

Microsoft Azure Search [236] is a component of the Microsoft Azure Cloud Platform providing indexing and
querying capabilities for data uploaded to Microsoft servers. Azure Search as a service framework is intended
to provide developers with complex search capabilities for mobile and web development while hiding
infrastructure requirements and search algorithm complexities.

SAP HANA [146] is an in-memory, column-oriented, relational database management system developed and
marketed by SAP. It supports data storage and retrieval and advanced analytics (predictive analytics, spatial
data processing, text analytics, text search, streaming analytics, graph data processing).

dtSearch [142] can instantly search terabytes across an Internet or Intranet site, network, desktop or mobile
device. It also allows publishing, with instant text searching, large data collections to Web sites or portable
media.

2.3.4  Data mining and data enrichment/leveraging

There are many different text mining approaches to consider, and they all depend on the source and the type
of data that the crawler collects. Indicative approaches are next described where important features are
highlighted.

2.3.4.1 Indicative approaches

TTPDrill. On the first case that we are exploring, TTPDrill [119], where the crawler collects CTl reports written
in unstructured text, such as Symantec reports, and then maps them to attack patterns and techniques (TTPs)
of a Threat-Action ontology, based on MITRE’s CAPEC and ATT&CK threat repository. This was achieved by
combining concepts of Natural Language Processing (NLP) and Information Retrieval (IR). To filter out which
of the crawled pages contained useful information and discard advertisement, help, contact pages, etc., an
SVM document classifier was built, using the following features:

o Number of words. Articles that contain TTPs are almost always longer because they communicate
detailed descriptions about threats, their actions, and targets. Other articles, such as ads or news on
security tools are considerably shorter.

e SecurityAction-word density. All verbs were extracted from various highly-reputable publicly-
available information security standards, namely, ATT&CK, CAPEC, CWE, and CVE using the part-of-
speech (POS) NLP technique. The Stanford Dependency Parser [234] was used to label verbs in these
texts. Then, the SecurityAction-word density was calculated by computing the percentage of times
these verbs appear in an article compared to the total number of words in it.

e SecurityTarget-word density. TTP-containing articles describe threats, therefore, they contain more
security nouns (e.g., registry, vulnerability) than their counterparts of non-TTP containing articles.
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Similar to the SecurityAction-word density, all noun phrases were extracted from the same
information security standards and were used to calculate the SecurityTarget-word density, by
computing the percentage of times the noun-phrase appears in an article compared to the total
number of words in it.

This classification method works for free-text, but some special terms used in threat reports confuse NLP
tools. For example, they have difficulty parsing the sentence: “Malware connects to 192.168.1.1” correctly
because of the periods in the IP address. For that reason, a set of regular expressions for common objects in
the ontology such as IP address, port number, domain, etc. was built. When a regex matches a string, it
replaces it with a generic name to prepare it for further processing. For example, the string “fil_1.exe” in the
sentence “create fil_1.exe” gets captured by a regex and replaced with the words “executable file”, so the
sentence becomes “create executable file”, which is easy to parse with the NLP tools. Of course, the replaced
strings don’t get discarded, they are kept for later use, (e.g., specific indicators at STIX threat reports). Also,
synonyms such as “logs” and “records”, are checked using WordNet, Thesaurus, and Watson Synonym to
improve the text understanding.

TTPDrill then has to identify candidate threat actions from the threat reports and map them to the ontology
based on a similarity score. A threat action consists of a grammatical structure of Subject-Verb-Object (SVO),
where the subject is the name of a malware, the verb is the action, and the object is the target of the action.
The Stanford Dependency Parser is used to identify and extract such structures, which are then marked as
the candidate threat actions.

To map each extracted candidate action in the ontology, TTPDrill measures the similarity between the
candidate actions and known threat actions in the ontology by using the TF-IDF method with the enhanced
BM25 weighting function. This function ranks the ontology entries based on their similarity to a given action
extracted from a CTI report. Both the candidate threat actions and the known ones from the ontology are
represented as a document of a “bag of words”. TTPDrill uses a cut-of threshold to eliminate threat actions
with low similarity scores. Each candidate threat action is mapped to the threat action in the ontology with
the highest score.

iACE. A data-mining task on another project called iACE [338] was to identify semantic elements (called
Named Entity Recognition or NER) and extract relations between them (called Relation Extraction, or RE).
The type of data that they wanted to collect were Indicators of Compromise or 10C.

Automatic collection of 10Cs from natural-language texts is challenging. Simple approaches like finding IP,
MDS5 and other IOC like strings in an article, as today’s I0C providers do, do not work well in practice, which
brings in false positives, mistaking non-10Cs for 10Cs.

It was observed that the open intelligence sources that produce high-quality 10Cs, describe 10Cs in a simple
and straightforward manner, using a fixed set of context terms (e.g., “download”, “attachment”, “registry”)
which are related to the iocterms used in the OpenlOC format to label the types of 10Cs [326]. Also, the
grammatical connections between such terms and their corresponding IOCs are also quite stable. This allows

iACE to leverage relations to identify an IOC and its context tokens, combining the NER and RE steps together.

iACE also utilizes a set of regular expressions and common context terms extracted from iocterms to locate
the sentences within the articles that contain putative 10C tokens, such as IP, MD5-like string. Within each of
the sentences, the approach attempts to establish a relation between the 10C token and the context term: it
converts the sentence into a Dependency Graph (DG) to describe its grammatical structure and extracts the
shortest paths linking each pair of a context token and the putative IOC token; over each path, a graph mining
technique is applied to analyze the relation between the tokens, which cannot be handled by existing RE
techniques, for the purpose of determining whether they indeed include an 10C and its context. This
approach leverages the context and regex terms to locate potential 10C-carrying sentences and the
predictable relations among them to capture I0Cs, avoiding the complexity of direct application of existing
NLP techniques, which needs to solve the NER first to identify an I0C token before addressing the RE problem
to find its context.
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2.3.4.2  Source code classification - topic extraction

Another type of data that can be extracted from Dark Web forums is source code. Understanding source
code is a non-trivial task compared to free-text data. There are two sub-areas worth exploring, source code
classification and source code topic extraction. The general strategy to classify code is to identify a set of
target classes for classification (databases, games, communications, etc.) and develop a training set with
sample source code from each of those classes [6], [89]. The training set typically contains features which are
unique to the classes which they are representing. This particular strategy is useful when the programming
language of the code being classified is the same. Many classifiers have been tested for this task, but Support
Vector Machine (SVM) consistently has the highest performance [89], [69].

If the programming language of the source code is varied, a different approach must be followed. By
collecting sample source code files in various programming languages to develop a feature set, a classifier
can be trained to classify source code files into their appropriate languages. Once again, SVM classifiers
appear to be the most effective in this type of source code classification [260].

However, classifying the programming language does not identify the function or purpose the code serves,
unless it is already in a pre-defined category, which is rarely the case. If the source code is complete, it can
be executed to identify its function or purpose. If the source code is incomplete, then topic modeling
techniques must be used.

The primary method to extract topics from source code is Latent Dirichlet Allocation (LDA), also known as
topic modeling. LDA is typically used to text documents, but it has been adapted for source code [260], [5],
[312]. LDA is used in source code analysis when the target categories (i.e., games, databases, etc.) are
unknown. To process source code postings for LDA, the identifiers found in the source code must be split to
meaningful sub-words which can be better interpreted. For example, the identifier DATA_AUTH_RESPONSE
is split into DATA, AUTH and RESPONSE. After some normalization (stemming, stop-words), LDA is run using
the Mallet toolkit and it clusters the source code into topic categories. These topics are then manually labeled
and tabulated. After the categories have been defined, the source code that has been classified by
programming language, can be classified by topic as well.

2.4 CTlsharing

Cyber-security’ is the practice of protecting systems, networks, and programs from digital attacks. These
cyber-attacks usually aim at accessing, changing, or destroying sensitive information; extorting money from
users; or interrupting normal business processes. Implementing effective cyber-security measures is
particularly challenging today because of the vast number of internet-connected devices. In addition,
attackers are becoming more resourceful. In response to the above, the cyber-security domain evolved
substantial to suppress cyber-crime and prevent malicious attacks. As a result, CTl tools and dedicated
repositories are created, to assist the security endeavors to advance cyber-security for the Internet of Things
(loT) ecosystem.

A number of datasets from various sources are stored and analyzed to produce meaningful CTI
recommendations for the loT devices. Furthermore, the expanding number of the devices and their evolving
characteristics/capabilities, functionalities, interoperability with other devices and existing systems,
connectivity, etc. is driving the loT device repositories and their analysis systems to handle a vast volume of
data and manage the intelligence sharing to loT industry stakeholders.

Based on [94], CTl sharing is the process that enables the exchange of a variety of network and information
security related information, such as risks, a) vulnerabilities, b) threats and c) internal security issues as well
as d) good practices. loT intelligence sharing has various objectives and factors. Based on [94], [95], [83], [48]
these factors can be categorized as shown in Table 2.3.

7 https://www.cisco.com/c/en/us/products/security/what-is-cybersecurity.html
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Table 2.3. 10T intelligence sharing objectives and factors

Factor Objectives

Security/Threat
intelligence

Economic factors

Legal factors

Generic factors

Improved security through shared best practices

Increased efficiencies in risk assessments

Empower decision-makers to reduce risks

Better defensive agility with shift from reactive to proactive strategies
Development of shared situational threat awareness

Enhanced threat understanding

Access to relevant, actionable intelligence

Reduce remediation cost from Data Breaches

Cost savings through elimination of duplicated effort

Network and Information Security (NIS) Directive®
Regulation (EU) 2016/679 — General Data Protection Regulation (GDPR)®

Implementation of sharing models without new legislation

More rapid customer notification of potentially impactful incidents
Correlation of seemingly unrelated indicators

Improved, more timely decision making via shared, real-time information

Identification of trends and indicators of compromise

Using CTl is highly beneficial for advancing the security standards of an organization. The security policy and
associated tools, techniques, and management strategy will become more effective if CTl is integrated with
the organization’s security operations. Having the relevant information available in a timely manner, will
enable security personnel and incident response teams to determine which alerts or identified incidents are
active threats, required further investigation, and priorities the response actions.

Especially, the use of real time or near real time CTI provides a clear and comprehensive picture of active
threats and ongoing security incidents. In the case of new technologies like 10T this will assist security teams
to take immediate actions and implement mitigation plans in response to real time intelligence. Other
benefits of having access to real time CTl in the loT ecosystem include:

e |Immediate insight into threats concerning the loT devices and the associated risks that might impact
the loT connected devices.

e Provision of a holistic view of the loT security that will assist security personnel to decide which
vulnerabilities should be addressed first — and how should be addressed.

e Active monitoring of social media and online channels for mentions on loT devices.

e Active intelligence for identifying and preventing loT related security breaches.

e Gaining insight into how vulnerable specific 10T devices and equipment is.

e The ability to track the ongoing activities of cyber-criminals and hacktivists specific to loT industry.

e Access to information needed for loT devices risk management.

8 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:0J.L .2016.194.01.0001.01.ENG&toc=0J:1:2016:194:TOC

9 https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32016R0679
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e Monitoring of online communications channels for evidence of current cyber-criminal activity, or
intended campaigns pertaining to loT ecosystem.

The Information Sharing Actors is a cornerstone in CTl concerning the 10T ecosystem. The information sharing
actors are the enablers of the communication flow between various loT stakeholders. The flow of information
is more than essential as it is the primary source of generating intelligence in IoT. Following the social
networks paradigm, loT-centric social networks would allow sharing of devices between users that would
provide useful information captured by sensor devices or giving ways to make remote actions on user
devices. Information Sharing Actors pertaining the loT ecosystem are:

e |oT device owners

e  Critical and non-critical infrastructure owners

e |oT device manufacturers and relevant standardization bodies
e |oT specialized security Firms

e Security Researchers

CTI sharing in the framework of Cyber-Trust allows information gathered through various sources to be
shared (e.g., exploits, cyber-attacks, attackers’ methodologies, etc.). Gathering, sharing and storing that
information are processes that are linked with Cyber-Trust platform’s architecture. The threat sharing
services of the platform have been thoroughly explained in the deliverable D2.2 [61], where it was concluded
that the Cyber-Trust platform will be mainly based on the MISP platform by following a detailed research
analysis. Such information is shared through Cyber-Trust platform via the enriched vulnerability database
(eVDB) sharing services.

2.4.1  Sharing architectures

CTI sharing communities follow two main sharing architecture designs; the centralized or the decentralized
(P2P). Frequently, these are combined, resulting in a third sharing architecture; a hybrid solution of the
aforementioned. In this subsection, the three types of CTl sharing architectures are presented, alongside with
their advantages and disadvantages.

2.4.1.1 Centralized architecture

In this model, there is a central unit acting as an information repository, receiving the information from
peripheral units, such as participating members or other sources. Information encompassed in this central
unit is distributed to all interested community members, either directly (forwarded-as-received), or
processed-and-delivered. In the latter, the information processing might involve procedures such as:

e the amalgamation of information that is derived from different sources, by correlating similar
incidents,

e the normalization of information,

e the enrichment with supplementary information, by taking under consideration additional context,
such as the qualitative and credibility aspects of the sources.

The benefits of using a centralized architecture mainly depend on the services and features provided by the
central unit of the CTI sharing community. For example, a central unit processes the information in an
aggregating manner and hence is able to enhance its content. In addition to that, centralized architectures
that use open standards for the data structuring, and transport protocols, minimize the need for the
community to adapt to different formats and protocols in order to exchange CTl. Moreover, by adopting
these common data formats and transport protocols, community members can easily automate procedures
which structure and then forward the information respectively. Finally, due to the form of the centralized
architecture, community members do not have to maintain many connections, by the time they have
established a connection with the central unit, in order to share CTI.

Copyright © Cyber-Trust Consortium. All rights reserved. 43



CYB ST

D5.1 State-of-the-art on proactive technologies

On the other hand, one disadvantage of following the centralized sharing paradigm, is that all community's
CTl exchanging procedures rely on the proper functioning of the central unit. Hence, in the events of central
unit malfunctioning or high network congestion all community members are affected. Finally, a known
central unit that serves the purposes of CTl sharing within a community, draws the attention of attackers.

2.4.1.2  Decentralized (P2P) architecture

Participating members of a decentralized CTI sharing community, exchange information directly with each
other. So, in this case, in order to enhance the information, rather than simply delivering it, each participant
should act as a central unit (as described previously).

Although the tasks of each participant seem to get more complex than in the centralized paradigm, P2P
sharing architecture comes with great benefits. First of all, by following the standard P2P model, it allows CTI
to be shared in a fast manner amongst community members. In addition to that, due to the autonomy
provided by decentralized architectures, to each participant, it is easier to choose the CTI sources, on an
individual level. Finally, this architectural paradigm provides great malleability, since the information is
exchanged through various channels, thus multiplying the points of failure, and hence minimizing the
possibility of a total community CTI sharing failure due to a system's malfunction or a potential attack.
However, a P2P architecture has the following drawbacks:

e P2P sharing communities that do not adopt common data formats and transport protocols, have
difficulty scaling, since each individual community member should adapt to all existing structures
followed by the rest.

e In high scales, decentralized architectures tend to become less efficient, since for a number of new
peers added to the community, the amount of connections required, and hence the effort needed
to establish trust, between all new members and the rest and exchange information, grows
exponentially.

0-day Vulnerabilities Exploit Incidents

Other CTI

Figure 2.9. A use case of a hybrid CTI sharing architecture

2.4.1.3  Hybrid architecture

By using hybrid architectures, communities exploit benefits from both centralized and P2P sharing
architectures, in order to combine them for a better outcome. In a community that follows the hybrid
architecture for example, one could see the grouping of CTI sharing (by different topics), via smaller intra-
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communities following the P2P sharing architecture, where each community member is not only connected
with each other but is also connected with the intra-community's central unit. In addition to that, all these
intra-communities' central units might as well be connected with each other and finally connect to the entire
community's central unit (as shown in Figure 2.9).

In this case, the intra-communities take advantage of the decentralized architecture's rapid distribution of
information, sharing low-level CTlI amongst them. Simultaneously, information delivered to the intra-
community's central unit, can be processed, enriched and delivered to the rest intra-communities, and hence
eliminate the burden of these procedures being executed on an individual level. Nevertheless, following a
hybrid solution can increase the operating cost of connections management, and makes the implementation
more challenging.

2.4.2  Tools and platforms

In Cyber-Trust project, information sharing will be achieved by employing the Malware Information Sharing
Platform (MISP) platform, which is a mature and flexible solution. To this extend, Table 2.4 presents various
other platforms that have similar functionality with MISP (see deliverable D2.2 [61] for more details). It is
important to highlight that MISP can be extended and tailored based on end-user's needs.

Table 2.4. Cyber-threat sharing platforms overview [61]

Platforms Standards Highlights

MISP STIX/TAXII, MISP platform is fully organized and the range of individuals that could
OPENIoC, utilize it could be developers or even simple users, providing materials
others for stand-alone learning, is very flexible and extended, automation

supported. The information in the database can be extended by
external sources while its functionality can be extended by integrating
with third-party tools; It Is both human and machine-readable making
correlations between observables and attributes. Exceptional
characteristic consists the series of data models created by MISP

community.
GOSINT STIX, GOSINT has an organized repository a managing system and exporting
OPENIoC, data. Also can be extend as source (database) by external sources
CYBOX, (URL, TEXT, ADHOC). Platform has community that applying research
IODEF, from third parties to your event data to identify similar, or identical,
IDMEF indicators of malicious behavior, automation supported. It is both

human and machine readable.

OPENTPX STIX OPENTPX has an organized repository, is very flexible and extended,
automation supported, we can extend the threat observables and
make them as complex as you want for this reason we define them as
loose (extension of data capabilities). provides a comprehensive
threat-scoring framework that allows security analysts, threat
researchers, network security operations and incident responders to
make relevant threat mitigation decisions straight forward, while
efficiently automating those decisions (threat scoring framework).

YETI STIX/TAXII YETI has an organized repository, is very flexible and extended,
automation supported. Extended as source(database). It Is both
human and machine readable. Yeti, goals is to turn it into a self-
sustainable project, where not only the core developers but the whole
community helps out when the community needs help (they don’t
have achieve it yet). The communication handled centrally for this
reason only in GitHub, GitHub issues for all communication.
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OPENTAXII STIX/TAXII, It is assumed that OPENTAXIl has an organized repository and
CAPEC, managing system, also can mimic already known cases and threats. It
IODEF, is flexible and extendable since it is providing machine-readable threat
IDMEF, intelligence, possibility of layer extension, source intelligent extension
others and APIs extension provides automation.

CIF STIX CIF has an organized repository and managing system and exporting

data. Provides combination of malicious threats and utilize that
information for identification (incident response), detection (IDS) and
mitigation (null route). Extended as source (database) indicators of
malicious behavior, automation supported, human machine readable.
It Is both human and machine readable.

MISP supports a vast number of repositories of cyber-threat information, adhering to many frameworks and
standards for formatting and disseminating CTIl information towards Cyber-Trust's components. Such
components include the Profiling Service (A17), the cyber-defense service (A04), and the devices of the
smart-home network (A03g, A11, AO5g, A08g, A04g) [62]. The interconnection of systems with MISP can be
achieved using a variety of protocols, modules, tools and plugins, the selection of which depends on the
system to be utilized (e.g., file sharing over a Windows network could be done with the SMB protocol©),
application programming interfaces (APls). MISP platform possesses sharing modules as well as, the python
library PyMISP, which is developed by CIRCL, that allows easy access to APIs. There are three types of MISP
modules'**2:

e Import modules: Import new data into MISP.
e Export modules: Export existing data from MISP.

e Expansion modules: Enrich the data which found in MISP, such as hover type (shows the expanded
values directly on the attributes) and expansion type (shows the adding the expanded values via a
proposal form).

Within the Cyber-Trust platform, the information gathered are being disseminated towards users and devices
as described, below:

e The information of MISP’s sources are updated with the information gathered from the crawling
service (A10) and stored in the eVDB (AQ7) to enhance its current information; moreover, such
information is matched against the device profiles in the profile repository (A17) so as to notify the
users through the pub/sub service (A09) depending on their preferences.

e The information stored in the eVDB is also disseminated to the smart home gateway IDS system
allowing to Cyber-Trust subsystems to recalculate the risk of communicating with nearby devices
(note that MISP standard core format supports Snort, Suricata, and Bro — now renamed to Zeek).

10 https://www.misp-project.org/galaxy.html

11 https://github.com/MISP/misp-modules/tree/master/misp_modules/modules

12 https://www.circl.lu/assets/files/misp-training/switch2016/2-misp-modules.pdf
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2.4.3  Exchange formats

The structured threat information expression (STIX)'®* and the trusted automated exchange of intelligence
information (TAXII)'* constitute MISP’s main CTl formats [61]; they cooperate excellently with each other as
they are both developed by the OASIS Cyber-Threat Intelligence Technical Committee (CTITC). Below, we will
be more detailed about project’s primary standards for formatting. STIX is a serial language for describing
and exchanging CTl in a way that can be stored and analyzed in a consistent manner. TAXIl is a data-exchange
mechanism and has two primary services (collection & channel) to support a variety CTl sharing models —
preferably STIX data.

e Collection is an interface to a logical repository of CTl objects provided by a TAXII Server that allows
a producer to host a set of CTl data that can be requested by consumers: TAXII Clients and Servers
exchange information in a request-response model

e Channel is maintained by a TAXII Server and allows producers to push data to many consumers and
consumers to receive data from many producers: TAXII Clients exchange information with other TAXII
Clients in a publish-subscribe (pub/sub) model.

Other CTI sharing formats include the following:

e Cyber-Observable eXpression (CybOX)* is a standardized language for encoding and communicating
high-fidelity information about cyber-observables, whether dynamic events or stateful measures
that are observable in the operational cyber-domain.

e Open Indicators of Compromise (OpenloC) is a standardized language that communicate forensic
information (e.g., on describing malware artifacts, indicators and attacker TTPs). It is suitable for
descriptions of technical characteristics that identify a known threat, an attacker’s methodology, or
other evidence of compromise [97].

e Incident Object Description Exchange Format (IODEF) defines the framework for exchanging
operational and statistical security incident information. The data model allows the encoding of
information about hosts, networks, services, attacks methodologies and forensic data. IODEF was
designed for information exchange between CERTSs.

e Common Vulnerabilities Reporting Framework (CVRF) is a data exchange format designed to support
the automation of software vulnerability data reporting and consumption. A CVRF document
describes the whole vulnerability handling lifecycle, from the discovery of the vulnerability to
shipping a patched version of vulnerable software [61].

e  Open Vulnerability and Assessment Language (OVAL) is a language for specifying automated tests of
system configurations and defines the format for the results of such assessments. Vendors include
OVAL specifications in vulnerability advisories to share information about vulnerabilities and
misconfigurations in a machine-readable format. OVAL may also be used to distribute descriptions
of threat indicators [61].

2.4.4  Information sharing quality

A number of challenges that exist for production and consumption of high-quality cyber-threat information
are the following (derived from [247]):

e Establishing trust. Trust relationships create the basics for reliable information sharing, but their
maintenance requires significant effort.

13 https://oasis-open.github.io/cti-documentation/stix/intro

14 https://oasis-open.github.io/cti-documentation/taxii/intro

15 https://cybox.mitre.org/about/

Copyright © Cyber-Trust Consortium. All rights reserved. 47


https://oasis-open.github.io/cti-documentation/stix/intro
https://oasis-open.github.io/cti-documentation/taxii/intro
https://cybox.mitre.org/about/

CYBE ST

D5.1 State-of-the-art on proactive technologies

e Achieving interoperability and automation. The use of standardized data formats is an important
building block for interoperability because it allows organizations and repositories to easily exchange
threat information in a standardized way. However, the adoption of specific formats may require
significant time and resources.

e Securing sensitive information. Publishing sensitive information such as controlled unclassified data
and personally identifiable information may result in violating sharing agreements, and loss of
reputation, or even financial loss. Organizations should implement policies and technical controls to
manage the risks of disclosure of sensitive data.

e Enabling information consumption and publication. All the organizations that are willing to publish
and consume threat intelligence information should have the necessary tools and well-trained
personnel to do so. Organizations unable to support automated indicator exchange formats for best
practices should either use manual exchange or summary indicator information.

There are more challenges related to circumstances that need to be tackled where an organization should
use CTI. For example, how to access external sources and incorporate actionable CTIl, how to estimate the
quality of the received CTI and how to provide CTI (e.g., how to comply with policies or requirements
pertaining to privacy and the limitation of attribution) [247].

The growth of cyber-threat has increased the likelihood that signals of impending attacks will be visible in
the open public data sources. Cyber-attackers exploit vulnerabilities using tools, techniques, and tradecraft.
Therefore, to conduct an attack, malicious actors typically have to:

o Identify vulnerabilities

e Acquire the necessary expertise and tools to use them
e Choose targets

e Recruit participants

e Plan and execute the attack.

Other actors—system administrators, security analysts, and even victims— may discuss vulnerabilities,
threats, or coordinate defences against exploits. These discussions are often conducted in online forums,
including blogs and social media networks, thereby creating potential signals to identify an upcoming attack
or a new vulnerability [28]. However, such sources vary in their activeness, population, content volume,
language. These aspects are related to the quality of the CTl shared, and the issues that have already been
discussed in section 2.3.2, also apply in this setting.

2.4.5 Privacy-preservation issues and techniques

2.4.5.1 Overview of privacy policies

A privacy policy identifies the ways a party collects, stores, manages, uses and discloses information about
individuals. The focus is to fulfill the legal requirement to protect personal information and ensure the privacy
of individuals. Personal information can be anything that can potentially identify an individual, expanding but
not limited to: name, address, date of birth, family status, contact information, ID information and personal
records, e.g., financial, medical, travel, shopping. A privacy policy informs individuals about the specific
information that is collected. Moreover, it specifies if the collected information is confidentially stored, if it
is shared with (external or internal) partners and if it is sold to others.

The specific content of a privacy policy depends on the legal jurisdictions. Most countries have their own
legislation and guidelines. In European Union (EU) data protection laws apply to government operations,
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private enterprises and commercial transactions and cover all European citizens. The 2018 reform of EU's
data protection rules is commonly referenced as the General Data Protection Regulation (GDPR)?.

GDPR is EU's regulation law on data protection and privacy for all individuals within the European Union (EU)
and the European Economic Area (EEA). It also addresses the export of personal data outside the EU and EEA
areas. The GDPR simplifies the regulatory environment for international business by unifying the regulation
within the EU. Its focus is to provide to individuals control over their personal data. To this end, processes
handling data should consider GDPR principles in order to provide data privacy (for instance, using
pseudonymization or full anonymization techniques). The main requirements of GDPR include:

e Data protection by design and by default (Article 25).
e Right to access
e Right to erasure

Enforcing GDPR is essentially achieved using pseudonymization or full anonymization techniques [113, 300].
This is a challenging research and engineering task that highly depends on type and the volume of the
involved data. In the following, we will review some popular anonymization techniques for a variety of data

types.
2.4.5.2  Anonymization methods and techniques

The first and obvious set towards data privacy protection is to explicitly remove anything that can disclose
the identity of an individual (e.g., name, social security number). Unfortunately, even if we maintain datasets
without disclosing user’s unique identifiers, the potential risks for revealing the identity of users are not
dismissed. For instance, a malicious user may hold partial knowledge about an individual (taken for instance
from publicly available datasets like census datasets) and use it over a set of attributes, called quasi identifiers
(Ql), to identify the person’s record. This type of privacy breach is called identity disclosure. Another type of
privacy breach, called attribute disclosure or attribute linkage happens when an attacker can link a person to
some of the persons sensitive information (e.g., income, HIV results).

Relational datasets. A plethora of models have been proposed in the context of protecting relational datasets
from identity and attribute disclosure. Sweeney [204] showed that identity disclosure can be performed by
linking the released dataset to external datasets, containing identifying information, based on demographics
and also proposed the k-anonymity principle to prevent this threat. k-anonymity requires that there are at
least k records sharing the same set of demographics. Thus, the probability that a user is re-identified, when
an attacker knows all demographics in the patient’s record, is limited by 1/k. This group of at least k similar
records is called an equivalence class. Most of the methods protecting from identity disclosure are based on
generalization and suppression. This hides specific details from the set of quasi identifiers and protects the
dataset.

Origin All Gender All
Africa Europe Male Female
Algeria  Nigeria Greece France  Germany Spain

Figure 2.10. Hierarchy trees and generalization

The way that generalization is performed depends on attributes type. The values of a relational attribute can
either be categorical (like gender) or numerical (like age). Generalizing a categorical value, simply replaces
this value with a more general but semantically close one, using a taxonomy (e.g., a hierarchy tree). For

16 https://ec.europa.eu/commission/priorities/justice-and-fundamental-rights/data-protection/2018-reform-eu-data-protection-
rules en
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instance, according to the hierarchy tree of Figure 2.10, country Greece can be generalized to Europe or All.
Similarly, a numerical value can be replaced with an interval having a number of consecutive values, where
the original value is one of them. For instance, the original value of age=21 can be replaced by [19:22]. Other
methods to protect a published dataset employ suppression which simply removes the value from the
dataset, replacing it with a special character or number, denoting that this value was suppressed. Suppression
can be viewed as a form of generalization, where each value is replaced by a value All (i.e., a person can have
any value in an attribute). Overall, generalization is more general than suppression and typically incurs lower
information loss.

Generalization can be employed using various schemes. These schemes are categorized as follows:

e Global recoding schemes, where, when an instance of a value is generalized to a more general value,
all its instances are generalized to the same value.

e Local recoding schemes, where an instance of a value can be generalized, while other instances can
remain original or generalized in different levels of the hierarchy.

Full-domain generalization [186, 266, 204] is a global recoding scheme, where the same level of a taxonomy
tree is used for all the values of an attribute. For example, using the hierarchies of Figure 2.10, if Origins’
value Algeria is generalized to Africa, then all Origin’s values are generalized to the continent level (i.e., Africa
or Europe). This scheme has the smallest search space for a possible solution, as an algorithm has to climb
the hierarchy tree level by level. On the negative side, this scheme entails great distortion of data.

Examples of full domain generalization include Incognito [186], MinGen [204] and Binary Search [266].
Incognito [186] generates all possible k-anonymous full-domain generalizations, and chooses the one which
creates the most equivalence classes. MinGen [204] searches the entire solution space, examining every full-
domain generalization in order to find the optimal k-anonymous solution. This makes MinGen impractical
even for medium size datasets. Finally, Binary Search [266] on the other hand initially finds the minimal
generalizations that derive to an anonymous datasets and then choose the best generalization based on a
penalty defined over every generalization or suppression.

Another global recoding scheme is subtree generalization [291, 41, 40]. Under this scheme, at a non leaf
node, either all values are generalized to their parent, or none of them becomes generalized. In more detail,
assuming the hierarchy of Figure 2.10, if an instance of Algeria is generalized to Africa, then also every
instance of Nigeria has to be generalized to Africa as well, but instances of Greece, France, Germany and
Spain may remain intact. This scheme has an increased search space for a solution, but reduces the distortion
of the data compared to full domain generalization. In this context, Bayardo et al. proposed K-Optimize [291]
that uses a sets enumeration tree to effectively prune the search space. Each node of the tree contains a
possible solution. The algorithm examines every solution in the tree according to a top-down manner and
discards a node if it’s children cannot be a global optimum solution. Fung et al. also proposed a method
employing subtree generalization, namely Top-Down Specialization (TDS) [41, 40]. TDS initially generalizes all
values to their most general value, and then applies specialization. Specialization is the opposite function of
generalization, traversing the hierarchy tree from top to bottom specializing certain values. If a specialization
violates the k-anonymity principle is discarded. TDS evaluates every specialization in terms of information
gain and privacy loss. Finally, lyengar et al. proposed Genetic, which encodes each state of generalization as
a “chromosome” and uses a fitness function to encode the amount of generalization. Then, it searches for
the fittest chromosome using genetic evolution functions. lyengar’s experiments show that it can effectively
preservce utility, but with a higher computational cost, making it impractical for large datasets.

Multidimensional generalization is a local recoding scheme that enables two groups of records, having the
same value on a quasi-identifier, to be generalized independently into different levels of the taxonomy. For
example, let as assume two groups of records. The first group has two records, both sharing the same origin
Nigeria. The second group has also two records, having origin values Nigeria and Algeria respectively. The
first group is already 2-anonymous with respect to attribute origin, and thus no generalization is applied. On
the other hand, in the second group, we generalize both origin values to Africa in order to make it 2-
anonymous. This scheme enables us to generalize only the groups of records that violate the anonymity
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principle, producing less distorted data than the full-domain and subtree generalization schemes. For
instance, LeFevre et al. proposed Mondrian [187], a greedy top-down specialization algorithm, using a local
recoding scheme. Mondrian employs specialization separately at each group (i.e., equivalence class), as it
examines the possible specializations of a group, and continues if the respective specialized subgroups has
sizes at least k. Mondrian does not use a hierarchy tree, but generalizes each attribute according to it’s values
inside the group it belongs.

The above described methods, although sufficient to protect from identity disclosure, cannot protect from
attribute disclosure. Stronger models have been proposed in this context, like I-diversity [18] and t-closeness
[243]. I-diversity guarantees that inside a group of records there at least | distinct values of the sensitive
attribute. Thus, the probability of linking a person to a sensitive attribute is at most 1/I. To satisfy this
principle, Machanavajjhala et al. proposed I-Diversity Incognito [18]. This algorithm considers the sensitive
values of an attribute and satisfies the I|-diversity principle by employing bottom-up generalization. The
intuition is that larger groups can be diverse, as they will contain more and potentially different values of the
sensitive attribute. Mondrian was also extended by LeFevre et al., in order to satisfy I-diversity. This version
of Mondrian is called InfoGain Mondrian [188]. The idea behind InfoGain Mondrian is similar to I-Diversity
Incognito. Larger groups are more probable to be diverse, thus, specialization can result in a fast and accurate
solution. Using a different approach, Xiao et al. proposed Anatomy [341] that does not publish a sanitized
dataset, but instead it separates the records from their sensitive attributes, releasing two tables. The first
table holds the quasi identifiers in a non-generalized (original) form, while the second holds sensitive
attribute values. These two tables share a common attribute, called groupld. Through this attribute a group
of records is assigned to a group of I-diverse sensitive values. This function of separating several attributes
from records and releasing it as a different table is formally known as disassociation.

t-closeness [243] is another method protecting from attribute disclosure, overcoming the inability of I-
diversity to sufficiently protect datasets holding non-uniformly distributed sensitive attributes. For example,
let us assume a dataset holding the HIV results of users, where the 99% of the results are negative. While the
probability of a user having HIV inside the original dataset is only 1%, inside a 2-diverse anonymous group
holding two records, the probability will be 50%. t-closeness [243] addresses this issue, by requiring that the
distribution of a sensitive attribute inside an anonymous group will be close to the overall distribution of the
attribute in the dataset (i.e., the maximum allowable distance between the two distribution is t). The authors
also presented t-Closeness Incognito [243], a version of Incognito that measures the distance of the sensitive
attribute distribution inside an anonymous group and inside the whole dataset, in order to find a solution
satisfying the t-closeness principle.

Transaction datasets. Privacy-preserving transaction data publishing requires different privacy models and
algorithms, due to the high dimensionality and sparsity of transaction data [116, 231, 364]. Also, it is difficult
to enforce k-anonymity in transaction datasets, as identifying the set of quasi identifiers is a controversial
task [231]. To address this issue, various principles have been employed, making different assumptions about
attackers’ knowledge. Complete k-anonymity [109] protects from attackers holding all the items of a person.
This principle requires that for any person in the dataset, there are at least k-1 other persons sharing the
same items. The downside of complete k-anonymity is that it considers a stringent setting where attackers
know all the items of a person. Higher utility may be achieved by exploiting the fact that only certain
combinations of items are potentially linkable and can be used as quasi identifiers. This is the basis of a
principle called privacy constrained anonymity [11, 121]. Each combination of potentially linkable items is
called a privacy constraint p, where the set of all privacy constraints formulates a privacy constraint set P. P
is satisfied if for every privacy constraint p in P (a) there are at least k users supporting p, or (b) there are no
users supporting p and for every combination of the items in p there are either 0 or k users supporting it. This
principle achieves better utility than complete k-anonymity, but, it requires from data publishers to define
the set of privacy constraints, in order to anonymize a dataset. To balance the previous principles, Terrovitis
et al. [231] proposed km-anonymity. This principle requires that for any subset of m items of a person, there
are at least k-1 other persons with the same m items. Thus, limiting the attackers maximum knowledge for
a person, increases the data utility, as fewer generalizations are used to anonymize a dataset. km-anonymity
makes a realistic assumption about the attackers knowledge.
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To protect transaction datasets, several methods have been proposed based on generalization [11, 121, 231],
suppression [363, 364], bucketization [115] or disassociation [230].

Methods based on generalization. Terrovitis et al. [231] presented the Apriori algorithm to enforce km-
anonymity. Apriori works in a bottom-up fashion, initially identifying and fixing problematic itemsets of size
1 and moving up to incrementally larger problematic itemsets. In each iteration, the proposed algorithm uses
a full-subtree, global generalization model. The same authors also proposed two partitioning methods,
namely Vertical Partitioning Anonymization (VPA) and Local Recoding Anonymization (LRA) respectively
[231]. VPA partitions the items domain into sets and then generalizes the items inside each set. Next, VPA
merges the generalized items in order to make them km-anonymous. LRA on the other hand, uses a
horizontal partitioning scheme, in order to create clusters holding semantically close items. Then, LRA
anonymizes separately each cluster, using the Apriori algorithm, in a local recoding generalization scheme.
Loukides et al. presented COAT [121] and Gkoulalas-Divanis et al. PCTA [11]. Both of these methods
guarantee the privacy constrained anonymity principle described earlier. These methods assume that
different data publishers have different privacy requirements, modeled as privacy constraints. Also, they
assume that specific item combinations have to be preserved, in order to make anonymous data suitable for
specific analysis. These combinations of items are modeled as utility constraints. COAT and PCTA employ
generalization to satisfy the set of privacy and utility constraints. If certain items cannot satisfy their
respective utility constraints, they are suppressed from the dataset. PCTA outperforms COAT, as it constructs
generalized items “on the fly” to achieve km-anonymity with lower information loss [11]. In more detail,
PCTA considers singleton itemsets, each corresponding to an item, which are then merged to create clusters
that represent generalized items. Cluster merging is performed in a hierarchical fashion, until the dataset,
constructed by replacing each item in the original dataset with its corresponding cluster, satisfies km-
anonymity.

Methods based on suppression. In addition to generalization, privacy can be achieved using suppression [364,
363]. For example, Xu et al. [364] applies suppression focusing on preserving the frequent itemsets. Authors
define “borders”, which hold the frequent itemsets and the itemsets violating the privacy principle. Then
they apply the minimum amount of suppression, in order to eliminate problematic itemsets and preserve as
many frequent itemsets as possible.

Methods based on bucketization. Bucketization focus on creating groups of similar records. For instance,
Ghinita et al. [115] proposed a method, bucketizing similar records, using approximate nearest-neighbour
(NN) search in high-dimensional spaces. Additionally, they also proposed two data transformations that
capture the correlation between records, (a) reduction to a band matrix and (b) Gray encoding-based sorting.
Then, the records inside each bucket are anonymized using generalization and perturbation.

Methods based on disassociation. Terrovitis et. al also proposed a method enforcing km-anonymity, based
on disassociation [230]. In more detail, instead of eliminating identifying information by not publishing many
original terms, either by suppressing or generalizing them, the authors partition the records so that the
coexistence of certain terms in a record is obscured. Their proposed transformation partitions the original
records into smaller and disassociated subrecords. Their objective is to hide infrequent term combinations
in the original records by scattering terms in disassociated subrecords. Although the aforementioned
problems tackle identity disclosure, they do not guarantee protection against attribute disclosure. To thwart
both identity and attribute disclosure in transaction data publishing, [231] proposes Im-diversity. Im-diversity
guarantees that any person cannot be associated with less than | sensitive values. In more detail, Im-diversity
practically leads to the creation of equivalence classes, where each set of m quasi identifiers is associated
with at least | different sensitive values.

Trajectories anonymization. k-anonymity has been considered in the context of publishing user trajectories,
leading to several trajectory anonymization methods [103]. These methods operate by anonymizing either
entire trajectories [249, 248, 244], or parts of trajectories (i.e., sequences of locations) that may lead to
identity disclosure [229, 290].

Clustering and perturbation. Methods based on clustering and perturbation are applied to time-stamped
trajectories. They operate by grouping original trajectories into clusters (cylindrical tubes) of at least k
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trajectories, in a way that each trajectory within a cluster becomes indistinguishable from the other
trajectories in the cluster. One such method, called NWA [249], introduces the anonymity principle of (k, 8)-
anonymity, to anonymize user trajectories. This principle generates cylindrical volumes of radius 6, and
guarantees that every cylindrical volume contains at least k trajectories. Each trajectory that belongs to an
anonymity group (cylinder), generated by NWA, is protected from identity disclosure, due to the other
trajectories that appear in the same group. To produce the cylindrical volumes, the algorithm in [249]
identifies trajectories that lie close to each other in time and employs space translation.

Trujillo-Rasua and Domingo-Ferrer [289] performed a rigorous analysis of the (k,8)-anonymity model, which
shows that this model is not able to hide an original trajectory within a set of k-indistinguishable, anonymized
trajectories. Thus, the algorithms in [249, 248] may not provide meaningful privacy guarantees, in practice.
An effective algorithm for enforcing k-anonymity on trajectory data was recently proposed by Domingo-
Ferrer et al. [157]. The algorithm, called Swaplocations, creates trajectory clusters using microaggregation
and then permutes the locations in each cluster to enforce privacy. The experimental evaluation in [157]
demonstrates that Swaplocations is significantly more effective at preserving data utility than NWA [249].

Finally, Lin et al. [73] guarantees k-anonymity of published data, under the assumption that road-network
data are public information. Their method uses clustering-based anonymization, protecting from identity
disclosure.

Generalization and suppression. This category of methods considers attackers with background knowledge
on ordered sequences of places of interest (POIs) visited by specific individuals. Terrovitis et al. [229]
proposed an approach to prohibit multiple attackers, each knowing a different set of POls, from associating
these POls to fewer than k individuals in the published dataset. To achieve this, the authors developed a
suppression-based method that aims at removing the least number of POIs from user trajectories, so that
the remaining trajectories are k-anonymous with respect to the knowledge of each attacker.

Yarovoy et al. [290] proposed a k-anonymity based approach for publishing user trajectories by considering
time as a quasi-identifier and supporting privacy personalization. Unlike previous approaches that assumed
that all users share a common quasi-identifier, [290] assumes that each user has a different set of POIs and
times requiring protection, thereby enabling each trajectory to be protected differently. This approach uses
generalization and creates anonymization groups, of size at least k, that are not necessarily disjoint, in order
to protect users’ data.

A recent approach proposed by Monreale et al. [19] extends the I-diversity principle to trajectories by
assuming that each location is either nonsensitive (acting as a Ql) or sensitive. This approach then proposes
an anonymity principle, called c-safety to prevent attackers from linking sensitive locations to trajectories. In
more details, c-safety guarantees that an attacker cannot link a sensitive locations to a user trajectory with a
probability greater than ¢, while a user’s trajectory is indistinguishable among at least k — 1 other trajectories.
To enforce c-safety, the proposed algorithm applies generalization to replace original POls with generalized
ones based on a location taxonomy. If generalization alone cannot enforce c-safety, suppression is used.

Assuming that each record in a dataset is comprised of a user’s trajectory and user’s sensitive attributes,
Chen et al. [278] propose the (K, C)L-privacy model. This model assumes that an attacker can know at most L
locations of a user’s trajectory. (K, C)L-privacy guarantees that a user is indistinguishable from at least K-1
other users, while the probability of linking a user to its sensitive values is at most C. Authors satisfy (K,C)L-
privacy by employing local suppression.

Differential privacy. Differential privacy is a privacy model, which ensures that the presence or absence of
information about an individual in a dataset does not significantly affect the outcome of analysis applied to
the dataset [44]. Thus, an attacker cannot learn “more” about an individual, from what the attacker already
knows, because all inferences that the attacker can make about an individual will be (approximately)
independent of whether the individual’s information is contained in the dataset or not. Proposed algorithms
offering differential privacy are using either interactive or non-interactive approaches. Interactive
approaches enable data miners to issue count queries and get noisy results of the original data through a
private mechanism. In non-interactive approaches, data owners release a sanitized version of the original
dataset for public use.
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A method to publish noisy summaries of the original dataset, offering differential privacy, is proposed by
Bonomi et al. [196]. This method uses a prefix-tree to generate candidate patterns, used in the construction
of the data summary. In more detail, this method considers the statistical properties of the dataset in order
to construct a model-based prefix tree. This tree is used to mine prefixes and a candidate set of substring
patterns. Next, the frequency of the substring patterns is further refined by transforming the original data to
reduce the perturbation noise. Another method, DiffPart [280 initially creates clusters of semantically close
records. It then applies specialization inside each cluster. Finally, noise is added to the clusters in order to
produce differentially private count statistics. The authors state that the specialization step increases the cell
counts and, thus, less noise has to be added. Privelet [342] proposes a wavelet-transformation-based
approach that lowers the magnitude of noise needed to ensure differential privacy. Privelet initially applies
a wavelet transform on the data and then it adds Laplace noise to each wavelet coefficient in order to ensure
differential privacy. Hay et al. [212] proposed a method to publish differentially private histograms for single-
dimensional datasets. The proposed approach takes as input a set of count queries and it then exploits
consistency constraints that should hold over the noisy output. Thus, the noisy output can provide more
accurate answers on the aforementioned count queries. On a similar context, SHARE [178] takes as input a
dataset, a privacy budget defined by the data owner, and outputs aggregated statistics (e.g., means,
histograms) with differential privacy guarantees. SHARE operates on interactive mode, thus it does not
release an anonymous version of the original dataset. Chen et al. proposed NGrams [279], a method
generating summaries that permit highly accurate count query answering. This method works in three steps.
First, it truncates the original trajectory dataset by keeping only the first Imax locations of each trajectory,
where Imax is a parameter specified by data publishers. Larger Imax values improve efficiency but deteriorate
the quality of the frequencies, calculated during the next step. Second, it uses the truncated dataset to
compute the frequency of n-grams (i.e., all possible contiguous parts of trajectories that are comprised of 1,
2, ..., n locations). Third, this method constructs a differentially private summary by inserting calibrated
Laplace noise to the frequencies of n-grams. Mohammed et al. [245] presented a generalization-based
algorithm for differentially private data release, supporting datasets holding both relational and transaction
attributes. This method initially generalizes the data in order to create groups of records with the same
generalized values. Then, it adds noise to these groups and publishes their noisy counts.

2.4.5.3  Compliance checking and monitoring

In general, compliance monitoring observes business process execution and reports violations of specific
laws, regulations or contracts. Several commercial products exist that focus on compliance with information
security regulation and standards such as ISO 27001 [7] and Sarbens-Oxley [267]. However, to our knowledge
there are no equivalent products focused on CTI sharing.

2.5 Recommendations

The review on the state-of-the-art regarding the collection, identification, mining, leveraging, and sharing of
cyber-threat intelligence has revealed a number of tools and technologies related to the aforementioned
tasks, but has also helped us identify issues and challenges that are involved in the design of key technologies
to be used for pre-reconnaissance cyber-threat intelligence. In the following we summarize our key findings,
outline interesting research directions, and discuss possible solutions.

Regarding the collection and identification of cyber-threat intelligence from the clear, social, deep, and dark
web, there exist a number of technical challenges involving the architectural decisions, the identification and
access to relevant content, and the efficient traversal of the web graph. To this end the most promising
research avenue regarding the crawling for content lies in the exploitation of topic-specific crawlers coupled
with best-first strategies that are able to identify related, high-quality links. Technical issues regarding access
to content, freshness of crawled information, and duplicate elimination are also interesting research
directions, especially in the context of the hidden (deep/dark) web. Finally, architectural recommendations
for the task at hand typically aim at centralized or hybrid solutions that balance effectiveness and efficiency.

Data management issues that were identified during the literature review include source identification and
ranking, data manipulation (usually pre-processing and storage), and data mining/data enrichment.
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Interesting research directions in this topic include named entity recognition techniques that are able to
identify different types of actionable intelligence within unstructured textual content, topic extraction for
the classification of both textual content and code segments, and efficient storage solutions that may include
the latest advances in NoSQL datastores. Recommendations in this topic include the utilization of user-level
data for the ranking of sources, the employment of machine-learning algorithms for text processing and
concept identification/leveraging, and the exploration of NoSQL solutions to tackle efficiency issues.

Finally, in the context of cyber-threat intelligence sharing, our findings are in-line with those already outlined
in previous deliverables. MISP is the dominating platform in the field, presenting properties such as maturity
and extensibility that make it ideal for the Cyber-Trust ecosystem, while STIX/TAXII are the de facto CTI
exchange formats that are also seamlessly adopted by MISP. Interesting research directions in this area lie
mainly in privacy-related issues that are raised during the sharing of cyber-threat intelligence.
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3. Trust establishment and risk assessment

3.1 Introduction

In the context of computing, parties interact with each other to access services and information. Traditionally,
access control mechanisms are employed to safeguard such accesses: authentication mechanisms provide
the necessary guarantees about the identities of the interacting parties (i.e., that either the
service/information requestor or the server are indeed who they claim they are), whereas authorization
mechanisms enforce information/service access policies, ensuring that only authorized clients can access the
information/service resources provided by the servers. While this approach is adequate for a number of
information system use cases, and predominantly in client-server systems where a closed set of clients or
client groups interact with a limited set of servers that are known a priori, modern internet-scale computing
necessitates the interaction between unknown parties, with each party being able both to request and offer
services and/or information. In such an environment, traditional access control mechanisms face
considerable limitations, since interacting parties are highly likely to be unknown to each other before the
beginning of the interaction. In this respect, a different approach is needed to allow interacting parties to
decide:

1. Whether the requestor is entitled to access the service/information requested and
2. Whether the provider is trusted as a source of the particular service/information.

The concept of Trust management has emerged as a solution to this issue. Trust management is defined in
[208] as an aid the automated verification of actions against security policies. According to this definition, an
action is allowed if the credentials presented are deemed sufficient, without the need to state or verify the
actual identity of the interacting party; in this respect, symbolic representation of trust is separated from the
actual person (or the person’s digital agent). Later research has replaced the examination of credentials
(which could be considered as pseudonymized identities, limiting hence the benefits of introducing trust
management [55]) to the examination of a set of properties, which can be proven by an interacting party
through the presentation of a set of digital certificates [258, 185, 242, 170, 325]. Under this scheme, the
original set of trust management system elements identified in [55] is modified as follows:

1. Security policies, which are a set of trust assertions that are considered “ground truth” and are
trusted unconditionally;

2. Trust-related properties, which represent aspects of interacting parties that are relevant to the
application of security policies; typically, such properties are examined as antecedents of rules that
comprise a security policy. Trust-related policies are safeguarded through digital signatures or other
prominent means.

3. Trust relationships, which are a special kind security policy.

While the scheme presented above explicitly lists two interacting parties, i.e., the service/information
requestor and server, trust establishment may involve more parties, resulting in a highly decentralized
model: firstly, trust-related properties may be (and typically are) provided and testified for by third parties.
Secondly, trust relationships may designate other trust management system entities with which a trust
management system instance liaises to exchange any of the system elements listed above (security policies,
trust-related properties or trust relationships), including also trust assessments that can be taken into
account when a trust management system instance assesses the trust level of an interacting party.

The computation of the trust level for an interaction peer may involve all observable aspects for this peer:
this spans across (a) the security aspects of the interaction peer, including the current assessment of the
peer’s integrity status (known tampering of firmware, operating system, critical files; patching level; etc.) and
the security controls that are known to be in place for the device (firewalls; IDS/IPS; and so forth [52]) and
(b) behavioral aspects of the interaction peer, mainly focused on whether the interaction peer (i) operates
according to is predefined usage description and (ii) deviates from its normal behavior.
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Services, information and resources that need to be protected through trust management or other relevant
approaches are ultimately assets, and each asset has a value for its owner. Furthermore, assets are exposed
to a number of threats, as detailed in D2.1 [52]; each such threat constitutes a risk for demotion of the
respective assets’ value. To this end, effective asset protection entails the assessment of the risk posed by
each interaction and deciding on the defensive actions that possibly need to be taken on the grounds of this
assessment. This is in line with the procedure described in the ISO/IEC 27001 standard [180] for addressing
risks, which encompasses the steps of:

(a) information security risk assessment, which is further refined in (i) establishment and maintenance
of information security risk criteria that include the risk acceptance criteria (ii) identification of
information risks and (iii) analysis of information security risks and (iv) evaluation of information
security risks and

(b) information security risk treatment, where (i) appropriate information security risk treatment
options are selected, taking account of the risk assessment results, (ii) controls that are necessary to
implement the information security risk treatment are determined and (iii) the information security
risk treatment plan is validated, including the acceptance of the residual information security risks.

Trust and risk assessment are closely linked, since analysis of information security risks entails the assessment
of the realistic likelihood that the identified risks will occur [180], and this probability in turn depends on the
level of trust placed on systems that could potentially be threat agents: this is reflected on the definition of
trust listed in [287] according to which “Trust is the willingness of a party to be vulnerable to the action of
another party based on the expectation that the other will perform a particular action important to the
trustor, irrespective to the ability to monitor or control that other party”; similarly [43] defines trust as “An
attitude of confident expectation in an online situation of risk that one’s vulnerabilities will not be exploited”,
therefore we can conclude that trust moderates the level of risk, through the belief that a trusted system is
not bound to effectively function as a threat agent. Under this viewpoint, the trust assessment for a system
is a critical parameter to be taken into account when performing risk assessment.

Finally, contemporary attack methods entail complex multi-stage, multi-host attack paths, where each path
represents a chain of exploits used by an attacker to break into a network [339]. Attack graphs enable the
comprehensive risk analysis within a network, considering cause-consequence relationships between
different network states; furthermore, the likelihood that such relationships would be exploited can be also
taken into account [246].

The Cyber-Trust project will employ a trust- and risk-based approach to security, within which trust
establishment and risk assessment will encompass all the above listed aspects, providing thus a holistic trust
management and risk assessment view. In the following subsections we firstly overview the underpinnings
of trust and risk management, and proceed with reviewing trust management models and trust management
systems, with the focus on the latter being on open source implementations. Afterwards, we survey existing
approaches to reaction modelling and computation, since reaction computation and application is an integral
part of a trust-based security approach, and finally we provide recommendations for the implementation
tasks of work package 5.

3.2 Underpinnings of trust and risk management

In this section we will overview the three main foundations of trust and risk management identified in
subsection 3.1, namely (a) behavioral-based methods, focusing on the observed interactions of the devices,
(b) status-based methods, focusing on the devices’ security aspects and (c) risk assessment-oriented methods,
focusing on the quantification of the risk associated with the devices and operations. For each of the three
foundations, we present methods, tools and information sources that can be employed for realizing trust and
risk management in the relevant context.
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3.2.1 Behavioral aspects

The behavior of a device can be monitored and used in the process of trust and risk assessment. The term
“behavior” in this context refers to the observable activities performed by the device, and this predominantly
includes network traffic directed towards other nodes. This network traffic can be:

e Compared against a predefined static model of behavior that has been specified for the device and
prescribes the operation of a benign instance of the device. Deviations from the prescribed behavior
are then treated as indications of malicious behavior and demote the trust level, increasing
correspondingly the risk level. Manufacturer Usage Description Specification files [88] are the main
tool in this area.

e Compared against a dynamically built model of behavior for the device; under this approach, the
behavior of the device instance is profiled at a state that is known to be benign, and further behavior
is compared against the baseline within the profile. Deviations from the baseline are flagged as
anomalies, reducing the trust level and increasing the associated risk. Provisions for dynamic
evolution of the profile can be made.

e Matched against a known set of malicious requests. Under this approach, the network traffic
emanating from the device is matched against a malicious requests signature database, to identify
whether the device is the source of attacks to other devices; if so, it can be concluded that the device
has been compromised, and consequently trust and risk assessments are adjusted accordingly.

Another aspect that can be taken into account at this point concerns the observable consequences of
information flows, rather than the information flows themselves. Under this viewpoint, information that has
leaked from a device (e.g., user passwords or personal data) constitutes evidence that the device does not
provide an adequate level of security (including the case that it discloses information to entities that should
not be trusted), and on these grounds the trust level to this device is reduced.

In the following paragraphs, we will elaborate on the aforementioned approaches to using behavioral aspects
in trust and risk assessment.

3.2.1.1  Manufacturer usage description specification

Manufacturer usage description (MUD) specification is an activity towards designating intended (and
therefore accepted) behavior for devices that are not meant to be used for general purpose computing tasks,
but rather perform a specific, limited set of operations [88]; this is contrasted to general-purpose computers
and laptops, the behavior of which spans across a wide spectrum of activities and associated protocols, which
cannot be efficiently described and controlled through static specifications. The following important aspects
are stressed in [88], which should be taken into account throughout the context of the use of MUDs:

1. The notion of “manufacturer” does not necessarily refer to the entity that physically produces the
device, but is used as a reference to an entity or entity or organization that will state how a device is
intended to be used. This may extend to include an integrator, or any other link within the supply
chain of the particular device that will assume the task of informing the network about the proper
usage of the device (through the compilation of the MUD specification).

2. The MUD is intended to help addressing threats to the device, however its use within the scope
“device as a threat” is limited, i.e., it is not designed to assist in tackling threats from compromised
devices. In the latter case, MUD could offer some level of protection depending on the MUD-URL is
communicated, and how devices and their communications are authenticated.

3. MUD use is more effective when the endpoints that the particular device will communicate with are
known and specified. This indicates that it is not possible to exploit the benefits of MUD to their full
extent by simply using a generic MUD template that is provided by a manufacturer: the MUD
template, when provided, should be tailored to the particular installation of the product, to match
the security policy that applies to the network. This requirement, combined with the fact that generic
MUD templates are not readily available from device manufacturers, considerably limits the
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applicability of MUD solutions. As pointed out in [198], “the promising MUD standard must be
finalized as a draft document, and manufacturers of loT devices and routers must then embrace the
standard. If that happens, though issues will always remain, enterprises will have all the advantages
of an loT that is significantly safer and more secure”. Hence, at this stage, MUD file exploitation for
leveraging security can mostly be accommodated in design specifications, rather than as an
operational solution. Principles however from the MUD approach can be adopted in the Cyber-Trust
solution.

Figure 3.1 presents a usage scenario where a new IOT device (termed “IOT Thing”) is installed within the
premises of a network [259]. The device communicates the MUD URI embedded into its firmware/operating
system to the network’s authentication, authorization, and accounting (AAA) server; in this scenario, the
MUD is embedded in the device’s X509 certificate, and thus originates from the device itself, although
different methods can be used for determining the MUD URI (e.g., it can be securely specified by the network
administrator through the DHCP protocol). Then, the AAA server, after validating the identity of the request,
extracts the MUD URI and passes it to a newly introduced component, the MUD controller, which is
responsible for fetching the MUD file from the appropriate repository. The MUD controller then extracts the
ACLs contained within the MUD file, and delivers them to the AAA server, which arranges for installing these
ACLs onto the network access control devices (e.g., firewalls, IPSs) within the enterprise network.
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Figure 3.1. MUD usage scenario

ACLs in MUDs are resembling to ACLs used in firewalls, albeit they used different vendor-neutral syntax. ACLs
are structured in two parts, with the first part regulating the traffic emerging from the device (from-device-
policy) and the second part controlling the traffic directed towards the device (to-device-policy). Each ACL
element may be applied either to IPv4 or IPv6 traffic and contains a matching condition and an action; the
condition may specify source and destination identity elements (DNS name, IP address and port). Actions
may be either “accept” or “drop”, and provisionally “reject” can be specified, which may be interpreted as
“drop”.

The primary usage of MUD ACLs is to be converted to network defense appliance-specific ACLs, such as
firewall-specific ACLs or IPS-specific ACLs, and be installed on respective network defense appliances within
the network architecture, allowing thus for effective network traffic regulation. The work in [13] has
demonstrated that the use of MUDs towards this end can provide effective protection for loT devices,
rendering the compromising of loT devices a non-trivial matter for attackers. However, MUDs can also
provide the basis for “golden standard” for measuring device-specific traffic flow compliance: the traffic
portion of the traffic addressed to/emerging from the device that matches rules having “accept” actions is
compliant to the intended use of the device, whereas traffic addressed to/emerging from the device that
matches rules having “drop”/”reject” actions is non-compliant to the intended use of the device. The ratio
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. compliant traffic
C =
r total traffic

can then be used in the computations of trust and risk levels for the device, with trust being an increasing
function of ct, and risk being a decreasing function of ct,. The device’s outgoing traffic can be examined
separately and be given higher importance, since non-compliant emanating traffic may be an indication of a
compromise (followed by information leak or by launching of attacks to other devices). Finally, special
characteristics of the traffic, such as source/destination addresses and ports, protocol and payload
information can be also taken into account besides the network data volume: for instance let us consider the
case that a real-time camera is compromised and used for launching attacks to other devices: even if the
ratio of the compliant outgoing traffic (volume of the video stream) to the total traffic (size of payload of
attacks plus the volume of the video stream) is high, clearly the compliance metric for the device is low. The
nominal data flow volume per protocol or port or data type can be used in the calculation of trust / risk levels
to normalize the magnitudes of different data flow volumes and provide more accurate measures of
compliance.

Usage of MUDs involves low impact threats for personal data protection. Traffic is monitored only regarding
its flows, and even in the case that protocol rules compliance are verified by the defense mechanisms, the
payload of the traffic need not (and should not) be examined. Computation and collection of statistical
measures however about data flows may entail threats for personal data protection, since these statistical
measures may reflect habits or time patterns followed by the user; for instance, control commands sent to a
smart lightbulb may provide indications on the hours during which the user is present in a room, or control
commands sent to a smart lock on a door may uncover patterns in the user’s entry/exit hours. In this respect,
statistical measures should be appropriately safeguarded.

3.2.1.2  Dynamic behavior model-based approaches

Dynamic behavior model-based approaches create behavior baselines that represent normal behavior of
users, hosts, or network connections. Subsequently, anomaly detectors process traffic and characterize
activity as “legitimate” or not, by detecting deviations from baseline behavior which is defined as “normal”;
deviant behaviors indicate potential anomalies [17]. The whole operation cycle of dynamic behavior model-
based approaches involves three stages (a) parametrization, in which the observed instances of the target
system are captured and modelled (b) the training stage, where normal (or abnormal) behaviors of the
system are tagged and the required models are created and (c) detection stage: having the model for the
system at hand, this model is compared with the extracted features of the observed traffic and a deviation
metric is computed. If the deviation metric meets some predefined threshold, an alarm is flagged [92]. Figure
3.2 depicts the workflow for dynamic behavior model-based approaches.

Modeled Controlled Operational
environment input behavior

Parametrization > Training — —)' Detection >

Figure 3.2. Workflow for dynamic behavior model-based approaches

Copyright © Cyber-Trust Consortium. All rights reserved. 60



CYBE ST

D5.1 State-of-the-art on proactive technologies

Dynamic behavior model-based approaches offer several advantages. Firstly, they are able to detect attacks
that are unknown, contrary to the approach of signature-based scanning, where some properties of the
attack need to be known a-priori. Secondly, they are able to detect attacks coming from within the system:
through the monitoring of the whole spectrum of activities within the target system and comparing it against
the relevant baselines, they are able to detect attacks launched from any point within the system. This can
be contrasted with the firewall and IPS techniques where checks are made only at the target system ingress
points, offering thus high levels of protection from outsider attacks but being inefficient at protecting from
attacks launched from inside the target system perimeter, either due to a deliberate insider attack or due to
systems being compromised as an effect of Trojan [98], watering hole [98], [96] or other malware infection.
Thirdly, baseline behaviors are dynamic and internal to the system, intruders cannot formulate an evasion
strategy, since they are not aware of the patterns that will be considered as intrusion signs by the anomaly
detection mechanisms [17].

On the negative side, dynamic behavior model-based approaches need a period of operation to gather
adequate data to build profiles, a phase termed as the training stage [130], [24]; during this period no
effective protection can be offered, while it should be also guaranteed that the operation is attack-free, or
at least attacks should be limited to a minimum. Additionally, they are prone to the creation of false positives,
i.e., misclassifications of unusual, but otherwise legitimate behavior, as attack-related: this is due to the fact
that unusual events deviate from the normal behavior, and this is the sole criterion exercised by dynamic
behavior model-based approaches to flag activities as normal or suspicious [17].

According to [130], the methods used for detecting deviant behaviors are classified in three major categories,
namely statistical-based, knowledge-based and machine-learning based; each of these categories can be
further refined into subcategories depending on the techniques employed.

In statistical based methods, the entity activities are captured and used to create a model representing the
stochastic behavior of the entity. Features considered in this process include connection rate, traffic rate,
per-protocol data volumes and number of packets, number of different IP addresses involved in the
communications and so forth. The trained model data are then compared against the current model data,
with the latter being determined according to the recent entity activity; if the comparison indicates significant
deviation (i.e., a deviation surpassing a certain threshold), then an anomaly is flagged.

Methods falling in the knowledge-based category employ a set of specifications that perform classification
of captured behavior traces into “legitimate” and “suspicious”/”malicious”. Specifications can take the form
of rules in the expert systems subcategory, whereas for FSM and description logic-based subcategories other
tools can be used, including UML and N-grammars. For expert systems in particular, the rules may be crafted
manually by an expert, or (semi-)automatically through the analysis of training behavior, extraction of
features and classes and —finally- derivation of rules. Similarly, for FSMs and description languages, expert
intervention is required. Once the specification set has been compiled, it can be used to classify observed
activities and raise alerts where appropriate.

Finally, machine learning-based methods employ models according to which the analyzed behavioral
patterns are classified as “legitimate” and “suspicious”/”malicious”. The models are constructed during the
training phase, according to behavioral data that has been labeled; this requirement makes the model
construction phase resource consuming. While the machine learning-based methods are based on features,
similarly to those of the statistical methods, machine learning-based methods can accommodate self-
evolution, in the sense that the method adjusts its decision making criteria according to the stream of
behavioral events captured and processed. Apache Spot [34] is a newly emerged system that employs
machine learning techniques for anomaly detection within network traffic. Figure 3.3 illustrates a
classification scheme for methods used to identify deviant behaviors.
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Figure 3.3. Classification of methods used for identifying deviant behaviors

The results of deviant behavior identification can be directly used in trust and risk computation. Entities for
which deviant behaviors are identified will have their trust scores demoted and the associated risk
assessments being raised. The magnitude of the trust and risk score adjustments will depend on (a) the
number of deviations observed either as an absolute number or as a ratio against the overall number of
observed behaviors and (b) the type of recorded deviations, in the sense that e.g., deviations in incoming
traffic may designate an attack in progress, while deviations in outgoing traffic may more strongly designate
that some attack has been successful.

Usage of dynamic behavior model-based approaches entails low impact threats for personal data protection.
Traffic is monitored only regarding its flows, and payloads are not examined: this is true even for the cases
that the defense mechanisms examine whether packet flows are compliant with protocol rules. Approaches
however that collect and process statistical data regarding the traffic flows, pose the same threats to user
privacy as the corresponding case in the context of MUD use: the statistical measures may reflect habits or
time patterns followed by the user. For example, control commands sent to a smart lightbulb may provide
indications on the hours during which the user is present in a room, or control commands sent to a smart
lock on a door may uncover patterns in the user’s entry/exit hours. In this respect, statistical measures should
be appropriately safeguarded.

3.2.1.3  Signature-based scanning

The most common scanning technique used for detecting malicious activities in a network or a single device
is signature-based scanning. Each signature is a unique feature of a file, a payload or a pattern in general,
also known as the fingerprint [370]. Signature-based scanning systems use a predefined set of signatures or
rules and scan files and network traffic against them, and if a match is found, an attack is flagged and required
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measures are taken. Signature-based scanning can be used to scan for malicious activities from the narrow
scope of a single device to the wider scope of a network. The single-device scanning is usually done from an
anti-virus program to search for internal threats and a firewall or intrusion detection system (IDS) for
detecting external threats. IDSs are widely used in networks monitoring, two prime examples are Snort and
Suricata [60]. When any device sends data inside the network, this data first passes from a dedicated server
running the IDS, where the packet is decoded and checked against the corresponding ruleset. If the packet is
determined to be part of an attack (i.e., it matches a known attach signature) it is discarded, and the sender
marked as malicious/compromised; if not, the packet is forwarded to its destination.

Main advantages of signature-based scanning include the fact that because of the uniqueness of each
signature the false positive rate is negligible, provided that signatures are crafted in enough detail to match
only packets that are actually part of attacks. Furthermore, it is very simple to put into production, as opposed
to dynamic behavior-based scanning models which need a training period as discussed in Section 3.2.1.2. On
the other hand, signature-based scanning has a number of disadvantages. The most important disadvantage
is the fact that signature-based scanning is not able to detect new, unknown attacks (zero-day attacks) or
even variants of known attacks; it can only detect attacks whose signatures are known to the scan engine.
Furthermore, there are several malware development techniques used for evading signature-based systems,
which include: [370]

e Polymorphic strategy: Malware that uses polymorphic strategy usually encrypts itself with the use of
an encryption algorithm. Furthermore, in different infection instances different decryption keys can
be generated thus making the instance unique. Another extension of this technique includes
malware that uses a number of different encryption algorithms, thus avoiding detection.

e Metamorphic strategy: Malware that implement the metamorphic strategy are very complex and
hard to detect. For every infection instance the malware changes itself in a way that it has no
resemblance to the original one, e.g., by changing its source code.

Traditional signature-based techniques are based on malware signatures blacklisting, but as this has been
deemed as insufficient, an alternative approach called whitelisting has become relatively popular. This is an
approach used to manage the software that is installed on a device which involves allowing only approved
software to be installed and run. However, the rules of this technique can be very strict and eventually create
a rigid environment which is not user-friendly. Additionally, whitelisted applications that are vulnerable pose
a critical security threat and can provide an attack surface for unauthorized access to a system that remains
undetected, e.g., a browser that is whitelisted could easily become the target of an attack. [26]

In [223], a hybrid signature and trust-based IDS for WSNs is discussed, which is well-suited for the scope of
our Cyber-Trust. The trust evaluation part of this model proposes that each node calculates trust values of
its neighbors from direct observations based on functional reputation metrics. These direct observations are
exchanged between the nodes of the network and the consolidated trust metric is calculated by combining
direct and indirect trust evaluations. This work considers a hierarchical cluster-based WSN where each
network is divided into sensors, cluster heads (CH), and a base station (BS). Control packets are sent to the
cluster heads by each sensor containing its neighbor’s IDs and the corresponding trust values. However, if a
CH is deemed as suspicious, sensors can send their packets directly to the BS by alternative routes. The cluster
heads are responsible for aggregating the data received from the sensors. The base station is responsible for
monitoring the whole network, including detecting attacks and informing the nodes.

This work uses a probabilistic model for computing reputation, which is called the beta reputation system as
defined in [154]. The nodes take specific values into consideration when computing the reputation of another
node, namely, reliability in communication, in sensed data, in reporting the data timely, event report rate,
and in forwarding data. The indirect trust is formed by recommendations which are weighted based on the
recommendation receiver’s trust towards the recommender. The consolidated trust value (CTV) is formed as
a weighted sum of direct and indirect trust.
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Figure 3.4. Intrusion detection at the BS

The base station uses both misuse detection and consolidated trust evaluations for detecting malicious
activities as shown in Figure 3.4.

e Misuse detection uses a set of rules:

o Reception and Delay rule: All cluster heads must send control packets before data packets
and a defined time out. Failure to respect this rule can mean marking a node as malicious
while combined with further observations it can lead to the detection of DoS attacks,
selective forwarding, and black hole attacks.

o Members of a CH rule: When a cluster head reports its cluster members there should be no
missing nodes.

o Frequency of CPs: The same CP can be retransmitted only a limited number of times.
e Consolidated trust values (CTV) evaluations

o A base station keeps a trust evaluation table for cluster heads and sensors that don’t belong
to any cluster. There are attacks and malicious behaviors that cannot be detected by the
predefined set of rules. Consolidated trust evaluation is used to detect malicious nodes to
evaluate node’s behaviors. The base station sets a threshold that is shared with the CHs and
sensors, so that when a node whose trust evaluation is found to be lower than this threshold
it is reported as malicious. For example, in the case of a sensor detecting a malicious cluster
head, it encrypts the data using a pre-shared key with the base-station and send encrypted
data to the base station indicating that the CH maybe compromised.

This work proposes that when a node is found to be malicious is simply disabled. The simulations comparing
the energy consumption and network lifetime with and without using the proposed IDS show that the IDS
really the network lifetime while a little more energy consumption is observed which is expected.

Signature-based scanning entails a demotion of communication privacy, since the actual payload of
communications is scanned. Even encrypted sessions could be broken through the use of SSL/TLS termination
proxies or through the disclosure of the connection endpoint decryption keys to the IDS/IPS [345].
Organizations should document that proportionality of the demotion of the involved entities’ right to secrecy
against their legitimate interest to protect their assets and refrain from permanently logging captured traffic,
except for forensic evidence [143].
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3.2.1.4  Consequence-based assessment

Information systems and devices handle data and information that need to be kept safe within the system
and device boundaries, such as user passwords. Moreover, within the networked world, data and
information need to be exchanged across system or even organizational boundaries, in the context of multi-
peer transactions. Within such transactions, receiving systems are entrusted to safeguard the data and
information they receive, according to pre-agreed information usage policies; typically, these policies state
that the data and information should be used only for the purpose communicated for, it should not be
disclosed to unauthorized third parties. Honest entities are the ones that observe this obligation, whereas
dishonest entities are those which disregard their obligations and leak information to unauthorized parties
[227]. We note here that within the duties of entities that receive data and information in the context of
transactions is to make every reasonable effort to prevent accidental disclosure to unauthorized parties,
however data may leak from honest entities, in the cases they are compromised or do not apply adequate
measures to authenticate their communicating parties and/or encrypt their communications.

The work in [227] presents a trust management system that estimates the trustworthiness (honesty) of an
entity. In this work, an entity is assigned a trust score which reflects the recipient’s ability to meet its
obligations; intentional or non-intentional leakages are not discriminated and the measure of the trust score
assigned to an entity is computed as

#objectsLeaked optity

trustScore, ity = -
entity #totalObjectSentity

with #objectsLeaked.n:it, being the number of objects that have leaked by the entity and #totalObjects being
the total number of objects entrusted to the entity. Time is quantized into intervals and the trust score for
entities is updated at the beginning of each interval.

This approach requires the following underpinnings:
e ascheme for quantizing the data/information entrusted to entities into objects;

e one or more methods for monitoring information leakage, so that dishonest parties and parties that
non-intentionally fail to maintain information confidentiality are identified and punished (in terms of
their trust score). The work in [227] does not prescribe any mechanisms, indicating that information
leakage from an entity can be measured using either audit logs, interrogating other entities or via
some domain-specific leakage detection mechanism. The presence of a lag between the time point
of information leakage and its detection is acknowledged, and addressed through the introduction
of a scheme that provides incentives for honest entities to self-report information leakage and warn
thus their peer entities about their own demoted trust.

e algorithms that support trust threshold-aware encryption and decryption, i.e., algorithms that allow
the sending entity to encrypt data in a way that the receiving entity can decrypt the key only if its
trust score is above a sender-specified threshold. [227] proposes some algorithms that satisfy this
requirement, however the requirement can be relaxed in contexts that the sending entity refrains
from communicating data to entities not meeting its trust threshold.

Consequence-based approaches can be directly incorporated into the Cyber-Trust trust management
algorithms. Clearly, the Cyber-Trust solution should be generic and domain-agnostic, hence a single domain-
specific method for monitoring leakage is not a viable approach: provision of multiple, domain-specific
plugins could be a method for tackling this issue; additionally, manual specification of leakage metrics could
be adopted in the absence of adequate or accurate domain-specific modules.

3.2.2  Status-based approaches

Status-based approaches to trust and risk assessment examine the current state of the interacting device,
regarding its security aspects. The goal is to determine whether (a) a breach has already been made to the
device, having resulted in tampering of either software or its configuration and (b) how prone the device is
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to breaches, in the sense that known vulnerabilities have not been appropriately and timely handled through
installation of patches. The security controls that apply to the device, are also taken into account since they
moderate the device’s vulnerability levels. In more detail, the following aspects are considered in status-
based approaches:

= Have critical files been tampered with? Relevant validations span across:
o the device’s firmware;
o the operating system and other s/w;
o the system/network config files;
o the audit and event logs.

= Have the latest patches been installed? Missing patches increase the vulnerability level of the device
and therefore demote the trust level.

=  Which security controls are in effect to protect the device?

In the following subsections, we review methods that can be used in the context of status-based approaches
to trust and risk assessment.

3.2.2.1 Remote attestation

Remote attestation (RA) is a method by which a host (client) authenticates its hardware and software
configuration to a remote host (server). The goal of remote attestation is to enable a remote system
(challenger) to determine the level of trust in the integrity of platform of another system (attestator). The
architecture for remote attestation consists of two major components: Integrity measurement architecture
and remote attestation protocol [109].

Many RA techniques with various assumptions, security features and complexities have been proposed. Most
of them can be divided into three approaches: hardware-based, software-based, and hybrid [182, 197].

o Hardware-based approaches typically rely on security provided by a separate and dedicated secure
hardware component, such as a Trusted Platform Module (TPM). Despite resisting all, except physical
attacks, hardware-based approaches are unsuitable for low-end and legacy embedded devices due
to its added complexity and various cost factors.

o Software-based RA techniques offer a very low-cost alternative. These techniques rely on a one-
time special checksum function that covers memory in an unpredictable (rather than contiguous)
fashion. Any interference with, or emulation of, the computation of this checksum is detectable by
extra latency incurred by self-relocating malware moving itself (in parts) while trying to avoid being
“caught” by the checksum. Unfortunately, the security level offered by this approach is uncertain
after several attacks on software-based RA schemes. Another problem with the software-based
approach is that it requires strong assumptions about adversarial capabilities, which are unrealistic
in many real settings. However, this is the only RA option for legacy devices.

o Hybrid (software-hardware) RA co-designs attempt to overcome limitations of purely software-
based techniques while minimizing hardware requirements. Hybrid RA is also especially suitable for
mid-range and low-end embedded devices, which usually lack, or cannot accommodate, a secure
hardware component, such as a TPM. SMART is the first hybrid RA architecture with minimal
hardware modifications to existing microcontroller units (MCUs). SMART requires uninterruptible
and atomic execution of non-malleable ROM-resident attestation code which has exclusive access to
attestation key(s); this is enforced by hard-wired MCU access control rules. Actual attestation is
performed by a prover (Prv) computing a cryptographic checksum over a specific memory region and
returning the result to a verifier (Vrf). Notably, SMART’s requirement for atomic execution of
attestation code was motivated by the need to mitigate code-reuse, e.g., ROP attacks.
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3.2.2.2 Remote attestation protocol

Figure 3.5 illustrates a generic architecture of a remote attestation protocol. The challenger generates a
challenge and sends it to the sensor node to be attested. Upon receiving this challenge, the sensor node will
check the corresponding firmware, construct the attestation response and return the response, which is
associated with the challenge content. The sink can verify this response based on the challenge it generated
before and the expected firmware content [109]. The attacker might keep a copy of the correct firmware
simply to answer the challenge from the sink (i.e., step 3 in Figure 2) and make the malware practically run
on the sensor nodes. Therefore, most software-based attestation protocols such as SoftWare-based
ATTestation (SWATT), Secure Code Update By Attestation (SCUBA) and software abstraction approach set a
timer right after it sends out the challenge. If there is a timeout before a response is received, the sink will
suspect that the sensor node to be attested has been compromised. A recent research has demonstrated
that these secure time-based attestation schemes (namely SWATT and SCUBA) are very difficult to design
and implement correctly in practice [182].

1.Compute  challenger attestor
the challanga\l 4, Compute
I. . —:| response .
; Aftestation 2 Chateege i Aftestation L
A7 protacel j |__protocol [} "
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Figure 3.5. Remote attestation protocol

3.2.2.3  Unified Extensible Firmware Interface

Unified Extensible Firmware Interface (UEFI) is a specification for a software program that connects a
computer's firmware to its operating system (OS). UEFI is expected to eventually replace BIOS. UEFI is
installed at the time of manufacturing and is the first program that runs when a computer is turned on. It
checks to see what hardware components the computing device has, wakes the components up and hands
them over to the operating system. The new specification addresses several limitations of BIOS, including
restrictions on hard disk partition size and the amount of time BIOS takes to perform its tasks.

Because UEFI is programmable, original equipment manufacturer (OEM) developers can add applications and
drivers, allowing UEFI to function as a lightweight operating system.

The Unified Extensible Firmware Interface is managed by a group of chipset, hardware, system, firmware,
and operating system vendors called the UEFI Forum (https://uefi.org/). The specification is most often
pronounced by naming the letters U-E-F-I.

The salient details of the UEFI specification includes the definition of ANSI C-callable API’s that are published
by the system board firmware implementation. The figure below describes various facets of UEFI, including
the dynamically loadable UEFI drivers that can be installed on host-bus adapters (HBA's). This allows for
moving beyond the limitations of PC/AT BIOS wherein option ROM'’s had to reside in a fixed location. The
UEFI Specification defines a set of mandatory capabilities, including boot and runtime services. These services
allow for managing memory, timers, events, UEFI variables, capsules, and loading code.

Figure 3.6 also highlights other capabilities of UEFI, including the ‘UEFI Secure Boot’ feature. The gist of the
feature is to allow some administrative control of the extensible image loading found in UEFI. And what is
potentially of interest to the cloud community includes the integrated networking capability of UEFI, along
with a shell. In the spirit of the design-by-interface methodology of UEFI, these API’s for all of the 6 underlying
networking interfaces, from the IHV-supplied lowest level wired networking driver up to the software-visible
API’s that correspond to the OSI stack. Correspondingly, the UEFI Shell has a specification hosted on [UEFI],
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too, alongside the main UEFI Specification. This mapping to documentation allows for interoperability and
investment protection of applications that consume the network stack, shell script, and shell [UEFI-SHELL]
applications, respectively.

qi®

Mostly written in C.
High code re-use.

Emphasis on Better platform
Specifications. scaling. For e.g. removes
Standards compliance. shadow ROM limits.

Storage.
GPT removes2.2TB
MBR restriction.

= L= O

b

Secure boot solves Pre-boot Networking.
“trust” related system Ipv4, Ipv6, PXE,
integration challenges. VLAN, iSCSI etc.

CPU Architecture
independent. Platform
design flexibility.

UEFI shell improves
pre-boot testing &
diagnostics experience.

Figure 3.6. UEFI specifications

3.2.24 Trusted computing group

The Trusted Computing Group (TCG - https://trustedcomputinggroup.org/) is a not-for-profit organization
that was formed in 2003 to define, develop and promote security specifications for computers and networks.
These standards help protect data, hardware and other resources from compromise, damage or theft by
malicious entities without adversely impacting the rights of individuals or businesses who participate.

Trust and security are fundamental requirements for commercial and private usage of modern information
and communication technology. Users, enterprises, and governments are using digital processes through
Internet of Things (loT) every day in mission critical operations like trading, banking, the operation of critical
infrastructures, and many others. Therefore, TCG has been aiming to define the necessary components to
improve trust and security in computing systems. The main goal is to establish trust, which means that you
get assurance that the system is always acting in the expected way. The specifications of TCG are:

e Security: TCG-enabled components should achieve controlled access to designated critical secured
data and should reliably measure and report the system’s security properties. The reporting
mechanism should be fully under the owner's control.

e Privacy: TCG-enabled components should be designed and implemented with privacy in mind and
adhere to the letter and spirit of all relevant guidelines, laws, and regulations. This includes, but is
not limited to, the OECD Guidelines'’, the Fair Information Practices® and the European Union Data
Protection Directive®.

e Interoperability: Implementations and deployments of TCG specifications should facilitate
interoperability. Furthermore, implementations and deployments of TCG specifications should not
introduce any new interoperability obstacles that are not for the purpose of security.

17 http://www.oecd.org/sti/ieconomy/privacy.htm

18 https://www.justice.gov/opcl/docs/rec-com-rights.pdf and relevant updates
19 https://ec.europa.eu/info/law/law-topic/data-protection/data-protection-eu_en
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e Portability of data: Deployment should support established principles and practices of data
ownership.

3.2.3 Risk assessment

As technology continues to permeate modern-day society, the security of, and trust that we place in, these
systems becomes an increasingly significant concern. This is particularly true given the plethora of attacks
being launched that target organizations, governments and society [171]. The traditional approach to address
such challenges has been to conduct cybersecurity risk assessments that seek to identify critical assets, the
threats they face, the likelihood of a successful attack, and the harm that may be caused. Only in this way,
and after the identified risks have been prioritized, would appropriate approaches be selected to effectively
address them [171].

Risk assessment is a process of identifying, estimating and prioritizing risks to the organizational assets and
operations. This is a critical activity within risk management, as it provides the foundation for the identified
risks to be treated. Treatment options include: risk acceptance for cases where the risk is at an acceptable
level considering the organization’s risk management policy; risk mitigation using security controls; risk
transfer through the purchase of cyber-insurance; or risk avoidance by removing the affected asset. There
are several core concepts that feature within risk assessment, such as assets, vulnerabilities, threats, attack
likelihood, and impact or cyber-harm [232].

Assets can be defined as any items of value to the organization, and can have various different properties.
For instance, assets can be tangible (e.g., technical infrastructure) or intangible (reputation or a business
process), or they can be small components within a system or be the system themselves. Vulnerabilities are
the ways in which assets can be exploited, and define weaknesses in assets or in the risk controls put in place
to protect them. A threat is the action that could adversely impact an asset, and typically involves exploiting
a vulnerability. Such actions may be deliberate (e.g., stealing corporate data) or accidental (e.g., being the
victim of a social engineering attack). Cyber-risk is the combination of these concepts, and considers the
likelihood of a successful threat or attack occurring, and the harms that may result to assets®.

3.2.3.1 Risk identification

In order to assess any risk, it is important to identify the risks that exist within the systems. Therefore, the
risk identification phase tries to create a comprehensive list of events that may prevent, degrade or delay the
achievement of the system objectives. Comprehensive identification is critical because a risk that is not
identified at this stage will not be included in the risk analysis phase. Although there are numerous tools and
techniques that can be used to facilitate the identification and analysis of risks, it is recommended that a
multidisciplinary workshop discussion be used. The workshop should include the business and service owners
(or their nominated delegates) and subject matter experts from both the business and ICT [172].

The following provides an overview of the techniques that should be used to ensure that comprehensive lists
of relevant risk are identified [205]:

e People with the appropriate knowledge should be involved in identification of risks. Discussions must
include the business owner and subject matter experts who can provide relevant and up-to-date
information during the process; and

e Group discussions and workshops to facilitate the identification and discussion of the risks that may
affect the businesses objectives.

There are different factors (assets, threats, vulnerabilities, consequences and incident scenarios) that will be
used to identify and evaluate the risks [172]:

e System scope delimitation: Determining the scope included in the risk assessment and its boundaries.

20 https://www.thebalancesmb.com/assets-definition-2947887
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e Asset identification: Identifying any type of item that has value to the organization and that could
cause damage if it is involved in an incident.

e Threat analysis: identifying all agents, either natural or human made, accidental or intentional,
internal or external, that could pose a threat to the organization.

e Vulnerability analysis: Identifying all potential weakness in the organization that could facilitate a
successful attack and cause damage to the assets.

e Consequence determination: Identifying the possible consequences that different events could have
on the organization.

e Incident scenario identification: Determining the possible events that could have an impact on the
organization and that will serve as a base to identify the risks.

There is no scientific method that provides guarantees that all risks are identified. Some additional good
practice approaches to identify all risks and relevant information sources are listed in the following table:

Table 3.1. Approaches to risk identification

Approach /Sources Description

SWOT analysis (Strength, Commonly used as a planning tool for analyzing a business, its resources
Weakness, Opportunity and its environment by looking at internal strengths and weaknesses; and
Threats) opportunities and threats in the external environment.

PESTLE (Political, Economic, | Commonly used as a planning tool to identify and categorize threats in the
Sociological, Technological, external environment (political, economic, social, technological, legal,
Legal, Environmental) environmental).

Brainstorming Creative technique to gather risks spontaneously by group members.
Group members verbally identify risks in a ‘no wrong answer’ environment.
This technique provides the opportunity for group members to build on
each other’s ideas.

Scenario analysis Uses possible (often extreme) future events to anticipate how threats and
opportunities might develop.

Surveys/Questionnaires Gather data on risks. Surveys rely on the questions asked.

One-on-one interviews Discussions with stakeholders to identify/explore risk areas and detailed or

sensitive information about the risk.

Stakeholder analysis Process of identifying individuals or groups who have a vested interest in
the objectives and ascertaining how to engage with them to better
understand the objective and its associated uncertainties.

Working groups Useful to surface detailed information about the risks i.e., source, causes,
consequences, stakeholder impacted, existing controls.

Corporate knowledge History of risks provide insight into future threats or opportunities through:

e Experiential knowledge — collection of information that a person
has obtained through their experience.

e Documented knowledge — collection of information or data that
has been documented about a particular subject.

e Lessons learned — knowledge that has been organized into
information that may be relevant to the different areas within the
organization.
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Process analysis An approach that helps improve the performance of business activities by
analyzing current processes and making decisions on new improvements.

Other jurisdictions Issues experienced and risks identified by other jurisdictions should be
identified and evaluated. If it can happen to them, it can happen here.

3.2.3.2  Risk analysis

Once the relevant risks have been identified the likelihood and impact of them eventuating must be assessed
and rated. Typically, the likelihood and impact of a risk eventuating are rated using a qualitative scale.

Impact assessment. Assess the impact of the risk eventuating with no controls in place. This will inform the
gross risk rating and enable the effectiveness of any current controls that reduce the impact of a risk event
that occurs to be assessed. Although there may be multiple impact statements documented for a risk, only
one impact rating can be assigned to the risk. As a result, the highest rated impact statement should be used
to determine the impact rating of a risk [327].

Likelihood assessment. Assess the likelihood of the risk eventuating with no controls in place. This will inform
the gross risk rating and enable the effectiveness of any current controls that reduce the likelihood of a risk
event occurring to be assessed. Where historic information is available about the frequency of an incident’s
occurrence it should be used to help determine the likelihood of the risk eventuating. However, it must be
noted that the absence of such information does not necessarily mean that the likelihood of the risk
eventuating is low. It may merely indicate that there are no controls in place to detect that it has occurred
[169].

Table 3.2. Likelihood scale

Rating Description Meaning

5 Almost Certain It is easy for the threat to exploit the vulnerability without any specialist skills
or resources or it is expected to occur within 1 —6 months.

4 Highly Likely It is feasible for the threat to exploit the vulnerability with minimal skills or
resources or it is expected to occur within 6 — 12 months.

3 Possible It is feasible for the threat to exploit the vulnerability with moderate skills or
resources or it is expected to occur within 12 — 36 months.

2 Possible but It is feasible but would require significant skills or resources for the threat to
Unlikely exploit the vulnerability or it is expected to occur within 3 — 5 years.
1 Almost Never It is difficult for the threat to exploit the vulnerability or it is not expected to

occur within 5 years.

Risk rating. The risk rating is evaluated using a risk matrix. Example Risk Scales and Matrix also presents a
risk matrix that can be used to map the likelihood with the impact rating, the overall risk rating being the
point where the two ratings intersect. For example [195]:

e A risk with likelihood of AlImost Never, and impact rating of Moderate would result in an overall risk
rating of 6;

e Arisk with a likelihood rating of Possible, and an impact rating of Severe would result in an overall
risk rating of 22; and

e A risk with a likelihood rating of Almost Certain, and an impact rating of Minor would result in an
overall risk rating of 16.
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Figure 3.7. Risk matrix

The risk rating without any controls in place have been assessed is called the gross risk. Typically risks that
are assessed as being 1 to 3 on the rating scale without any controls in place are considered acceptable to
the business and may not require the implementation of any controls to manage them. However, because
risk is rarely static they should be added to the agency’s risk register so that they can be monitored and re-
assessed on a regular basis to ensure that the likelihood and/or impact do not change.

3.3 Trust management models

Trust management models target at enabling nodes that participate in the trust management system to
determine a trust metric value for other nodes within the system. Approaches to how trust models approach
trust computation vary regarding numerous aspects, including the input used to compute trust, the way that
trust values are updated, the consensus sought for trust value computation, the scale at which trust is
measured, their resilience against attacks and so forth. Furthermore, trust management models vary with
respect to architectural paradigm they follow, i.e., the way that the components participating in the trust
management system are deployed in the target network, the relationships between the components and the
information flows.

In the following subsections we survey existing trust models and their architectures, commenting on their
merits and demerits.

3.3.1 Review of existing trust models

This section overviews the trust models that have been proposed by the literature trying to find an effective
and efficient trust computation method. In service-oriented networks, an loT device acting as a service
requester needs a way of evaluating which of its peers can be trusted to provide it with the requested service,
while taking into consideration the energy demands of carrying out such evaluation. This is the challenge that
trust management models are aiming to solve. We present trust management models as seen in the
literature and we categorize each model by trust dimensions, resiliency against certain attacks and qualitative
characteristics.
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3.3.1.1 Trust dimensions

Trust models are composed of several trust dimensions which can vary between them depending on the
approach followed. In this section we present the five most essential trust dimensions, namely, trust
composition, trust propagation, trust aggregation, trust update and trust formation. [161]

Trust composition. Refers to what components the given model takes into consideration. The components
include Quality of Service (QoS) and Social trust.

e QoS trust refers to the evaluation of a node based on its capability to deliver the requested service.
It is considered as the “objective” evaluation of trust. In order to compute QoS trust, models use
various trust properties including competence, cooperativeness, reliability, task completion etc.

e Social trust refers to the social relationship between owners of 10T devices. Social trust is used in
systems where loT devices must not be evaluated only on a QoS basis but also on a social basis, which
is the device’s commitment and willingness to cooperate. It can also be derived from similarity of
devices. Social trust properties include connectivity, honesty, unselfishness etc.

Trust propagation. Refers to the way trust values are disseminated between entities. In general, there are
two approaches, namely distributed and centralized.

e In distributed trust propagation each device acts autonomously by storing trust values and
disseminating them as recommendations to other devices as needed.

e In centralized trust propagation a central entity exists, which is responsible for storing trust values of
the monitored network and disseminating them as needed.

Trust aggregation. Refers to the computation techniques used by a model to combine trust obtained from
direct observation with indirect trust coming from recommendations. Main aggregation techniques include
weighted sum, Dempster-Shafer theory, Bayesian inference, fuzzy logic and regression analysis.

o  Weighted sum is a technique where weights are assigned on the participating values either statically
either dynamically. For example, one model could use a trust property, e.g., competence, in order to
assign higher or lower weights.

e Dempster-Shafer theory is based on belief function and plausible reasoning. It is a framework for
reasoning with uncertainty related to other frameworks like probability, possibility and imprecise
probability theories.

e Bayesian inference considers trust to be a random variable which follows a probability distribution.
It is a simple and statistically sound model.

e Fuzzy logic uses approximate reasoning meaning that it doesn’t use a binary evaluation variable but
rather a variable whose values range between 0 and 1 for example, or even linguistic limits like High
and Low which are translated using a membership function.

e Regression analysis is basically a prediction model which predicts the probability of an event
happening or not happening (binary). In trust computing it is used to estimate relationships between
environmental conditions, e.g., how much computing resources a node needs, which are treated as
variables and used to predict the trustworthiness of an object.

Trust update. Describes when trust values are updated. There are two approaches: event-driven and time-
driven.

e Event-driven is the approach in which trust values are updated when an event occurs.
e Time-driven is the approach in which trust values are update periodically.

Trust formation. Refers to how the overall trust is formed out of the trust properties considered. Trust can
be formed by considering only one trust property (Single-trust) or many properties (Multi-trust).
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e Single-trust is when only one property is taken into consideration when computing trust and it is
usually a property of QoS. It is considered as a narrow approach because trust is multi-dimensional,
but it is useful in cases with limited resources.

e  Multi-trust is the multi-dimensional approach in computing trust, because it uses more than one
trust properties to form the overall trust evaluation of a device.

We also used the following properties to classify the trust managements models: [356]
Trust scaling. Trust is represented by either discrete or continuous numerical values.
e Binary discrete values: Represented with 0 or 1, distrust or trust respectively.

e Multinomial discrete values: Sometimes binary values are not sufficient, so more scaled metrics are
used, e.g., “very trust”, “trust”, “distrust”, and “very distrust”.

e Continuous value: For example [0,1].

e Interval: Instead of using one value to represent trust, an interval is used in order to introduce the
uncertainty property of trust.

Semantic meaning. In different models and scenarios trust can have various semantic meanings. Some
semantic meanings include:

e Evidence- or experience-based trust: Trustors build their trust based on their own observations and
past interactions. This can be done using probabilities, mean average, mode average or difference.

e Application-specific behavior-based trust: This means that trust is calculated based on specific
monitored behaviors.

e Similarity-based trust: This approach assumes that devices that are similar to each other, will
probably trust each other.

e Reputation: Reputation is a type of trust which isn’t relative to the trust between two specific devices
but instead each device has a trust value representing how much it is trusted by the whole
community.

e Fuzzy logic-based trust: Trust is considered to be nondeterministic and because of this, fuzzy logic is
suitable for evaluating it.

e Comprehensive trust: Many approaches take into consideration trust as seen in human relationships.
In this case, trust is seen as a sum of complex human interactions. On this basis, social metrics are
introduced in trust evaluation, like social similarity, social contact, friendship, etc.

Trust inference. In loT networks, nodes are not always directly connected with another and in these cases
trust evaluation cannot be done by direct observation. Therefore, trust recommendations are introduced.
There are two operators to be considered for trust inference: transitivity and aggregation:

e Transitivity operator refers to the way the recommendations are combined by building a transitivity
“chain” to the trustee node and it is based on the transitive relation from mathematics.

e Aggregation operator refers to the way the recommendations are combined to calculate the overall
indirect trust.

Table 3.3. Overview of different trust models

Model Composition Propagation Aggregation Update Formation
QoS Social  Distrib = Central Weigh  Fuzzy Bayes E/T Sin Mul
[101] X X X X E/T X

[149]
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[239]
[107]
[102] X X X X X E/T X
[150]
[67] X X X X T X
[264] X X X X T X
[330] X X X E X
[302] X X X T X
[222] X X X X X E X
[368] X X X E/T X
[369] X X X E X
[344] X X X T X
[303] X X X T X
[340] X X X X E X
[175] X X X X X E X
3.3.1.2  Trust-based attacks
Inside an loT network, every node wants to have a high trust value. A high trust value means the node will

be selected more times over nodes with lower trust value, thus increasing their gains and influence over the
network. Malicious nodes will try a variety of attacks in order to gain more trust among their peers. There
are a lot of attacks that can be executed in an loT network, such as, jamming attacks, replay attacks,

eavesdr

opping attacks, DoS attacks, etc. However, there are some attacks that are especially used to disrupt

trust and reputation systems. These attacks fit better into the scope of this work and the most common ones
are shortly presented below. [217]

Self-promotion attacks (SPA) [161]. The malicious node provides good recommendations for itself.

Bad-mouthing attacks (BMA) [161]. A malicious node provides bad recommendations for a “good”
node in order to decrease its trust value and probability of being chosen as a service provider.

Ballot-stuffing attacks (BSA) [161]. A malicious node boosts the trust of another malicious node in
order to increase the possibility of the malicious node being chosen as a service provider.

Opportunistic service attacks (OSA) [161]. When the trust of a malicious node starts dropping, it
starts acting as a “good” node in order to regain its trust.

On-off attacks (OOA) [161]. A malicious node is behaving randomly, sometimes performs well
sometimes bad, so that it won't get labeled as malicious.

Whitewashing attacks [356]. When a malicious node has very low trust, it discards its identity by
leaving the network and re-entering it.

Discriminatory attacks [149]. A malicious node attacks non-friends or nodes without strong social
ties.

Sybil-Mobile attacks [107]. A malicious node creates one or more fake identities in order to
manipulate recommendations, promote itself and gain influence over the network.

Selective Behavior attacks [369]. A malicious node is behaving well and bad between different
services. For example, well for simple services, but bad for more complex ones.
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Table 3.4. Overview of trust-based attacks

Attack OOA White- Discrimi- Sybil- Selective
Resiliency washing natory Mobile  Behavior

[101]
[149]
[239]
[107]
[102]
[150]
[67]
[264]
[330] X

[302]

[222] X X X X

[368]

[369] X X X X X
[344]

[303]

[340] X

[175]

X X X X X X X

3.3.1.3  Trust management models

In this section we survey the different trust models proposed in the literature. For each model, the approach
adopted for trust computation is presented, while salient features of the models are summarized in Table
3.5, within subsection 3.3.1.4 below.

Bao, 2012 [101]. This model considers Community of interest (Col) based social 10T (SloT) systems. Devices
have owners and owners have many devices. Each owner keeps a friends list. Nodes belonging to similar
communities are more likely to have similar interests or capabilities. Both QoS and Social trust composition
are considered, including three trust properties: honesty (QoS), cooperativeness (QoS) and community-
interest (Social); please refer to Table 3.5 for further details. The trust value is a real number in the range
[0,1] where 1 indicates complete trust, 0.5 ignorance, and O distrust. The trust values can occur from direct
observations and when such observations are not available, from recommendations. It follows a distributed
scheme, while for trust aggregation the weighted sum technique is used. It is worth mentioning that the
weights that were used for past experiences can be dynamically adjusted when new evidence occurs to
rebalance the trust convergence rate and trust fluctuation rate. In the simulation results, the effect that
changing weights have is observed, but a way to dynamically adjust them is not mentioned.

Chen, 2016a [149]. This model is very similar to Bao, 2012. Main differences include: 1. A general approach
for the computation of overall trust is not discussed. Instead, overall trust computation for specific scenarios
is discussed. 2. The friends (nodes) lists exchanged between nodes upon interaction are encrypted with a
one-way function in a way that nodes can identify only common friends. Hashing is cost-efficient. 3. The
model is tested in two real-world scenarios, namely, “Smart City Air Pollution Detection” and “Augmented
Map Travel Assistance”.
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Bao, 2013 [102]. This model considers Community of interest (Col) based social 10T (SloT) systems. Devices
have owners and owners have many devices. Each owner keeps a friends list. Nodes belonging to similar
communities are more likely to have similar interests or capabilities. Both QoS and Social trust composition
are considered. The trust value is a real number in the range [0,1] where 1 indicates complete trust, 0.5
ignorance, and 0 distrust. The trust properties considered are honesty, cooperativeness and community-
interest; please refer to Table 3.5 for more details. The trust propagation is distributed. For trust aggregation,
Bayesian inference is used for direct trust and weighted sums are used to aggregate recommendations into
indirect trust. Most importantly, this model introduces an efficient storage management strategy suitable for
large-scale loT systems.

Chen, 2016b [150]. This model is an extension of Bao, 2013 [102]. Extensions include: 1. In the evaluation of
recommenders, it introduces two additional properties, namely, friendship and social contact, which are
further analyzed in Table 3.5. 2. In trust aggregation it combines the direct with the indirect trust to form the
overall trust. 3. Its simulations outperform EigenTrust [183] and PeerTrust [76] in trust convergence,
accuracy, and attacks resiliency.

Chen, 2011 [67]. This model considers only QoS metrics for evaluating trust, namely, end-to-end packet
forwarding ratio (EPFR), energy consumption (EC), and package delivery ratio (PDR). Each node maintains a
data forwarding transaction table which includes the values: 1. Source: the trust and evaluation evaluating
nodes, 2. Destination: the evaluated destination nodes, 3. RF;;: the times of successful transactions made
between nodes i and j, and 4. Fi;: positive transactions. It follows a distributed scheme in terms of trust
propagation. In trust aggregation, a fuzzy trust model is used, and the overall trust is formed using a weighted
sum of direct and indirect trust based on recommendations. The direct trust is computed by first aggregating
the aforementioned QoS metrics, then labeling the results as a positive or negative experience based on a
threshold and then a fuzzy membership function computes the direct trust based on the number of positive
and negative experiences. Additionally, the model was tested on simulations and achieved better
performance from BTRM-WSN [206] and DRBTS [122] in both packet delivery ratio and detection probability
of malicious nodes.

Mahalle, 2013 [264]. This model considers three QoS metrics: Experience (EX), Knowledge (KN) and
Recommendation (RC) ratings. It follows a distributed scheme, as every device considers the ratings of its
neighbors for the calculation of the trust score. Trust is calculated periodically using Mamdani-type fuzzy
rules (representing If-Then relationships between their input variables) from the linguistic values of the three
aforementioned metrics. Trust scores (as linguistic values) are then mapped to a set of access control
permissions. Experience (EX) is the weighted sum of a number of previous interaction ratings between two
devices (+1 for a successful interaction and -1 for an unsuccessful interaction), Knowledge (KN) is the
weighted sum of direct and indirect knowledge ratings, and Recommendation (RC) is the weighted sum of
RC ratings from a number of devices about the device to be trusted. The three metrics are mapped to their
linguistic variables using predefined numeric (crisp) ranges. The model was tested in a simulated environment
of wireless sensors with communication between sensors being controlled by trust ratings, resulting in more
energy efficient communications, and proving to be scalable.

Prajapati, 2013 [344]. This model considers the service satisfaction at a given time from a specific service
provided by a node (a QoS property). Trust is defined as: the Direct Trust value, the Recommended Trust
value if the node calculating the trust value had no interaction with the rated service/node and thus the
Direct Trust value can’t be calculated, or as a predefined Ignorance Value if the rated node is joining the cloud
environment for the first time. Direct Trust is defined as the weighted sum of the rated service satisfaction
ratings over time (with the weights decreasing over time, thus favoring newer ratings). Recommended Trust
is defined as the weighted sum of the Direct Trust values of the other nodes. The weights assigned for each
Direct Trust value are calculated using the number of positive interactions between the node calculating the
trust value and the node whose rating is considered in the weight calculation, and the Satisfaction Level —a
factor dependent on availability, recovery time, connectivity and peak-load performance as defined in the
service agreement. All nodes maintain a Direct Trust Table and a Recommended Trust Table containing the
respective trust values with both tables being updated periodically. This model follows a distributed model
as in the case of Recommended Trust, the trust values of all network nodes are considered.
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Saied, 2013 [369]. This model considers ratings given to a specific node and service at a given time while also
taking into consideration its state (e.g., age, resource capacity, etc.) It follows a centralized scheme with a
Trust Manager (TM) node receiving reports from the network and calculating the trust values on demand.
This leads to reduced communication overheads —since trust values are calculated and transmitted on
demand, less memory usage for each node —since the trust values can be requested again from TM, and thus
being energy efficient. The model operates in five phases: 1) TM receives reports from the network nodes,
2) TM calculates the trust values of a number of candidate nodes and sends a list of trustworthy nodes to the
requesting node, 3) the requesting node receives the list and interacts with a chosen trustworthy node, 4)
the requesting node rates the service provided by the chosen trustworthy node and sends the rating to the
TM, and finally 5) TM updates its trust values accordingly. Trust is calculated as the weighted average of the
scores given to a node while taking into consideration the reputation of the node providing the score, the
contextual similarity of all the reports concerning the same node, and the age of the report —favoring the
most recent reports. Contextual similarity is calculated from the node capabilities between two nodes —to
locate similar nodes, and/or from the difference of required resources between two services —to locate nodes
able to run a similar service. Initially all nodes of the network are deemed trustworthy.

Mendoza, 2015 [330]. This model is a distributed version of the model proposed by Saied et al. [369]. It is
noted that centralized schemes may not be suitable for IoT systems as server installation and server costs
may be prohibitive. The model considers ratings given to a specific node and service. The model operates in
three phases: 1) every node announces its presence to its neighbors while also keeping a record of its
neighbors, 2) a node requests a service from a neighboring node and rates the response as positive or
negative, and 3) the node calculates and stores the trust value of its neighbor. The response rating is defined
as the fixed value of the provided service weighted by an adjusting factor, with the negative response rating
being equal to two times the positive response rating. The provided service value is proportional to the
processing requirements of the service, as more processing power or energy is required to run a service the
higher the service value will be. The trust value of a node is calculated as the sum of all interaction ratings.
The model was tested against On-Off Attacks (OOA) and it is noted that a large number of neighbors can
cause delays in the assignment of the maximum distrust score to the malicious nodes.

Namal, 2015 [302]. This model considers four parameters: availability of resources to its users, reliability of
produced information, response time irregularities, and capacity. It follows a centralized scheme with a Trust
Manager (TM) module, hosted on the cloud, receiving filtered data from Trust Agents (TA) distributed on the
network which in turn receive raw data and monitor the state of the network nodes. The TM implements a
Monitor, Analyze, Plan, Execute, Knowledge (MAPE-K) feedback control loop and calculates the trust using
the weighted sum of the trust parameters for all parameters considered. The trust parameter is also a
weighted sum of the current value and the previous value calculated. This model shows advantages in:
availability and accessibility —as the TMS is hosted on the cloud and is accessible from the internet, scalability
—as the TMS utilizes TAs filtering the raw data, and flexibility —as the TAs can be deployed in a flexible manner.

Khan, 2017 [368]. This model considers ratings given to a node by its neighbors, these ratings are the
combination of three variables: belief, disbelief and uncertainty —as defined in Jgsang’s Subjective Logic. This
model is proposed as part of an extension of the RPL routing protocol utilizing the proposed model to isolate
malicious nodes. It follows a centralized scheme with a central node (e.g., RPL border router or cluster-head)
calculating trust values for all network nodes and deciding to isolate malicious nodes. Each node of the
network is assumed to be able to detect and therefore rate the performance of its neighboring nodes; each
of the three aforementioned variables is defined as follows: belief is the number of positive interactions
divided by the total number of interactions & a constant k, disbelief is defined similarly but instead of the
positive interactions the number of negative interactions is used, and uncertainty is also defined similarity
but with the constant k used instead of the number of positive/negative interactions. The central node
calculates the trust value of each network node by combination of the trust values regarding the node to be
trusted and using a threshold the central node isolates malicious nodes from the network.

Djedjig, 2017b [154]. This model considers two QoS parameters: selfishness and energy, and one social
parameter: honesty as ratings given about a node from its neighbors. This model is a proposed extension of
the RPL routing protocol, as in Khan et al. [67], to isolate malicious nodes. It follows a distributed scheme
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with each node calculating the trust values of its one-hop neighbors while also considering the trust values
of its one-hop neighbors. Trust calculation is performed as follows: 1) each node calculates the direct trust
values of its one-hop neighbors as a weighted sum of the honesty, energy and unselfishness metrics
(definitions of which are not discussed in detail) with each metric being the weighted sum of the current
value of the metric and the previous value of the metric, 2) each node receives the direct trust values
calculated by its one-hop neighbors concerning the node to be rated, and 3) the indirect trust is then
calculated by each node as the average of the direct trust calculated by the node itself and its neighbors. All
nodes are assumed to be equipped with Trusted Platform Module (TPM) chips.

Medjek, 2017 [161]. This model is based on the one proposed by Djedjig et al. [154] with the difference in
the metrics considered: honesty, energy and mobility. The main difference is the network architecture as this
model applies to RPL networks consisting of a Backbone Router (BR) that federates multiple 6LoWPAN
networks, each consisting of a 6LoOWPAN Border Router (6BR) connected to the BR and the rest of the
network nodes. This model follows a distributed scheme with each network node calculating the trust of its
one-hop neighbors, as in [154], with the added steps of notifying its 6BR if a node is found to be
untrustworthy and with the 6BR in turn notifying the BR of the malicious node. All nodes are assumed to be
equipped with a Trusted Platform Module (TPM) and all nodes are registered with the BR at installation time,
with every node having a unique ID assigned by the BR. Several lists are maintained by the various network
nodes; the BR maintains two lists: one of potential malicious nodes and one of all nodes and their states; the
6BR maintains three lists: one of all 6BR area nodes, one of all the mobile nodes, and one of the potential
malicious nodes; finally the remaining nodes also maintain three lists: one of potential malicious nodes, one
of suspicious nodes and a copy of the mobile node list from the 6BR. Three modules operate on the various
network nodes: IdentityMod controls access to the network and ensures that every node has a unique ID,
MobilityMod ensures that both the BR and the 6BRs are aware of mobile nodes and of their status, and
IDSMod is responsible for attack detection and mitigation. Trust is calculated in a similar fashion to [154] with
the values of the honesty metric supplied by the IDSMod and the values of the mobility metric supplied by
the MobilityMod; the three metrics are not discussed in detail.

Nitti, 2014 [222]. The two proposed models, subjective and objective, consider seven parameters: service
ratings, number of transactions per node —to detect nodes with an abnormal number of transactions, node
credibility, transaction factor —separating important transactions to avoid trust to be built solely by many
small transactions, computation capacity —as “smarter” nodes can be better suited to become malicious,
relationship factor —the type of relation between two nodes, and finally the notion of centrality —as a node
with many connections or involved in many transactions takes a central role in the network.

The subjective model follows a distributed scheme where each node stores the necessary information to
calculate the trust values locally. Two situations are covered relating to the social relationship between
nodes: when the rating node has a social relationship with the rated node and when the two nodes have no
direct social relationship. In the first situation trust depends: on the centrality of the rated node in relation
to the rating node —by count of the common friends out of all the neighboring nodes, the direct experience
of the rating node —further defined as the weighted sum of both short-term and long-term opinions, and the
indirect experience of the rating node’s friends —defined as the weighted average of the trust values assigned
to the rated node by the rating node’s friends, weighted by their credibility. In the second situation trust
depends: on the opinions of the chain of common friends connecting the two nodes, again weighted by their
credibility. Generally, after each transaction a rating (positive/negative) is given to the node providing the
service and to the nodes whose opinion was considered in calculating the trust value. Negative
recommendation ratings are given to both malicious nodes and to nodes in their neighborhood, thus isolating
the malicious nodes and their influence further.

The objective model follows a more centralized scheme where each node reports its feedback to special
nodes, referred to as Pre-Trusted Objects (PTO), responsible solely for maintaining the distributed storage
system, in this case a Distributed Hash Table (DHT) and more specifically one following the Chord
architecture. Trust is calculated in a similar fashion as in the subjective model; node centrality is defined as
the total number of transactions performed by the node to provide a service divided by the total number of
transactions performed to either provide or request a service, and both short-term and long-term opinions
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consider the ratings of every network node weighted by their credibility. Nodes with few social relations,
high computation capabilities and nodes involved in a large number of transactions between them are
assigned low credibility, as they are more likely to become malicious.

Wu, 2017 [303]. The system model consists of four entities with three trust relationships among them. The
four entities are defined: RFID tags, RFID readers, authentication centers and one administration center, with
the first three being grouped in domains. A domain has multiple RFID readers connected with the domain
authentication center which authorizes the readers to interact with the RFID tags, and the domain
authentication centers are connected with the administration center. The trust relationships of this system
model are defined as: intra-domain trust —trust relationship between RFID tags and readers of the same
domain, inter-domain trust —trust relationship between authentication centers, and cross-domain trust —
trust relationship between RFID tags and readers belonging to different domains.

The trust management model consists of two layers: the authentication center trust layer —a centralized trust
management system managing the trustworthiness of authentication centers, and the reader trust layer —
two proposed trust management schemes managing the trustworthiness of RFID readers. The RFID tags are
always assumed to be trusted.

The first reader trust management layer scheme proposed uses the Dempster-Shafer evidence theory and
consists of four steps: 1) the interaction of an RFID reader is recorded by its neighbors, 2) the neighbors
calculate the local trust values which are then transmitted to the authentication center, 3) the authentication
center calculates the global trust of the RFID reader by using the Dempster knowledge rule, and finally 4) it
the RFID reader is malicious or malfunctioning the administration center is notified. Possible RFID reader
interaction events are identified and marked as: malicious behavior, malfunctioning behavior and normal
behavior by the neighboring RFID readers, each counting the number of events within a specified time frame.
Using the number of recorded events the neighboring RFID readers can calculate the local trust value for
each type of interaction events as: the number of events marked as malicious/malfunctioning/normal divided
by the total number of recorded events. The final value of the local trust value is then chosen from the event-
specific local trust values using a threshold. The authentication center calculates the global trust of the RFID
reader by aggregating the event-specific local trust scores calculated by the neighboring RFID readers and
then choosing the final integrated event-specific score using a threshold.

The second reader trust management layer scheme proposed considers the fact that events may not be
detected by neighbors of the RFID reader and thus the first reader trust management layer scheme may not
be applicable to certain situations. Each RFID tag keeps record of the last interaction with an RFID reader,
more specifically the RFID reader ID, a timestamp and the rating assigned to the RFID reader by the tag. This
record is sent at the next time the RFID tag interacts with any RFID reader (and is then deleted from the RFID
tag), with the RFID reader forwarding the record to its authentication center which checks for abnormalities
and if any problem arises, it notifies the administration center as well as the authentication center the
previous RFID reader belongs.

The proposed authentication center trust layer scheme considers abnormal event reports by RFID readers
and affects the trust value of the domain authentication center the readers are part of. Calculation of trust
in this case can be performed by either of the two methods proposed for the reader trust management
schemes.

Mahmud, 2018 [175]. This model considers three social trust metrics for a pair of nodes, namely: relative
frequency of interaction, intimacy and honesty, and the deviations of generated data from the historical data
of the node that generated the trust metric and its neighbors. Two trust dimensions are defined: node
behavioral trust and data trust; both calculated by combination of direct (from the rating node) and indirect
(from the rating node’s neighbors) interactions, with indirect interactions being weighted by the distance of
the neighbor to the rated node. Node behavioral trust is calculated using an Adaptive Neuro-Fuzzy Inference
System (ANFIS), a fuzzy system using back propagation to tune itself. The three inputs to ANFIS are defined
as: relative frequency of interaction is defined as the ratio of interactions with the rating node out of all
interactions of the rated node in a given time period, intimacy is defined as the ratio of time amount spent
interacting with the rating node out of the total time spent interacting with all nodes except the rating node,
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and honesty is defined as the ratio of successful interactions out of the total number of interactions of the
rated node with its rating node. Three linguistic terms are used in ANFIS for each of the three inputs: Low,
Medium and High. Deviations of generated data, used to calculate the data trust, are defined as follows:
direct data trust is defined as the deviation of instantaneous data from the historical data generated by the
rated node, and indirect data trust is defined as the deviation of instantaneous data from the historical data
from the historical data generated by the rated node’s neighbors.

Arabsorkhi, 2016 [3]. The work of Arabsorkhi et al. presents the general principle behind many proposed
trust management models considering ratings given to network nodes for the quality of the services provided
over a specific time period. If the rating node has enough information to determine the trust value from its
own ratings over the specified time period (by direct observation) it can proceed to calculate the trust value
of the node to be rated. If not, then the rating node can query the rest of the network and aggregate the
trust values assigned by the other network nodes to the rated node.

Yuan, 2018 [340]. This model considers ratings given after node interaction for the quality of provided
services. The network model consists of IoT edge nodes being part of a domain federated by an edge broker
node, which in turn contact a central cloud server responsible for the final calculation of trust values. Three
trust values are calculated: the direct trust about a device to another device (D2D direct trust), the feedback
trust about a node by an edge broker (B-to-D feedback trust), and the overall trust (the final trust value)
about a device. D-to-D direct trust is updated and based on the history of direct interaction between nodes,
itis defined as the ratio of positive interactions and the number of total interactions between the two nodes.
B-to-D feedback trust is updated by the edge broker periodically and is based on all the D-to-D direct trust
values concerning an edge node (except self-ratings); the edge broker aggregates the D-to-D direct trust
values using weights derived by use of object information entropy theory, overcoming the limitations of
assigning the weights manually. The overall trust value is calculated as the weighted sum of the D-to-D direct
trust and the B-to-D feedback trust, thus considering the opinion of the rating node as well as the opinion of
the whole network about the rated node.

3.3.14 Qualitative characteristics

Table 3.5 summarizes the qualitative characteristics of the surveyed trust models. The following
characteristics are included in this summary:

e Inference: which mechanisms are employed for inferring trust values based on recommendations?
e Trust scaling: which is the range of the trust computation function?
e Advantages: which are the strong points of the model?

e Complexity: comments on space, time, processing, memory and communication complexity of the
model.

e Limitations: aspects that constrain the effectiveness or the applicability of the model.

e Monitored behavior: which activities and evidence are collected to support the calculation of the
trust metric?

e Trust metric: lists the dimensions expressed within the trust metric, such as honesty, reputation etc.
e (Context: refers to the environment for which the model has been developed for.

e Semantic meaning: lists how the approach to trust computation is interpreted at a high level of
abstraction. For instance, some could be experience-based or reputation-based, while some others
could be application-specific or application-agnostic. Note that multiple orthogonal dimensions can
be involved here.
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Table 3.5. Overview of qualitative trust characteristics

Model Inference Trust Scaling  Advantages Complexity  Limitations Monitored behavior Trustmetric  Context Semantic
meaning
[101] Multiplication for Continuous Its trust-based service Node storage  Hostility is Honesty: estimated by Honesty, Community of  Comprehensiv
transitivityand  [0,1]. composition outperforms needed to consideredto keeping a count of Cooperativene interest (Col) e
weighted sum of random service keep trust be increasing  suspicious dishonest ssand based social loT
trust values for composition and values. only over time experiences observed community-  (SloT) systems.
aggregation. approaches the maximum in the over a time interval using interest. Devices have
achievable performance simulations.  a set of anomaly detection owners and
from ground truth. When ground  ules suchas high owners have
trust changes  recommendation many devices.
dynamically, ~ discrepancy as well as Each owner
recommendati interval, retransmission, keeps a friends
ons don’t repetition, and delay rules. list. Nodes
contributeto  Cooperativeness trust: of belonging to
convergence  node i towards node j is similar
speed. the ratio of the number of communities are
common friends over the more likely to
number of node i's have similar
friends. interests or
Community-interest trust: cpalilive
of node i towards node j is
the ratio of the number of
common
community/group
interests over the number
of nodeii's
community/group
interests.
[149] Multiplication for Continuous Its trust-based service Node storage The storage Honesty: estimated by Honesty, Community of  Comprehensiv
transitivityand  [0,1]. composition outperforms needed to needs canbe keeping a count of Cooperativene interest (Col) e. Although a
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[102]

weighted sum of
trust values for
aggregation.

Multiplication for Continuous
transitivityand  [0,1].
weighted sum of

trust values for

aggregation.

random service
composition and

approaches the maximum storage cost

achievable performance
from ground truth.

It introduces a storage
management strategy

keep trust excessive for

values. The loT devices
with limited

per node is memory space.

O(N1Ny), where

Nris the

number of loT

devices and Nx

is the number

of trust

properties.

Thestorage  Trust

management recommendati

suitable for large-scale loT strategy is very ons can be

systems.

Newly joining nodes can
build their trust very
quickly through available
recommendations.

efficient, “find  biased when
medium, the
maximum and recommender

minimum isfroma
operations different Col.
have a

suspicious dishonest ssand

experiences observed

a set of anomaly detection
rules such as high
recommendation
discrepancy as well as
interval, retransmission,
repetition, and delay rules.

Cooperativeness trust: of
node i towards node j is
the ratio of the number of
common friends over the
number of node i's
friends.

Community-interest trust:
of node i towards node j is
the ratio of the number of
common
community/group
interests over the number
of nodeii's
community/group
interests.

Honesty: estimated by
keeping a count of
suspicious dishonest
experiences observed
over a time interval using
a set of anomaly detection
rules such as high
recommendation
discrepancy as well as

Community-
over a time interval using interest.

Honesty,
Cooperativene
ss, Community-
interest

based social loT  general
(SloT) systems.  approach for
Devices have overall trust
owners and formation is
owners have not discussed.
many devices.

Each owner

keeps a friends

list. Nodes

belonging to

similar

communities are

more likely to

have similar

interests or

capabilities.

Communityof  Comprehensiv
interest (Col) e.

based social loT

(SloT) systems.

Devices have

owners and

owners have

many devices.

Each owner
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[150]  Multiplication for Continuous
transitivityand  [0,1].
weighted sum of

trust values for

aggregation.

The simulations complexity of
considering the limited ~ O(1) by using
storage method, where  the max-min-
storage management was median heap
used, achieved similar and all other
performance level with  operations

the unlimited space
simulation and even

time.

It introduces a storage
management strategy

systems.

social similarities are

adjusted dynamically and minimum
this leads to credible trust ©OPerations

feedback and minimized havea
trust bias.

It outperforms EigenTrust
[183] and PeerTrust [76] in
trust convergence,
accuracy, attacks
resiliency.

(find, insert,
delete) can be
better trust convergence performed in
O(logn) time.

The storage
management
suitable for large-scale loT strategy is very
efficient, “find

The weights for combining Medium,
maximum and

complexity of
O(1) by using
the max-min-
median heap
and all other
operations
(find, insert,

The casein
which a new
node joins
when the
systems hasn’t
converged yet
is not tested.

Only persistent
attack patterns
considered, i.e.,
malicious
nodes perform
attacks with a
probability of 1
or whenever
thereisa
chance.

The
determination
of the optimal
trust decay
parameter by
means of

interval, retransmission,

repetition, and delay rules.

Cooperativeness trust: of
node i towards node j is
the ratio of the number of
common friends over the
number of nodeii's
friends.

Community-interest trust:
of node i towards node j is
the ratio of the number of
common
community/group
interests over the number
of nodeii's
community/group
interests.

User feedback (binary:
satisfied/not satisfied).
Friendship similarity: the
cosine similarity of the
two users’ friends lists.

Social contact similarity:
cosine similarity of the
two users’ locations lists.

Community of interest
similarity (Col): cosine
similarity of the two users’
devices lists.

User
satisfaction
based on
service
completion,

Friendship,
Social- contact,

Community-
interest.

keeps a friends
list. Nodes
belonging to
similar
communities are
more likely to
have similar
interests or
capabilities.

Service oriented Comprehensiv
architecture e.
(SOA) based

social loT (SloT)
systems. Devices
have owners and
owners have

many devices.

Each owner

keeps a friends

list. Nodes
belonging to

similar
communities are
more likely to

have similar
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Simulations considering  delete) can be convergence interests or
limited storage had same performedin and accuracy capabilities.
performance as the ones O(logn) time. tradeoff based
with unlimited storage. on

environment

conditions is

left for future

work.

[67] Multiplication for Continuous Fast convergence. - - End-to-end packet End-to-end Wireless sensor  Fuzzy logic
transitivityand  [0,1]. The model reduces forwarding (EPFR):the  packet networks of loT  based trust.
weighted sum of energy consumption ratio between the forwarding  and cyber-
trust values for caused by the presence of numbers of packets (EPFR), physical systems
aggregation. malicious nodes. received by the Energy (CPS). Highly

Eter s fom destination nodestothe  consumption ~ dynamic
BTRM-WSN [206] and number of packets sent by (AEC), topology.
DRBTS [122] in both Lokl o Package

packet delivery ratio and Energy consumption delivery ratio

detection probability of (AEC): the nodes’ energy  (ppR).

malicious nodes. consumption ratio.

Package delivery ratio
(PDR) calculated by packet
loss and packet
retransmissions.

[264]  Muiltiplication for Continuous The framework is scalable - - Experience (EX) metric Experience A fuzzy trust Fuzzy logic
transitivityand  [-1,1] mapped in terms of number of calculation is based on (EX), based access based trust.
fuzzy to three nodes and number of past interactions. When  Knowledge control (FTBAC)
membership linguistic values trust linguistic terms, interaction is successful it | (KN), framework for
function mapped “Low”, without affecting has avalueof +1and a Recommendati loT is discussed.
to three linguistic performance. value of —1 otherwise. The on (RC) It focuses on
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values which are “Average” and 'The simulations show that

in turn used to
create rules that
form overall trust

[344] Multiplication for Continuous

transitivity with
no aggregation
between direct
and indirect
trust.

[369]  Multiplication for Continuous

transitivity and
weighted

”GOOd”

[0,1].

[-1,1].

energy consumption is
less in access control with
FTBAC than without.
Furthermore, residual
energy is higher in access
control with FTBAC than
without.

Its context-aware multi-
service approach
introduces a high level of

final value is relative to
past interactions values
sum.

Knowledge (KN) is
calculated based on
“direct and indirect
knowledge” but the
monitored behavior to
obtain these values is not
discussed.

Recommendation (RC)
metric is calculated with
the use of RC values from
other devices for the
trustee.

Service satisfaction for Service
direct trust is not
discussed in detail. For
recommended trust a
satisfaction level is defined
which depends on
availability, processing
capacity, recovery time.
Connectivity and peak-
load performance.

Service satisfaction:the  Service
service for which the node satisfaction
was evaluated, the

satisfaction.

permissions that
are assignedto a
device based on
the service
provider’s trust
towards this
device.

This trust model Evidence,

is defined in the  experience and
context of reputation
Software as a based trust.
Service (SaaS) in

cloud

environments. It

is perceived, that

a consumer will

ensure the

trustworthiness

of the relevant

service providers

before accessing

a service.

Atrust Evidence,
management  experience,
system forthe  application-
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average for
aggregation but
with centralised
propagation
(only
recommendatio
ns are used).

[330] Onlydirecttrust. Continuous

[-1,1].

[302] No Continuous

recommendatio [-1,1].
ns. Calculations

sophistication in trust
management.

A multi-service approach

is followed.

The MAPE-K control
feedback loop improves
trust level consistence

convergence
time is relative
to the number
of nodes and

show it doesn’t

resources-based capability (negative/positi IoT which takes specific and

of the node at the time of ve).
the service request, the

time at which the service

was requested. How the
service satisfaction is
evaluated depends on the

service.
Service satisfaction is Service
relative to the service for  satisfaction
which the node was (negative/positi
evaluated. Servicesare  ve). The
valued based on their positive/negati
processing and energy ve follows an
requirements. More award/punish
demanding services have ment logic of
a higher weight value. the trustor is
weighted
based on the
above.

The loT sensors send raw | Availability:
data that they collect, and availability of
the representation of the resources,

into similarity-
consideration based trust.
thatan loT

network can

contain different

kinds of devices

providing

different kinds of

services. On this

basis it proposes

a context-aware

and multi-service

approach.

Atrust Evidence,
management  experience,
systemforthe  and application
loT which takes  specific based
into trust.
consideration

thatan loT

network can

contain different

kinds of devices

providing

different kinds of

services. On this

basis it proposes

a multi-service

approach.
This model Evidence and
proposes a experience

framework for  based trust.
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are done on the over time in a highly data differs based inthe  Reliability: a integrating cloud
central TMS dynamic environment as trust metric they are reliable system and loT in order
which receives opposed to the referring to. Examples always todevelop a
raw data from simulations run without include: A sensor that produces cloud-based
sensors. feedback. senses availability would  correct autonomic TMS

send the number of information,  which evaluates

successful ping requests. A Response time: the level of trust

sensor that senses irregularities in inan loT cloud

reliability would send the response time  ecosystem.

Bit Error Rate (BER) of the 'canmeana

target environment. device is

Response time could be  compromised,

evaluated basedonthe  Capacity:

round-trip time and accessibility

capacity based on the and scalability

current sessions of a

device and maximum

number of connections to

a device.

[368]  Multiplication for Continuous He achieves better Asmallfalse  Nodes monitor the activity Trust metrics  This model Evidence and
transitivityand  [0,1]. performance than both positive rateis  of their neighbors.So,a  are belief, proposes a trust- experience
weighted mean resilient-RPL (rRPL) and associated with node x sends a packet to a disbeliefand  based extension based trust.
of evidence for classical-RPL (cRPL) in bad nodes node y to be forwarded. If uncertainty.  of the RPL
aggregation various tests. When the detection. the y forwards the packet They are routing protocol.

network size increases the correctly and timely, x relevant to the
number of bad paths is increases the value of number of
reduced as opposed to positive experiences, positive and
the other otherwise the value of negative
implementations where it negative experiences. experiences.

increases.

In the simulation where
the number of bad nodes
varied the proposed trust
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[154]

[161]

[222]

Indirect trustis  Continuous
not weighted [0,1].

and aggregation

is done through

average of direct

and indirect sum.

Indirect trust is Continuous
not discussed. [0,1].

Subjective: Continuous
Multiplication [0,1].

for transitivity

and weighted

sum for

aggregation.

Objective: The
computation is

RPL (tRPL) has less bad

paths than the other two.
Better packet delivery
ratio.
tRPL can detect 80% of
bad nodes successfully.
Simulations show thatit - This model For the ERNT metric Extended RPL | This model Comprehensiv
avoids malicious paths uses additional computations nodes Node proposes an e.
better than classical RPL. hardware monitor their neighbors  Trustworthines alternative
embeddedin for selfishness, energy, s (ERNT) scheme for the
every device and honesty. RPL protocol.
for security
computations
and processing.
It achieves high levels The use of T- This model  For the ERNT metric ~ Extended RPL This model Comprehensi
of security. IDS is uses nodes are monitored  Node considers the ve.
resource- additional for honesty, energy Trustworthin work of [154]
demanding in hardware and mobility. ess (ERNT)  and extends it
both storage embedded in by proposing a
and every device trust-based IDS
communicati for security (T-IDS).
on overhead. computations
and
processing.
In the simulations with - - Subjective: Subjective/O Trustworthines Comprehensi
Class 1 malicious bjective: s for the social ve.

Feedback: each node

objects, both . Feedback, loT. Two

R evaluates the service
Subjective and . . . _|Total number separate

AR received with a value in
Objective models [0,1] of models are
outeperform TVM/DTC o transactions, proposed,
[206] and TidalTrust Credibility, namely,
[160] models. Transaction Subjective and

factor, Objective
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done by a
dedicated node
based on
feedback by
the other
nodes and
nodes retrieve
trust values
fromit. The
feedbacks are
weighted
based on the
credibility and
transaction
factor metrics.

Total number of
transactions between
two nodes.

Credibility: the
credibility of the
recommender is based
on the direct trust of
the recommendation
receiver towards the
recommender and the
centrality of the
recommender.

Transaction factor: the
relevance of a
transaction considered
between two nodes to
discriminate relevant
from irrelevant ones.

Relationship factor:
based on the nature of
the relationship
between two nodes
different values are
assigned. The
relationships include
but are not limited to
ownership object
relationship and co-
location object
relationship.

Notion of centrality is
based on the sequence

Relationship | Trustworthines
factor, Notions.

of centrality,

Computation

capability.

Copyright ® Cyber-Trust Consortium. All rights reserved.

90



CysB ST
D5.1 State-of-the-art on proactive technologies

of social links that form
the path between the
two nodes.

Computation
capability: Objects with
greater computation
capabilities are
considered as more
capable of malicious
activities. Objects are
divided in two classes.
Class 1 includes objects
with great
computational
capabilities, such as
smartphones. Class 2
includes objects with
only sensing
capabilities, such as a
sensor.

Objective:

Feedback: same as in
Subjective.

Total number of
transactions: same as
in Subjective.

Credibility: depends on
relationship factor,
computation
capabilities and total
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[303] Dempster-
shafer: based
on an
algorithm.

Verification od
interaction
proof (VIP):
based on a
ratio of the

Dempster- Fast trust convergence. -
Shafer:
{Trusted,

Malfunctioni
ng, Malicious} Both Dempster-Shafer

and VIP outperform the

Able to support large
scale RFID applications.

Verification .
. . Bayes-based scheme in
of interaction
convergence speed,
proof: .
. malicious event
Continuous

detection rate.

positive/negati [0,1].

ve interactions
a reader had.

number of
transactions.

Transaction factor:
same as in Subjective.

Relationship factor:
same as in Subjective.

Notion of centrality: is
based on the number
of times the node
requested a service,
the number of times it
acted as an
intermediate node in a
transaction, and how
many times is has
provided a service.

Computation
capability: same as in
Subjective.

Behavior: Discarding  Dempster-
data, Tampering with  Shafer:
data, Replaying or Behavior.

el et Verification

Positive interactions:  of interaction

RFID tag rates a reader proof (VIP):

with O for negative and Ratio of

1 for positive. positive
interactions.

This model Evidence,
proposes a experience
trust and
management reputation
system for based.

multi-domain
RFID systems.
The RFID
system model
consists of one
or more
domains and
each domain
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includes RFID
tags, RFID
readers,
authentication
centers and an
administration
center. A
centralized
trust
propagation
approach is
followed.
[175] Adaptive Not clarified. The proposed model Behavioral trust: Behavioral  This model Comprehensi
neuro-fuzzy (pg. 8-9) TMM outperformed Relative frequency trust: Relative proposes a ve.
inference. TRM [67] in both interaction: relative to frequency Neuro-Fuzzy
packet forwarding ratio the number of interaction, based Brain-
and energy efficiency. interactions between Intimacy, inspired trust
the nodes and the total Honesty. management
It also outperformed . .
number of interactions model for
AODV and trusted- ] Data trust:
. with other nodes over . cloud based
AODV in throughput. . Direct,
the same period of Indirect loT
TMM has higher time. ' architectures
accuracy and f- Intimacy: relative to security and
measure than a model . v: . . data reliability.
. . the time of interaction
using a fuzzy inference
. between two nodes
system instead of the dth lati
adaptive neuro-fuzzy a‘n e‘cumu a' Ve
) time of interactions
inference system. ,
with other nodes.
Honesty: based on the
numbers of successful
and unsuccessful
interactions.
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[340]

Recommendati Continuous

ons are
computed and
provided in a
centralized
manner.
Objective
information
entropy theory
is used for
transitivity.
Weighted sum
for
aggregation.

It achieves better
global convergence
time and task failure
ratio than PSM and

DRM [337].

It’s lightweight in terms

of complexity.

Space
complexity
(communicati
on
overhead):
3*m*n*§, m:
number of
clusters, n:
size of
clusters, 6:
the maximum
number of
trust
computing
for a given At.

Time
complexity:
the total time
complexity of
overall trust
evaluation is
O(n?).

Data trust: deviation of
node’s current data
from the historical data
of the node. In both
direct and indirect
evaluations.

After each transaction, Service

each participating node satisfaction.

evaluates the other
node based on service
completion and sends
the value to the broker.

This model
proposes a
trust
computing
mechanism
specifically
designed for
loT edge
computing.

Evidence,
experience
and
reputation

based trust.
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3.3.2  Trust management architectures

In section 3.3.1 we have reviewed the existing trust management systems and their features. In this section,
we survey the relevant trust management architectures, which dictate how the TMS components are
deployed in the target network, the relationships between the components and the information flows. A
trust management system involves a number of different components that are involved in the various
activities taking place within the system; taking into account the aspects of trust models identified in section
3.3.1, we can identify the following types of components:

1. Data collection components. These components collect the necessary data for performing trust
assessment, which range from consumer satisfaction, QoS aspects, suspicious/dishonest behavior
and so forth.

2. Data storage components. These components store the data collected by data collection
components and make them available for trust calculations.

3. Trust calculation components, which extract the data from data storage components and calculate
trust. In this process, they may query other trust calculation components regarding their trust
assessments and use the replies in their computation.

4. Trust consumers, which query trust calculation components regarding trust assessments and use the
obtained values for implementing security policies.

While data collection and storage components as well as trust consumers are typically dispersed across the
network, trust calculation components are laid out according to different paradigms, and these layouts
characterize the trust management system architecture. Overall, the following categories are identified for
trust management architectures: (a) centralized, (b) hierarchical, (c) distributed/Peer to peer. In the following
subsections we elaborate on each of the categories, presenting its features and prominent application cases.

Dynamic Trust Monitor

Provider’s Deviated

Trust Values Provider’s Past Trust Values

Service Cloud Service Registry and Discovery Service
Consumer Provider

Service ) . Service
Serv er Trust History . |—
Consumer Provider

h

Consumers’ and

Providers’ Trust Value Providers’ Credible Value

Feedback based on QoS & SLA Feedback based on QoS & SLA

Trust Calculator <

Figure 3.8. A centralized trust management system architecture

3.3.2.1 Centralized

The centralized architecture paradigm involves a unique trust management authority, which collects all the
information necessary for trust calculation and computes the trust score for entities. Then, interested parties
can query the trust score of entities, subject to suitable authorization.
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Centralized systems are known to have scalability and reliability issues, hence only few systems have been
reported in the literature to follow this paradigm. Figure 3.8 presents a reference centralized TMS
architecture from [214]. In this architecture, a single trust calculator collects all the metrics related to trust
computation and computes the trust metric for entities. Both service providers and consumers are assigned
a trust score (credibility): the trust score assigned to service consumers moderates the weight of the trust
metrics they contribute to the system.

3.3.2.2 Hierarchical

The hierarchical architecture paradigm identifies clusters of nodes, where each cluster elects a coordinator.
Nodes within a cluster liaise with the coordinator, exchanging observations, metrics and trust values; the
coordinator is responsible for synthesizing the trust assessments of the nodes within the cluster it
coordinates into a comprehensive trust score and for communicating with other coordinators to exchange
trust values. Hierarchical architectures are well-suited for loT infrastructures, where nodes with limited
resources are placed under the coordination of the corresponding gateway node, which is more resource-
rich and can host resource-intensive operations. Respectively, trust assessments are generally performed
having available more detailed local data (measurements and observations obtained and collected at cluster
level) whereas inter-cluster communications are limited to the exchange of either trust assessments or data
summaries, rather than detailed data.

Nodes in hierarchical systems may be organized across multiple levels of hierarchy. In this line, [331]
describes an architecture where nodes are clustered into autonomic nodes, and autonomic node contains
multiple autonomic Decision Entities (DEs). In turn, A DE is introduced in the Generic Autonomic Network
Architecture (GANA) designed to follow hierarchical, sibling and peering relationships with other DEs within
a node or network. It collects information from peering DEs or sibling DEs, makes decisions and manages
Managed Entities (MEs) at a lower level i.e., the level of abstracted networking functions. DE is the element
that drives the control-loop over the MEs and implements the self-* functionalities e.g., self-configuration,
self-monitoring, self-healing.
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Figure 3.9. Internal structure of a cluster [176]
Figure 3.9 presents the internal structure of a cluster, as per the design reported in [176], whereas Figure

3.10 depicts the organization of multiple clusters into a hierarchical trust management system [331]. [120] is
also an example of a hierarchical architecture, applied in peer-to-peer nodes having super-peers.
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Figure 3.10. Integration of multiple clusters into a hierarchical trust management system [331]

3.3.2.3 Distributed/Peer to peer

In this architectural paradigm trust management components are dispersed across the network and operate
autonomously. Each node makes its own observations and measurements, and maintains them into a local
database. Nodes may also request from other peer nodes either detailed measurements and observations
or synopses of measurements of measurements and observations, or trust assessments; then, they compute
a trust score for other entities, synthesizing their own data and the data they have received.
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Figure 3.11. Components within a peer node participating in a TMS [138]

Figure 3.11 illustrates the components within a peer node participating in a TMS. The node itself responds to
requests from other nodes for trust assessments (and provisionally other data), while it can become itself a
client to other nodes, requesting trust assessments (and provisionally other data).

The distributed/peer to peer paradigm is the most widely used in the literature: [138], [86], [129], [128],
[284], [151] are typical cases where this paradigm is used.
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3.4 Trust management systems

In the previous subsections, we have surveyed of trust management methods, protocols, algorithms and
architectures; in this section, we examine trust management implementations, focusing on the open source
implementations, which could be used as a basis for the implementation of the Cyber-Trust TMS. To this end,
we have performed extensive searches in the major open source repositories, namely GitHub?' and
SourceForge??. For each of the trust management systems located, we performed an initial assessment,
dropping those repositories that were incomplete or not adequately populated (i.e., contained only a few
files or only documentation with no concrete implementations). Subsequently for the remaining
implementations, we considered the following aspects:

1. Domain of use. The intended domain of use for the software was assessed, examining whether the
system was oriented to the computer security trust domain or other trust domains with different
concepts and requirements; in particular, many systems were oriented towards financial trust, not
being thus suitable for use within the Cyber-Trust project.

2. Functionality. The functionality offered by the system was analyzed, considering whether REST/web
service/remotely invokable APIs are offered, the existence of Uls and in particular web-based Uls and
the algorithms implemented.

3. Extensibility, modifiability, active support and documentation. These properties are required for
adaptation of a system to the needs to Cyber-Trust to be accommodated. Extensibility and
modifiability are contextualized for the Cyber-Trust project, considering the expertise of the
consortium in the implementation language and environment.

4. Deployability to Cyber-Trust target platforms. The Cyber-Trust system specifications dictate that TMS
instances will be running on data centers, smart gateways and smartphones; each deployment target
has its own runtime environments and resource capabilities and TMS implementations should be
able to run efficiently on top of all these deployment targets.

In the following paragraphs, we present the open source TMS implementations surveyed. Systems designed
for use in other domains, and therefore not being useful for the context of Cyber-Trust are briefly described
in subsection 3.4.8.

34.1 Soutei

Soutei (https://sourceforge.net/projects/soutei/) is a trust-management system for access control in
distributed systems. Soutei policies and credentials are written in a declarative logic-based language. Soutei
policies are modular, concise, readable, supporting conditional delegation. Policies in Soutei support
verification, and, despite the simplicity of the language, express role- and attribute-based access control lists,
and conditional delegation. They support policy verification, and, despite the simplicity of the language,
express role- and attribute-based access control lists, and conditional delegation.

Soutei provides a number of interesting concepts, and may model, among others, role-based access control,
capabilities, policies predicated on time and lists, trees, organizational charts & partial orders. It provides a
TCP server hence functionalities can be remotely invokable. Its documentation however is limited, hindering
installation, configuration and maintainability. The Cyber-Trust consortium does not have adequate
experience with the Haskell language, hence the extension and maintenance of the software will be further
hindered. The provided implementation is almost 10 years old and in many aspects it is incompatible with
the recent developments of the Haskell language; Soutei does not compile and run successfully under the
recent versions of the Haskell compiler; it has been found to compile successfully under version 6.8.3 of the
Haskell compiler, which is severely outdated and may contain functionality or security issues. Finally, running

21 https://github.com/

22 https://sourceforge.net/
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Haskell on Android devices, which is a significant target for the Cyber-Trust project, has only been reported
in 2018, and requires the use of low-level techniques, such as Java Native Interface (JNI) or the Native
Development Kit (NDK) [140] which introduces an additional set of required programming skills and another
level of mapping which increases the probability of errors. The requirement to use version 6.8.3 of the Haskell
compiler will probably introduce additional compatibility issues with the Android platform.

Considering the above, Soutei is not a prospective candidate for use in the Cyber-Trust project.

3.4.2  Trust guard

Trust Guard (https://github.com/blatyo/trust gaurd) is an implementation of an algorithm for countering
vulnerabilities in reputation management for decentralized overlay networks, introduced in [228]. This
implementation dates back 9 years and is reported by the author as “untested”. It includes some code on
how trust values are computed/updated according to newly arriving information and old estimates decay
with time in favor of new information. The implementations are simple and can be directly derived from the
reference paper [228]. No server is provided, hence no remote invocation is possible; only running through
the command-line is supported. Obviously, the implementations can be wrapped within web service
containers, however considering the simple nature of the implementations and the fact that the project is
untested, the benefits from using the Trust Guard are minimal and additionally introduce the need for testing
and binding to the Ruby platform.

Considering the above, Trust Guard is not a prospective candidate for use in the Cyber-Trust project.

3.4.3 pyKeynote/keynote library

pyKeynote (https://github.com/argp/pykeynote) is a Python extension module for the KeyNote trust
management system [208]. It provides a high-level object-oriented interface to the KeyNote trust
management API. The implementation is very outdated, with its last update dating back 12 years, and it relies
on the keynote library (http://www1.cs.columbia.edu/~angelos/keynote.html) which dates back at an even
older timepoint (2000). Some concepts of the keynote library —which is written in C-, including assertions and
grants are usable. The C library accommodates provisions for local invocations, it could however be wrapped
under remotely invokable containers.

Considering the above, the concepts of the Keynote library will be examined for inclusion in the Cyber-Trust
TMS implementation, and possibly some code can be ported to the TMS implementation language.

3.4.4  SAFE

SAFE (https://github.com/wowmsi/safe) is an integrated system for managing trust using a logic-based
declarative language. Logical trust systems authorize each request by constructing a proof from a context---
a set of authenticated logic statements representing credentials and policies issued by various principals in a
networked system. Two informal publications ([334] and [273]) describe the theoretical and practical basis
of the system. SAFE aims to address the problem of managing proof contexts: identifying, validating, and
assembling the credentials and policies that are relevant to each trust decision. The approach of SAFE to
managing proof contexts is using context linking and caching. Credentials and policies are stored as certified
logic sets named by secure identifiers in a shared key-value store. SAFE offers language constructs to build
and modify logic sets, link sets to form unions, pass them by reference, and add them to proof contexts. SAFE
fetches and validates credential sets on demand and caches them in the authorizer. We evaluate and discuss
our experience using SAFE to build secure services based on case studies drawn from practice: a secure name
service resolver, a secure proxy shim for a key value store, and an authorization module for a networked
infrastructure-as-a-service system with a federated trust structure [334], [273].

The SAFE implementation is distributed under the Apache 2.0 license, which is permissive, so it can be reused,
either as a whole or at the level of selected portions. Scala implementations can be run on Android
(https://scala-android.org/) with a small footprint, however more extensive tests should be made to
determine the footprint of the particular implementation.
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The code implementing SAFE has some high-level documentation regarding the architecture, however the
documentation on compiling and running the code is lacking. No executable commands or relevant sources
are present in the default distribution, hence execution procedures cannot be determined. The code
implementing the SAFE TMS lacks comments, therefore code modifiability and extensibility is low.

Considering the above, the concepts of the SAFE TMS will be examined for inclusion in the Cyber-Trust TMS
implementation, and possibly some tools can be accommodated in the Cyber-Trust TMS implementation, the
code base however will not be used on an “as-is” basis.

3.45 TMLib

The tmlib system (https://github.com/pchapin/tmlib) is a library of functions that allow applications to
support trust management style distributed authorization. The TMIib library is reported to provide an
administrative application that can be used to create and manually verify certificates in multiple certificate
formats. In addition this library provides functions for performing a proof of compliance computation that
can be used in any application that wishes to use trust management services.

TMLib assumes that the participating nodes specify local policies and encrypts the communication between
nodes. Node identity is proved by means of certificates. Fundamentally TMLib is a library of functions that
can be called by an application that is interested in trust management services. However, there are a number
of administrative tasks that any node must support in order for the system to be usable. Accordingly, TMLib
comes with an administrative application that allows its user to perform certificate creation, managing of
public key and policy databases, as well as executing test queries and setting policy dissemination rules.

TMLib has an undocumented dependency on an ACO project (presumably ant colony optimization) written
in ADA; however, no such open-source project or relevant files could be located. Hence. It was not possible
to compile and test the project. Furthermore, consortium expertise with ADA is very limited, hindering thus
modifiability and extensibility. Considering additionally the lack of documentation, TMLib is not a prospective
candidate for basing the Cyber-Trust TMS implementation.

3.4.6  Cloud trust protocol daemon

The Cloud Trust Protocol Daemon (https://github.com/CloudSecurityAlliancePublic/ctpd) is a prototype
server implementing the Cloud Security Alliance's Cloud Trust Protocol. The Cloud Trust Protocol (CTP) is
designed to be a mechanism by which cloud service customers can ask for and receive information related
to the security of the services they use in the cloud, promoting transparency and trust. This prototype called
ctpd is a Unix-style server written in Go with mongodb as a database backend. It has been tested on
Ubundtu/Debian Linux and Mac OS X. The code of ctpd is reported to be still in 'beta' stage and is mainly
intended for testing and research purposes.

ctpd aims to fully implement the CTP data model and API [58], as well as the non-official CTP 'back office' API
[59]. This API includes provisions for managing the concepts of:

e service views: represents a service offered to a specific customer under the responsibility of a single
provider. This service is usually described in a SLA or service interface. A service-view encompasses
a set of assets.

e Assets: used to represent any tangible or intangible element of a cloud information system, such as
for example simple APl URLs, storage, processor cores or compute instances, databases, full blown
platforms, etc. A set of attributes is attached to an asset.

e Attributes: used to represent characteristic of an asset that can be evaluated quantitatively or

qualitatively and is identified with a distinct name (e.g., “availability”, “incident response”, etc.).
Associating a value with a security attribute requires the specification of a measurement.

e Metrics: a standard of measurement, which will be referenced in measurements. A metric is typically
specified in an external document that describes in human readable form the conditions and the
rules for performing the measurement and for understanding the results of a measurement.
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e Measurement, which describes how a specific attribute is evaluated, using a specific metric.

e Triggers, which enable cloud service customers to receive notifications when specific conditions are
met. A trigger is a conditional expression on the measured value of a security attribute.

e Log entries, which are generated by triggers.

e Dependencies, which are used to describe relationships between different cloud services that are
associated together to form a cloud supply chain.

Notably, the Cloud Trust Protocol Daemon does not compute any trust or risk metric: its purpose is to manage
the concepts listed above, which can be used (among others) in the formulation of trust scores, the delivery
of notifications (through triggers) and the creation of persistent log entries. However, it should be noted that
triggers are not fully implemented (trigger deletion is lacking), and XMPP-based notifications (through which
notifications raised by triggers are delivered) are not implemented at all (c.f. [57]).

Under this view, the utility of CPTD for the implementation of the Cyber-Trust TMS is limited, and will not be
further considered towards this direction.

3.4.7 Retrust

Retrust (https://github.com/liamzebedee/retrust) is a work-in-progress protocol for decentralized
reputation/trust, based on Evidence-Based Subjective Logic (EBSL) [38]. The model is based on capturing
interactions between nodes in the form (source, target, value), with value being > 0 for trusted interactions
and < 0 for negative interactions. In this model, trusted friends/seeds need not be specified or explicitly
maintained, since this information is automatically derived from interactions. An application-agnostic mode
is also considered, in which reputation is a subjective-logic opinion of (belief, disbelief, uncertainty) that can
model any quality of reliability in interaction. Naturally, the implementation should provide implementations
of the methods computing the reputation of entities: the reputation for an entity is perspective-specific, i.e.
a single entity may be assigned multiple reputation scores, depending on the perspective under which it is
evaluated. The perspective may be a self-view, the individual view of another entity or the view of a group
of other entities (e.g. all entities belonging to a specific entity category such as servers within the
demilitarized zone, or entities bound together with any arbitrary criterion).

The implementation is command-line based, therefore it is oriented towards single runs that retrieve
interactions/evidence for entities, compute the results and display them and/or generate graphical
representations for them. This means that substantial development effort should be put into modifying the
code so as to provide server-type operation, i.e. daemonize the code and render it capable to responding to
REST calls as well as receiving from third parties and maintaining trusted notifications regarding evidence, on
which reputation computation will be based. Considerations also exist regarding the efficiency of the code:
a simple simulation involving 10 “good” nodes, 20 “bad” nodes and 20 “Sybil” nodes, and having few
interactions between nodes, 15.5 seconds were needed to run it on a Linux server with one 6-core Xeon E5-
2420@1.90GHz CPU and 8GB of memory, and requiring a virtual memory size of 1.15GB (albeit the resident
set was only 80MB; the required size of virtual memory can pose problems in mobile or —-more generally-
resource-constrained devices).

The concepts used in Retrust and the code implementing these concepts will be further examined for
potential exploitation in the Cyber-Trust TMS implementation.

3.4.8 Systems in other domains of use

The Linux SGX Trust Management Framework (https://github.com/IBM/sgx-trust-management) is a system
for supporting the Software Guard Extension technology, available in Skylake and later processors. SGX
technology supports the creation of enclaves, i.e., secure memory regions that are protecteded with
hardware encryption in the system-on-chip (SoC). In more detail, according to the SGX framework, the data
exists in unencrypted format only inside the processor. Before being written to the main memory it is
encrypted by the SoC and then decrypted by the SoC when fetched from the main memory.
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TrustApp (https://github.com/dedicatedvivek/TrustApp) is a financial risk assessment application, with its
core model involving banks and expenses. Furthermore, it lacks documentation and the code does not readily
run on Unix due to some non-portable convensions.

TrustFeatures (https://github.com/hashinclude-co-in/kamban.org) is oriented towards NGO members and
volunteer management; to this end it includes features such as contact management, survey management,
event management, inventory management and task management. These aspects do not intersect with the
functionalities needed in the context of Cyber-Trust.

Imob (https://github.com/zeqing-guo/imob) claims to implement “an identity and trust relationship
management on blockchain for loT”, however no relevant functionalities or documentation are implemented
in the code.

Trust Management System (https://github.com/shiwenbo/Trust-Management-System) accommodates the
concept of nodes that are verified by credentials and assume roles, however there is no notion of trust and
risk metric computation.

The Tennessee Risk Management Trust (https://github.com/lindseyemaddox/tnrmt) is oriented towards
economic insurance, and its core concepts are loss control, property and liability, tort liability etc. In this
respect, its scope does not intersect with the functionalities needed in the context of Cyber-Trust.

The CA system (https://github.com/pontiflex/trustme/tree/master/CA) is a web-based application,
appearing to suite the management of certificates. Its functionality is limited, with a very limited overlap with
the functionalities needed in the context of Cyber-Trust, while issues exist in the setup process and no
updates have been provided for 6 years.

Trust composer (https://github.com/ricktobacco/trust-composer) is a web application for demonstrating a
secure trust composer on blockchain using Hyperledger composer. The model realized by Trust composer
involves claims for service/resource accesses issued by users; these claims are supported by proofs, whereas
assessors are a specific subclass of users that provide guarantees to support a user’s claims. Finally, services
maintain a trust balance of users they manage and consider claims, together with associated proofs and
assessor-issued guarantees to accept or deny requests. In more detail:

e Users are the super class of all other participants. They have a name and may create claim request
assets, which may be further used to build trust for exchange against access balances with services.

e ssuers issue claim receipts based on users' requests, upon examination of proofs therein. They are
the super class of services, subclass of assessors, and have a list of assessors operating on their behalf.

e Services upload resources with their associated access costs, and maintain a list of balances for the
users that have requested access and also been granted trusts by assessors operating on behalf of
the service.

e Assessors operate on behalf of services and issuers to package claim receipts, and assign levels of
trust according to their own weights for various claim definitions (based on their verification
specializations).

The example usage listed in the TrustComposer distribution is oriented towards the economics domain,
persons submitting claims for damages they sustained from disasters or hospitals (as service providers)
considers level of guarantee from assessors (e.g., insurance companies) to grant resources, some concepts
might be used in the Cyber-Trust TMS; however, implementations that are closer to the Cyber-Trust domain,
like SAFE and TMlib, provide more direct analogies, hence TrustComposer will not be further considered.

3.5 Trust and risk aware defense

Trust and risk metrics can be exploited in the context of defending against attacks. This exploitation may span
across the whole defense activity spectrum, i.e.:
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1. Response to simple, one-step attacks. Many attacks are simple, one-off attempts to exploit known
vulnerabilities of a system/subsystem, with a goal of obtaining or elevating access to the particular
system/subsystem. In these cases, defense actions typically involve the rejection of the offending
activities, while responses may also escalate to blacklisting the attacker IP for a period of time; the
scope of blacklisting may be (i) the specific service that sustained the attack, (b) the machine that
hosts the service (e.g. fail2ban]) (c) the subnet within which the target machine resides or (d) the
whole enterprise network. Forensic information collection can be also performed in the context of
the response and alerts to incident response teams can be issued.

2. Response to complex, multi-step attacks. Contemporary attacks may include highly sophisticated
sequences of malicious activities, comprising multiple steps that form attack paths [29]. In these
cases, the goal of the attacker lies beyond the initially attacked service or system (probably at a more
valuable asset), and the defense strategy should be crafted towards exploiting the information
extracted from the attack patterns and the trust and risk scores to safeguard the most important
assets of the organization. Attack and defense graphs [91], [323] are the predominant tools for
modeling these types of attacks and deriving the appropriate defense actions.

3. Performing risk analysis and prioritizing proactive risk mitigation actions. In this context, trust and
risk scores are used to determine the overall risk that existing vulnerabilities pose to the
organizational assets; this information can be then exploited to prioritize defense actions, so that the
available security budget can be directed to mitigation actions that will minimize the overall residual
risk, or determine the security budget that should be afforded to confine the residual risk to
acceptable levels.

These three response categories roughly correspond to the classification of responses to immediate, short-
term and long-term reactions listed in [323]. In the subsections paragraphs we examine in more detail the
exploitation of trust and risk scores for the cases of responding to simple, one-step attacks (subsection 3.5.1)
and for determining proactive defense measures (subsection 3.5.2). The case of responding to complex-
multi-step attacks is discussed in detail in Section 4, “Game-theoretic cyber-defense framework”.

3.5.1 Use of trust and risk for simple attack mitigation

As discussed in section 3.2, attacks may be flagged due to different observations: (i) activities performed by
a device can be determined to be non-compliant as compared to a “ground truth”/”golden standard”
behavior (e.g. as prescribed by a MUD file [88]); (ii) activities or an activity stream executed by the device can
be found to be deviant from a dynamically built model; or (iii) activities performed by a device can be found
to match known attack signature patterns.

When mitigating an attack flagged to originate from a specific device, the trust and risk assessment of the
particular device can be expected to play a role of varying weight, depending on the method that has been
used to flag the attack. More specifically:

i If the attack has been flagged due to a deviation from a “ground truth”/”golden standard” behavior,
then by virtue of the baseline’s nature, the flagging is known to be accurate; therefore, it is expected
that of activities associated with the attack will be rejected (e.g. network packets will be dropped),
regardless of the trust level that was known to be effective for the offending device prior to the
attack detection. The device trust level as well as the risk level associated with the attack may
however moderate the escalation of defense measures: for example a device with low trust may be
blacklisted for a longer period of time, or at a wider scope than a device with a high trust level.
Similarly, attacks that pose high risks may result to prolonged or wider-range blacklistings than low-
risk attacks. Analogous provisions can be made for incident response team alerting. The way that risk
level moderates escalation is preferably defined at a policy level, since policies guarantee easier
comprehensibility, modifiability validation and consistency checking [379], whereas suitable policy
instantiation engines can render the policy specifications actionable [380].

ii. If the attack has been flagged due to a deviation from a dynamically built model, then the trust level
known to be in effect for the offending device prior to the attack can play a more significant role in
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determining how the attack will be handled. This is due to the fact that dynamic model-based
detection techniques are known to be prone to false positives, hence we can consider than the
probability that the detection is due to a false positive is higher when the offending device is trusted
to be benign, being correspondingly lower when the offending device is untrusted. This can be
formally expressed as

trust(D,) > trust(D,) = p(falsePositive (a, Dl)) > p(falsePositive (a, Dl))

where D; and D; are devices and a is a specific attack flagging. This directly stems from the definitions
of trust, such as the ones in [43], where trust is defined as “An attitude of confident expectation in
an online situation of risk that one’s vulnerabilities will not be exploited”, hence the confidence
placed on a highly trusted device that it will not exploit the vulnerabilities of another device is still
considered in the presence of indications, as is the case of behavior-based flaggings, as contrasted to
the case of “hard evidence”, such as the deviations from a “golden standard” behavior. In the cases
that an attack flagging a based on behavior-based detection can be associated with a confidence
conf(a) [378], we can compute a trust-aware confidence metric for the attack flagging, conf:(a) =
f(conf(a), trust(D:)), where D; is the device flagged as the attack source and f is the combination
function. Should the conf:(a) metric surpass some policy-specified threshold, then the attack-related
packets will be dropped. Analogously, the risk metrics and relevant activities may be moderated by
the offending device trust assessment, since they affect the belief that the attack has actually took
place.

It has to be stressed here that adopting a security policy dictating that the device trust level
moderates the moderates attack flagging procedure presupposes that a strong identity mechanism
is employed in the context of attack source and device trust determination, since the attacker may
try to spoof the identity of a trusted device in order to evade attack flagging and successfully proceed
with the attack.

iii. If the attack has been flagged due to attack pattern matching, then the extent to which the trust level
of the offending device will be taken into account depends on the level of confidence assigned to the
recommendations of the signature-based scanner that flagged the attack. While attack signature-
based detection is known to have a lower false-positive detection rate than dynamic model-based
ones, especially if additional flagging criteria are added to simple pattern matching, such as stateful
pattern matching and protocol decode-based analysis [381], in all cases a tradeoff exists between
false positive and false negative rates, as shown in Figure 3.12 (adapted from [382]). Generally
however, we do not expect that the detection threshold is set to a high value, since this would allow
many actual attacks to evade detection. Therefore, similarly to the case of dynamically built models
presented above, we can consider that when an attack is flagged to originate from a device with a
high trust level it is more probable to be a false positive, rather than when a similar attack flagging
relates to a device with a low trust level. Again, a strong identity mechanism should be employed in
the context of attack source and device trust determination, to mitigate attacker efforts to spoof the
identities of trusted devices. Analogously, the risk metrics and relevant activities may be moderated
by the offending device trust assessment, since they affect the belief that the attack has actually took
place.

Using the confidence level in attack flagging procedures can tackle some deficiencies of standard
false positive elimination techniques, which ultimately resolve to deactivating certain detection
patterns [383]: indeed, if —according to the standard practices— a detection criterion is deactivated
to accommodate access for a device that is known to be benign, the attacks related to the deactivated
patterns can be launched by any device, either deemed as benign or not. On the other hand, trusted
devices that are compromised but have not yet been detected to be so, can be allowed to launch
attacks, since the belief that an attack is actually launched will be lowered, due to the fact that the
device trust level is (incorrectly) high. To this end, repetitive flaggings related to device with high
trust can be set to automatically demote the device trust level or at least be examined to determine
whether they actually correspond to attacks or not.
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Figure 3.12. Detection threshold effect on false positive and false negative detection rate.

3.5.2

Deliverable D2.5 [60, §6.2] has already made an introduction to dynamic risk modeling as a way to deal with
the drawbacks associated with the conventional risk models. Such risk management frameworks are based
on graphical security models (GrSM), and in particular on attack graphs —commonly Bayesian attack graphs
(BAG) as in Figure 3.13— and probabilistic techniques to model and assess the identified risks.

Use of trust and risk for proactive defense

S:
LCPD 0.70 0.30
Prior probability Pr[S:] =0.70
cyber-attacker
0.86 0.39

Sz S3 1 086 0.14
0 000 1.00

CVE-2012-2526 CVE-2013-4465 B
in FTP server in FTP server Pr(s.] = 0.60
1 0.39 0.61
crafted RDP packets upload a file having 0 0.00  1.00
A; will trigger access to A; Pr[Ss] =0.27

a deleted object extension, as .exe
—OR-
0.20 0.80
Exploit 1 1 0.80 0.20
s 1 0 020 0.80
4

Vulnerability 0 1 0.80 020
0 0 0.00 0.00
Threat execution Pr[Ss] = 0.29

Figure 3.13. An example attack graph with the probability of successful attacks as labels

In order to perform risk analysis in BAGs a number of system attributes S= {1, %, ..., S»} are identified, which
are defined based on the so-called attribute-templates [246]: these are a combination of generic properties,
such as system vulnerabilities, insecure system/network properties, access privileges, etc. Each attribute S;
is binary-valued, True (1) or False (0), and if seen as a Bernoulli random variable it is also given a probability
Pr[ S]] for the attribute S;to hold true. Moreover, a number of atomic attacks A= {41, Az, ..., Am} are defined
as mappings 4;: S X S — [0,1]; each attack A; allows the attacker to compromise (with a nonzero success
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probability) an attribute Sp,s¢ € S (that depends on 1), called post-condition, starting from a pre-condition
Spre €S (again depending on ). The realization of 4;is associated with the use of an exploit e;and thus

Ai(Spre:Spost) = Pr[ei]

where Prle;] is the probability of successful exploitation; by convention we have that Pr[e;] = 0 whenever
Spre = 0. Various ways to assign a value to Pr[e;], which are based on information obtained from the CVSS,
have been reviewed in deliverable D2.5 [60]. The attribute S is called parent node of Sy, and is denoted
as Spre = Pa(Spost); Note that an attribute S; may have multiple parent nodes that are combined according
to d; € {AND, OR}.

Formally, the Bayesian attack graph is the tuple BAG = (S, 7, €, P), where 7 € S X S defines the underlying
graph structure, gis the set of tuples of the form (S;, d;) with the variable d; defining how the parent nodes
of S;are combined, and Pis a set of the discrete local conditional probability distribution (LCPD) functions
representing the values of Pr[S;|Pa(S;)]. The computations of the LCPD for the example attack graph are
also shown in Figure 3.13. These are computed according to the following equations [246]:

Prle;], ifd; = AND,
SjEPa(SL')

1—1_[ 1—Prle]), ifd; = OR.
| sjePa(sL-)( rlg]), ifd;

In the former case (the AND operator), the LCPD equals zero if S; = 0 for at least one S; € Pa(S;), whereas
in the latter case (the OR operator), the LCPD is equal to zero if §; = 0 for all S; € Pa(S$;), since S; = 0 implies
Pr[ej] = 0.

Pr[S;|Pa(S;)] =

In order to utilize the above framework to proactively defend a network/system against the possible cyber-
attacks, a security administrator should devise a security plan that selects appropriate security controls in the
set C={@, G, ..., (i} to mitigate the identified vulnerabilities and to minimize the expected probability of
successful exploitation; clearly, for each security control C; € C there should exist §; € S such that it holds

Pr[s;|Pa(sy), ¢; = 1] < Pr[s;|Pa(sy), ¢; = 0].

If the above inequality holds, then the attribute S; is in the coverage of the control C;, and this is denoted by
(Si, Cj) €EANC SXC,i.e. Arepresents the new edges between the controls and the attributes of the graph.
Each security control C; € C has an associated implementation cost V; > 0 and can be included or not to the
security plan; this is represented by the binary variable M; € {0,1}. Hence, the overall cost of the security

plan is given by the expression

j=1

A business-oriented approach to modelling the impact U; € R that an attribute S; has to an organization is
given in [246], by considering the potential loss/damage L; that has to be paid when S; gets compromised,
and the potential gain G; if S; is not compromised; overall, the impact is defined as

Ui = (1 —Pr[S;]) G; — Pr[S;] L;

where Pr[S;] is the unconditional probability (and actually computed as Pr[Si|Cj] if (Sl-, Cj) € /A depending
on the security plan). Clearly the above definition of the impact can be well-adjusted to utilize measurable
security properties, e.g. coming from the CVSS standard, that would allow making the computation of the
whole risk mitigation problem more automated and objective. From the above we derive overall impact is
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n

U - z Ul' .
i=1

As a result, a security administrator can subsequently formulate an optimization problem that maximizes the

objective function or reward that is defined as R = wU — (1 — w)V, for a design parameter w € [0,1] that
signifies the importance of each control factor. Algorithms for solving the problem

M = argmaxyeeo 13k R

where R := R(M) and M € {0,1}* is the vector M = (M, M,, ..., M},) that determines the security controls
being included in the security pan, belong to the class of linear programming techniques, or more-generally
(non)convex optimization techniques; however, iterative (and possibly greedy) algorithms can also be used,
which not always determine the optimal solution (but rather yield suboptimal solutions).

The risk mitigation optimization problem could also be extended to incorporate information about the trust
T; placed on a device [, e.g. by replacing the potential loss/damage L; in the computation of U; with a function
f(L;, Ty). Other approaches for risk mitigation are also presented in deliverable D2.5 [60].

3.6 Recommendations

In this section we have reviewed the aspects regarding trust management and risk assessment, which will be
taken into account in the development of the Cyber-Trust TMS component. Our review has determined that
behavioral aspects and status assessments can be exploited in determining the trust status of individual
devices, while trust levels, combined with asset values and environmental aspects (e.g. threat agents and
security controls) can derive risk levels. Furthermore, we have reviewed the state-of-the-art trust models,
which describe how independent entities can operate in the context of a distributed system to exchange,
synthesize, propagate and update trust metrics. In the context of a distributed system however malicious
nodes exist which may launch different types of attacks to illegitimately affect trust metrics — either for
themselves or for other nodes: in this respect, we have examined the level of resiliency offered by trust
models against the various attacks types. Subsequently, we have identified existing implementations of trust
management systems and analyzed their utility for the implementation of the Cyber-Trust TMS. Finally, we
have studied how trust and risk assessments can be exploited in the context of the defense strategy, both
reactive and pro-active, resulting in trust- and risk-aware defense. In the following we summarize our main
findings, identify research directions, and discuss possible solutions.

Regarding the behavioral aspects that can be used to compute trust, while MUDs are a promising approach,
their widespread is substantially limited and this constitutes a major impediment for their usage. However,
the relevant behavior assessment components should be designed so that MUD usage can be accom-
modated. Dynamic models and signature-based scanning are far more mature technologies and employed in
many modern IDSs, still being challenged with non-negligible false positive and false negative rates.

Considering status-based approaches, while solutions such as the Trusted Platform Module (TPM) provide
an adequate level of security and ensure accurate reporting of the platform’s integrity status, loT devices
typically do not include such modules and it is not foreseeable that the use of TPMs in loT devices will
increase. Tuning and efficiently implementing software-based remote attestation techniques or identifying
minimal hardware additions that can be implemented in a cost-effective function to leverage the accuracy
of remote integrity checks, is a major challenge in this area.

A number of contemporary trust management models have been examined: some of them are specifically
designed for the loT domain, however a number of them have not be proven to be resilient to attacks [175],
[302] or have been shown to resist only very few attacks [67], [330], [340]. The trust models described in
[222] and [369] have been shown to be capable of withstanding most attacks: [369] includes a centralized
propagation aspect which could introduce bottleneck problems in a highly populated network, albeit it could
fit the domain of a smart home, or an enterprise. From the non loT-specific models, the one proposed by
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Chen, [149] encompasses many defenses against attacks and has been designed in a generic fashion;
however, it should be tested in the context of large-scale loT.

Regarding trust management system implementations, none of the identified implementations is directly
usable in the context of Cyber-Trust: many of them are out of context (pertaining to other domains), while
other implementations present different challenges, including lack of features, implementation languages
that are not appropriate for mobile platforms or for which the consortium lacks experience, large footprints
or performance issues. Concepts however from Keynote [208], SAFE [334], [273] and ReTrust can be
exploited in the context of Cyber-Trust.

Finally, considering trust- and risk-aware defense, incorporation of trust metrics in the process of computing
the attack existence probability can leverage the precision of the attack detection, yet backing mechanisms
should be in effect to tackle the case that devices of high trust levels are compromised —but still have not
been detected to be so- and exploit their high trust level to evade attack detection. Analysis and
experimentation is needed to identify the optimal methods for providing trust-aware reactions. In the
context of proactive risk management, graphical security models have been identified to provide adequate
expressive power and solving capacity to realize risk prioritization; as an extension, representative
optimization problems can be formulated to assist security administrators in selecting the security controls
that can be implemented in their systems to maximize security and minimize the residual risk.
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4. Game-theoretic cyber-defense framework

4.1 Introduction

Cyber-attacks constitute a great threat for modern networks with high socio-economic impact [93]. For this
reason, much research effort has been devoted to their study during the past years [51], [304], [374], [265],
with the researchers aiming at accurately modelling the attackers’ behavior, as well as devising efficient
defense strategies against sophisticated intelligent attacks for cyber-systems. Towards this end, various
models have been proposed based on Stochastic Control Theory (SCT) and Game Theory (GT). Such
approaches overcome traditional solutions to cyber-security and network privacy due to the theoretical
guarantees they provide for a sound and coherent analysis; more precisely, the advantages include the
following:

e Proven mathematics: Most conventional security solutions, which are implemented either in
preventive devices (e.g., firewall) or in reactive devices (e.g., anti-virus programs), rely only on
heuristics. However, game theory can investigate security decisions in a methodical manner with
proven mathematics.

e Reliable defense: Relying on analytical outcome from the game, researchers can design defense
mechanisms for robust and reliable cyber-systems against selfish behaviors (or attacks) by malicious
users/nodes.

e Timely action: While adoption of the traditional security solution is rather slow due to the lack of
incentives for participants, game-theoretic approaches advocate for defenders by using underlying
incentive mechanisms to allocate limited resources to balance perceived risks.

e Distributed solutions: Most conventional defense mechanisms make decisions in a centralized
manner rather than in an individualized (or distributed) manner. In a network security game, the
centralized manner is almost an impossible solution due to the lack of a coordinator in autonomous
system. Using appropriate game models, security solutions will be implemented in a distributed
manner.

Cyber-security studies vary in a wide area of applications, such as (D)DoS attacks [324], physical layer security
[372], intrusion detection [79], selfish behavior in packet-forwarding [190] and information sharing [189], to
name a few. In this section we review some fundamental works on cyber-security models based on SCT and
GT with focus on state-based approaches that model the attacker-defender interactions using some type of
Attack Graphs (AGs); see deliverable D2.5 for a discussion over the various state-of-the-art AG models. In
such models, the attacker aims at exploiting system vulnerabilities for progressing his attack on a cyber-
system aiming at reaching some goal, while the defender aims at preventing the attacker’s progression. Such
works aim at developing efficient automated intrusion response systems (IRSs) that are capable of
automatically responding to intrusions without the need for a human operator to intervene [90]. The reason
for our focus on such models is due to their generic nature and as a result wide applicability to a variety of
cyber-attack problems, which is in accordance with the ambitions envisaged by the Cyber-Trust project for
developing an effective multiple-purpose intelligent Intrusion Response System (ilRS). For comprehensive
survey on IRS-related literature, the interested can refer to [374], [265].

4.1.1  Cyber-security needs

Global networks continue to undergo dramatic changes resulting in ever-increasing network size,
interconnectivity, accessibility, and a consequent increase in its vulnerability. Several recent Federal policy
documents have emphasized the importance of cyber-security to the welfare of modern society. The
President’s National Strategy to Secure Cyber-Space describes the priorities for response, reduction of
threats and vulnerabilities, awareness and training, and national security and international cooperation.
Cyber-Security: A Crisis of Prioritization describes the need for certain technologies for cyber-security.
Security should be an integral part of advanced hardware and software from the beginning, as described by
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[25]. Next generation information infrastructure must robustly provide end-to-end connectivity among
computers, mobile devices, wireless sensors, instruments, etc. Cyber-security is an essential component of
information and telecommunications, which impacts all of the other critical producing secure and reliable
software. NSA has an effort on high-assurance computing platforms. The Trusted Computing Group has an
ongoing effort. Microsoft has an effort on next-generation secure computing.

In future warfare, cyberspace will play a major role where no one is guaranteed to have information
dominance in terms of intelligence and accessibility. As a result, a game-theoretic approach of collaboration
(carrot) and compelling (counter) moves (stick) need to be played efficiently. This notion is not unlike the
mutually assured destruction (MAD) of nuclear warfare. The question then becomes: How do we construct
such a game theoretic approach in cyberspace? In general, a game-theoretic approach works with at least
two players. A player’s success in making choices depends on the choices of others. In game theory, players
are pitted against each other taking turns sequentially to maximize their gain in an attempt to achieve their
ultimate goal. In the field of cyber-security, game theory has been used to capture the nature of cyber-
conflict. The attacker’s decision strategies are closely related to those by the defender and vice versa. Cyber-
security then is modelled by at least two intelligent agents interacting in an attempt to maximize their
intended objectives [25]. Different techniques available in game theory can be utilized to perform tactical
analysis of the options of cyber-threat produced either by a single attacker or by an organized group. A key
concept of game theory is the ability to examine the huge number of possible threat scenarios in the cyber-
system. Game theory can also provide methods for suggesting several probable actions along with the
predicted outcome to control future threats. Computers can analyse all of the combinations and
permutations to find exceptions in general rules, in contrast to humans who are very prone to overlooking
possibilities. This approach allows identification of the what-if scenarios, which the human analyst may not
have considered. The use of game theory in modelling good and evil has also appeared in several other areas
of research. For example, in military and information warfare, the enemy is modelled as an evil player
performing actions and adopting strategies to disrupt the defence networks [10].

4.1.2  Emerging challenges

There are significant advances in information technology and infrastructures offering new opportunities. In
many cases though, the employed security solutions are ad hoc and lack a quantitative decision framework.
While they are effective in solving the particular problems they are designed for, they generally fail to
respond well in a dynamically changing scenario. To this end, the game theory can provide huge potential to
place such an approach on a solid analytical setting. Currently, game theoretic has been an important concept
in various security situations and has found great application in cyber-security. Furthermore, recent research
works have seen game theory being applied to network security, web security and lots more. Games can be
designed and analysed, optimal moves of players (e.g., firewalls) are used to determine how to best approach
security in the cyber-world. One key challenge with game theory is the ability to come up with feasible and
computationally efficient mathematical solutions to the particular problem at hand.

4.1.3 Cyber-defense objectives

The basic design of the World Wide Web makes to many kinds of threats such as DoS/DDoS, Brut force, SQL
injection and etc. Researchers have over the years been exploring the possibility of applying game theoretic
approaches to deal with cyber security problems and some of these methods have been fruitful. However,
the cyber world continues in complexity over the years and has become more sophisticated, moreover, the
cyber crimes have grown in complexity [9]. The game theoretic model is one distinguished approach, which
ideally allocates cyber security resources such as administrators’ time across different tasks [4].

Currently, research studies are focusing on bringing working network security solutions to organizations; one
of such approach is utilising theories that suitable into real life scenarios to create mitigation methods.
Therefore, the studies are examining the game theory as it is one of such approaches that shows a
competitive activity used to model the behaviour of attackers and defenders of a network.
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Safeguarding an organization’s cyber assets from impositions and breaches caused by attacks that
implemented by malicious actors is an increasingly dangerous, challenging and complex issue. Several current
major breaches have highlighted this challenge which have caused serious damage, for instance the Equifax
breach in 2017 and Yahoo in 2016 [148].

Recently, protecting an organization’s cyber-assets from intrusions and breaches due to attacks by malicious
actors is an increasingly challenging and complex problem. This challenge is highlighted by several recent
major breaches which have caused severe damage, such as the Equifax breach in 2017 and Yahoo in 2016.
To protect from cyber-breaches, companies and organizations employ the use of anti-virus software,
Intrusion and Detection Systems (IDS), and Cyber-Emergency Readiness Teams (CERT) composed of cyber-
analysts tasked with the general protection of an organization’s network and cyber-assets. Modern day
cyber-adversaries are persistent, targeted and sophisticated. This highlights the tremendous need for
organizations to protect against such attacks and model these adversaries for optimizing the responses of
the network defender’s in order to protect targets and systems across the enterprise network [148]. The
cyber-kill chain encapsulates the necessary steps that an adversary must complete to successfully breach the
defender’s enterprise network (see Figure 4.1). In the first phase of the cyber-kill chain the adversary spends
a significant amount of time completing reconnaissance of the defender’s enterprise network to learn about
the vulnerabilities present and potential points of compromise. After recon, the adversary’s next phases
consist of weaponizing his exploit or malware, delivering it to the network through some medium and then
exploiting a vulnerability in a system connected to the defender’s network. To finish out his attack, the
adversary installs additional malware to ensure persistence and then establishes a command and control
channel to allow meeting his objectives, i.e., exfiltrate sensitive information, and complete his ultimate goal
from breaching the network [9].

N\ -/
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Recon Delivery Installation Exfiltration

Figure 4.1. The cyber-kill chain developed by Lockheed Martin

These sort of attacks, can target anyone from persons to companies or government agencies. For instance,
in 2011, a massive attack that forced Canada’s Finance Department and Treasury Board to disconnect from
the Internet. Three years later, the news were led for some time by the hacking of Sony Pictures [51].

Therefore, rising and developing of cyber security and privacy concerns need effective defence methods to
face these threats that are being developed on daily bases by the criminals. Game theory is the practical
answer of the question that says how the defender will react to the attacker, and in contrast, in cyber security
[10].

4.1.4 Simple game types

Each game is characterized by a number of parameters, including: (a) the number and type of players; (b) the
order of moves, i.e., when does each player gets to move (sequentially or concurrently) in the game; (c) the
actions being available to each player; (d) the knowledge that each player has about the opponent; and (e)
how each player is rewarded for each action. Based on the above, a number of simple game types, which are
commonly used to model interactions between defenders and attackers, is next presented.
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Perfect information games. Each player in this game is aware about the moves of all other players that have
already taken place in the game. For instance, chess, tic-tac-toe, and go. On the other hand, if at least
one player is not aware of the moves of at least one other player that have taken place, then the game
is called an imperfect information game [9].

Bayesian games. “A game in which information about the strategies and payoff for other players is
incomplete and a player assigns a ‘type’ to other players at the onset of the game”. Because of the use
of Bayesian analysis in predicting the outcome, such games are called Bayesian games [9].

Static/strategic games. “A one-shot game in which each player chooses his plan of action and all players’
decisions are made simultaneously”. This means when choosing a plan of action each player is not
informed of the plan of action chosen by any other player [9}.

Dynamic/extensive games. “A game with more than one stages in each of which the players can consider
their action”. It can be considered as a sequential structure of the decision making problems encountered
by the players in a static game [9].

Stochastic games. “A game that involves probabilistic transitions through several states of the system”. A
sequence of states shapes the progresses of the game. A start state entails the game; the players choose
actions and receives a payoff that relay on the present state of the game, and then the game transitions
into a new state with a probability based upon players’ actions and the present state [77].

4.2  Background on optimal decision-making

Before proceeding to the presentation of state-of-the-art works on IRSs, we will present some fundamental
background needed to comprehend the proposed IRSs’ operation. The study of optimal decision-making has
a long history [252]. Under the assumption of rationality, the agents make decisions that will maximize their
expected utility. When multiple rational agents interact with each other, Game Theory [68] is an appropriate
tool for modelling their interactions and analyzing their strategic decision-making process so that their
behavior can be explained and predicted. Formal mathematical frameworks from optimal decision-making
study have recently been applied to cyber-security for explaining elaborate attack behaviors and devising
optimal defense strategies for dynamic systems. For this reason, in the sequel we present some basic
concepts for optimal control in dynamic systems, so that their application in cyber-security can be
understood.

4.2.1  Dynamic processes for single-agent problems

The task of sequential decision-making under uncertainty, where a decision-maker has to plan a sequence of
actions, in a dynamic environment has been a hot scientific field for decades due to its wide applicability
ranging from Economics and Operational Research to modern applications of Artificial Intelligence. For this
reason, solid mathematical frameworks have been developed to accurately describe the decision-making
process in such a setting and to provide guarantees that a strategy (i.e., a plan of actions) is optimal. The
basic forms of uncertainty considered are due to the outcome of the agent’s actions (i.e., in a stochastic
system the same action might not result in the same outcome) and the uncertainty due to faulty observations
(i.e., an underlying system state component is observed with possible inaccuracy).

The basic framework for studying sequential decision problems for stochastic systems but with perfect
observability (i.e., there is uncertainty about the outcome of the actions but not about the accuracy of the
observation of the system state) is the Markov Decision Process (MDP) framework [75], [8]. An MDP is
defined as a tuple < §,A,R,T > where S is the state space, A is the action space, R:S X A = R is the
(instantaneous) reward function and T:S X A — § is the transition matrix. In the standard MDP model the
state and action spaces are finite and the time is discretized into distinct time instances. In an MDP, the
decision-maker wants to maximize a long-term reward criterion (not just the immediate reward R). If the
time duration (or time horizon) is known a priori, then this is the finite horizon case, where the agent aims at
maximizing the expected future (discounted) sum of rewards
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T
E{Z pR(s,, at)}, (1)
t=0

where the expectation is with respect to future states and actions, s; € S, a; € A are the state and action at
time t, respectively and p € [0,1] is a discount factor. Agent’s goal is to find the optimal policy m =
(my, ..., Tp_1) Which maximizes (1). m;: S — A is a decision rule that maps the set of states to the set of
actions. In case the time horizon is not known a priori, or the process never terminates (infinite horizon case)
the usual maximization criterion is the following

E {Z ptR(s¢, at)}, (2)
t=0

where now it is p € [0,1) to ensure that (2) is bounded. For MDPs, it has been shown that the only
information that is needed for a strategy to be optimal is the current system state (Markov policies), instead
of the complete history of past states and actions (i.e., the whole information that the agent has at its disposal
at a time instant). This is an attractive feature of MDPs that is not shared with its partially observable
counterpart (i.e., POMDP), as we will see later on. Moreover, for the infinite horizon case (see (2)), it is shown
that there always exists an optimal policy which is Markov and additionally it is time-independent (Markov
stationary policy), meaning that the optimal policy consists of the same decision rule ;:S — A for every
different time t € [0, o). This is not the case for the finite horizon case optimal policies. Finally, for the
aforementioned MDP models there always exist optimal policies that are deterministic (i.e., policies where
each decision rule completely determines — with probability one — which action to be taken at every state
and time).

For a given policy i, (1) can be computed with the following recursive equation (due to the Markovian
property of the model)

Vo) = R(s,m(s)) +p ) T(5,e(5), 5 Wera (.57, a)

SIES

by setting V- (m,s) = 0 for all s € S and by starting from time T — 1 and working backwards to time 0
(dynamic programming - principle of optimality [276]). Using this decomposition, the optimal value function
can be computed by using the dynamic programming equation

Vi (s) = maxgea{R(s,a) + p Xsres T (s, a,s)Wn_1(s")}, (4)
where I}, is the value function of the optimal policy =* and n are the remaining time steps. This method of
finding the optimal policy is called Value Iteration (VI).

The corresponding value function for the infinite horizon case and given a stationary policy 7 is

V(m,s) =R(s,m(s)) +p Z T(s,m(s),s)V(m,s"), (5)

SIES

Note that (5) defines a system with |S| equations and |S| unknowns. Applying the VI algorithm in (5) gives
the optimal value function and the optimal stationary policy. For solving infinite horizon MDPs, the Policy
Iteration (PI) algorithm can be applied as well [75].

In many problems the assumption of full observability of the state is not valid. For such cases, a generalization
of MDP, the Partially Observable Markov Decision Process (POMDP) framework was developed. A POMDP is
defined as a tuple < S,A, T,R,0,Z > where S, A, T are the same as in MDP model. Z is a set of observations
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which act as signals on the trust state of the system. Associated with the observations there is an observation
model/function 0:S X A = I1(Z), where I1(Z) denotes a probability distribution over Z. Finally, the reward
function can take a more general form as R:S X A X § X Z — R. The agent at every time epoch has not
access to the previous or current states, but only to the set of the observations he has received up to that
time (as well as to the previous actions selected).

In order to act optimally in such a setting the agent has to devise policies that map the entire information it
possesses (i.e., the history of observations and actions) at every time to the action set. This is computationally
expensive, as this history grows with time. An alternative to that option is to keep a sufficient statistic that
encapsulates all the available information that the history of the process. In the POMDP model described
above this sufficient statistic exists and it is called belief state. A belief state is denoted as b and it is a
probability distribution over the system states. Given a belief vector b and the new action and observation
received, the new belief vector b’ can be computed via the Bayes’ rule and hence the past history is not
needed, preserving in this way the Markovian property of the model. Exploiting this fact, the original POMDP
over states S can be re-cast as an observable MDP over the belief states B = [1(S), which is the space of all
probability distributions over S. However, the new belief-state MDP is a continuous state MDP (infinite
number of states) and although the dynamic programming equations hold, as well as the properties of the
optimal policy, the computation of the optimal policy is a much harder task in terms of complexity. The state
space of the belief-state MDP is B and the optimal policy is a mapping from B to the action set.

For a finite horizon POMDP the optimal value function is piecewise linear and convex (PWLC) [281], [87]. By
exploiting this property, the first exact algorithm for solving a POMDP was developed. The value function in
an infinite horizon POMDP remains convex, but its piecewise linearity is lost (in general). The optimal policy
in @ POMDP has the same properties as in the MDP model, meaning that there is always a deterministic
optimal policy in finite horizon that depends only on the belief state and in infinite horizon there is always an
optimal policy that is additionally stationary.

Due to the intractability of the exact algorithms for realistic problem sizes (solving a finite horizon POMDP is
PSPACE-complete [45] and for an infinite horizon POMDP the problem is undecidable [251]), approximate
methods are used to solve a POMDP. These approximate methods can be categorized into offline and online
algorithms and they can be combined in a hybrid fashion. Offline algorithms specify, prior to execution, the
best available action for every situation, while online algorithms compute a policy by planning online for the
current belief state encountered. For an excellent survey on approximate algorithms on POMDPs, the
interested reader can refer to [307].

4.2.2 Game theory

Decision-making in a multi-agent environment where multiple rational agents, or players, (i.e., individual
utility-maximizers) interact and the actions of one agent affect the rewards realized by the others is more
challenging than the single-agent decision-making models described in the previous subsection, as there is
extra uncertainty on the behavior of the other agents and the environment can now be affected by all agents’
actions. A game is a description of the strategic interaction between the players. A strategy for a player is a
complete plan of actions in all possible situations that may be encountered throughout the game. If the
strategy specifies to take a unique action in a situation then it is called a pure strategy. On the other hand, if
the stategy specifies a probability distribution for all possible actions in a situation then the strategy is
referred to as a mixed strategy. The most widely used solution concept for a game is Nash Equilibrium (NE).
A NE is a set of strategies of the players, each one of which constitutes best-response to the other strategies
simultaneously. A NE describes a steady state condition of the game; no player would prefer to change his
strategy as that would lower his payoffs given that all other players are adhering to the prescribed strategies.
Formally, as set of strategies sj, ..., Sy for players 1, ..., N with utilities U; (s, s*;) for playeri € {1, ..., N} and
—ie{1,.., NA\{i}if

Ui(s{,s2y) = Ui(si, sZy) (6)

for every strategy s; # s/, for every playeri € {1, ..., N}.
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Games can be categorized into static, which are played for one time only, and dynamic, where the players
interact repeatedly for multiple times [68]. Next, we present (Figure 4.2) a simple game, called Prisoner’s
dilemma, in its static form where the players interact once.

strategies Prisoner A

kg C D

C 1l-1 910

D 0| -9

F o |
outcome of payoffs
the game

Prisoner B

Figure 4.2. Description of the prisoner’s dilemma game

In Prisoner’s dilemma it is assumed that two individuals have been arrested. The police suspects that they
have committed some form of crime; if nobody confesses to the police (i.e., defects), they will be jailed for 6
years. If only one confesses and the other defects, then the latter will go free and the first one will be jailed
for 9 years. If they both confess, they get 1 year each. In this game, the only NE is both prisoners to defect
and not confess the crime since they don’t have a previous knowledge of what the other player will do.

In the aforementioned game both players move simultaneously. Players can take actions sequentially, as
well. A game in which each player is aware of the moves of all other players that have already taken place is
called perfect information game. Examples of perfect information games are: chess, tic-tac-toe, and go. A
game where at least one player is not aware of the moves of at least one other player that have taken place
is called an imperfect information game.

A game in which information about the strategies and payoff for other players is incomplete and a player
assigns a ‘type’ to other players. Such games are labelled Bayesian games due to the use of Bayesian analysis
in predicting the outcome.

In a dynamic game, players interact for more than one stages in each of which the players can consider their
action. It can be considered as a sequential structure of the decision-making problems encountered by the
players in static games. The sequences of the game can be either finite, or infinite.

A game that involves probabilistic transitions through several states of the system is called Stochastic Game
(SG). The game progresses as a sequence of states. The game begins with an initial state; the players choose
actions and receive a payoff that depends on the current state of the game and the players’ actions, and then
the game transits into a new state with a probability that depends upon players’ actions and the current
state.

Next, we will present some characteristics for dynamic games only, since we are interested in exploiting such
games in the development of the ilRS in order to derive optimal defense strategies against far-sighted
attackers that are capable of launching elaborate multi-stage attack plans in order to achieve their objectives.
Various kinds of games have been proposed in literature and their solutions is highly dependent on their
structure. For a comprehensive treatment of GT, the interested reader can refer to [252], [68], [159], [357].

The multi-agent extension of MDPs and POMDPS are Stochastic Games (SGs), also called Markov Games, and
Partially Observable Stochastic Games (POSGs), respectively. SGs were introduced by Shapley [203] and they
are defined as < N,S,4,P,R >, where N is a finite set of players, S is a finite set of states, A =
A; X ...X A, with 4;, i € N denoting a set of actions available to player i (the set of available actions can
depend on the state as well), P: S X A X § — [0,1] is the transition probability function and R = R4, ..., R,
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where R;: S X A — R is the reward function for player i € N. Note that the state transitions, as well as the
reward realized by every player now depend on the actions of all players. Regarding the overall (long-term)
rewards that each agent aims at maximizing, the less problematic case and perhaps the most common in
literature is the future discounted rewards (see (1), (2)) and we will focus on this one here.

Every n-player (general-sum) discounted-reward SG admits a NE. Actually, a stronger property has been
proved for this class of SGs which states that a Markov Perfect Equilibrium (MPE) always exists. A strategy
profile is an MPE if all agents’ strategies are Markov strategies and it is a NE regardless of the game’s starting
state.

Computing equilibria in (discounted-reward) SGs can be accomplished by using a modified version of
Newton’s method to a nonlinear program formulation of the problem. If the game is zero-sum, an algorithm,
which is based on VI, proposed by Shapley can be used. For details on solving SGs the interested reader can
refer to [22], where multiple sub-classes of SGs, along with the respective algorithms to solve them are
presented.

In SGs it is assumed that the players have complete on the state of the game. Extending SGs to include the
case when the players observe incompletely the system state is a non-trivial task and an area of active
research. As SGs extend MDPs to the multi-agent setting, POSGs extend POMDPs in the same fashion. In this
kind of games, each agent has its own observation model and as a result, each agent has access to different
information. For this reason, such games can be also characterized as dynamic games of asymmetric
information. Hence, POSGs combine characteristics of SGs and games of incomplete information (Bayesian
Games).

This class of games is quite expressive and models strategic interactions that describe accurately the system
dynamics in a wide range of applications. For this reason, it has attracted interest both by Al community [99],
[84] as well as from decentralized control community [21], [81] with the researchers in both communities
studying problems that fall within this broad category. Different assumptions on the observation model and
on the utility functions of each agent give rise to different game models which need different treatment. One
case of great interest and wide applicability is the one where the agents make their own private observations
and take their own actions independently but they try to maximize a common objective (team problem),
which is known as Decentralized POMDP (Dec-POMDP) [99] (since the agents do not have individual reward
function and do not antagonize it is not a game but it is an extension of single-agent POMDPs to the multi-
agent (cooperative) setting with great interest in a variety of applications).

The difficulty that arises in these games lies in the fact that each agent has access to different information,
meaning that they have different histories of past observations of the system state (and possibly about
agents’ past actions) and as a result the agents form different beliefs about the game that is played. Thus, an
important aspect in this literature is the information structure of each agent and the assumptions on how
this information is shared among the agents. One approach to deal with this asymmetry in beliefs was
proposed in [21], where the authors define a so-called Common Information Based Markov Perfect
Equilibrium (CIB-MPE) where the agents form a belief on the part of the history that is known to all agents
(i.e., common history) and provide a Backward Induction Dynamic Programming algorithm to find these
equilibria. An important aspect of this work is that the authors study different cases of how the agents share
information among them to form the common history where this Dynamic Programming procedure can be
performed. Another Dynamic Programming algorithm was proposed in [84] where a different belief was
defined, called multi-agent belief which is a distribution over states and policies of other agents. More
recently, in [81] the authors extend [21] to study the case where the common information-based belief
depends on the agents’ strategies and define structured Bayesian perfect equilibria (SPBEa), which is subset
of Perfect Bayesian Equilibria (PBE), along with a Dynamic Programming procedure to compute them.
Another important work in this domain is [16], where the authors provide results on the structure of the
value function for zero-sum POSGs. All the aforementioned works refer to the finite-horizon case. In this
literature, only [47] studies the infinite horizon case where SPBEa are computed by solving a single-shot fixed-
point equation and a corresponding forward recursive algorithm.
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4.2.3  Learning methods and online algorithms

An important aspect of decision-making in dynamic environments is the one of learning. Learning algorithms
try to devise (learn) an effective policy (ideally the optimal policy) when some component of the model is
unknown. For example, in the MDP setting the agent could be unaware of the transition matrix and/or of the
reward function. So, the question arises whether an agent in such a setting can come up with the best policy
through repeated interactions and received feedback of its actions by the environment. The learning
literature is vast [288], [357], so here we will present a brief overview of Reinforcement Learning (RL) [288],
while keeping focus on the characteristics that seem appealing to the needs of Cyber-Trust project.

One of the most well-known and widely used RL algorithms is the Q-Learning (QL) algorithm [47]. Its
importance lies in the fact that it learns the optimal policy in an MDP (infinite horizon), under the assumptions
that each state-action pair is visited infinitely often and the learning parameter is decreased appropriately.
This is done without requiring any knowledge about the state transition function or the reward function, but
the agent interacts repeatedly with the environment by only having knowledge of the state it resides in and
a received reward signal at every time instant.

Extending RL from MDPs to their multi-agent counterpart SGs poses difficulties due to the non-stationarity
of the environment as there are other agents interacting with the environment and performing their own
learning process. In multi-agent learning the notion of “optimality” of the agents’ learning process needs to
be revisited and researchers have proposed some criteria that a learning algorithm has to fulfill, such as
safety, Hannan consistency and rationality [357].

Towards this direction, a QL-based algorithm, called minimax-Q, was proposed in [216] for two-player zero-
sum SGs. In minimax-Q each player assumes that the other player will select the action that minimizes the
former player’s payoff. Under the same conditions that assure convergence of QL to the optimal policy in
MDPs, Minimax-Q converges to the value of the game in self play (i.e., play against itself) in zero-sum games.
The same author in [215] extended this algorithm to present friend or foe Q-Learning (FFQ) for general-sum
SGs. In FFQ the learner assumes that the other agents will act either as foes (i.e., they will act to minimize its
reward), or as friends (i.e., they will act to maximize its reward). The assumption that the other will follow
the behavior dictated by a NE of the game was utilized in [163] for the Nash-Q Learning algorithm for general-
sum SGs. The algorithm requires a set of very strict requirements to guarantee convergence to a NE in self
play. For a recent discussion on QL for games, the interested reader can refer to [112].

In partially observable domains the techniques applied in MDPs are no longer applied. In a POMDP as
discussed earlier, approximate solutions have received increased attention due to the complexity of exact
techniques. These techniques are divided in model-based and model-free. In model-based techniques lie the
point-based value iteration methods, which instead of planning over the entire belief space, they plan only
for a part of the belief space that is reachable from. This part of the belief space is sampled through agent’s
interactions with the environment. Other model-based approaches include grid-based approximations, in
which a (fixed or variable) grid is used to describe the belief simplex, policy search, in which a search for a
good policy is performed within a restricted class of controllers and heuristic search, in which after defining
an initial belief as the root node a tree is built that branches over action-observation pairs, each of which
recursively induces a new belief node [233]. When the model of the POMDP is not available (e.g., the state
transition probabilities), the previous methods cannot be applied. Model-free methods are categorized in
direct and indirect RL methods. Indirect methods reconstruct the POMDP model through repeated
interactions with it and then this POMDP can be solved by one model-based method. On the other hand,
direct methods utilize true model-free techniques without reconstructing the POMDP. In these methods the
policy usually maps a subset of the previous acquired observations (history window) to actions [233].

4.3 Cyber-defense and decision-making

In this subsection we review the basic cyber-defense models based on STC and GT. We focus on state-based
models. One feature that distinguishes the various models is the assumption of the level of observability of
the system underlying state. This characteristic affects both the modelling, as well as the solution algorithms
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for the derivation of the optimal strategies. We start by presenting the single-agent models and game-
theoretic models for IRSs in observable domains and then we present the respective models for partially
observable domains.

4.3.1 Decision-making in fully observable domains

In [299] an MDP-based IRS is proposed. The state is comprised of an attack vector, which contains as many
variables as the number of attacks detectable by the IDSs, and a set of system variables. The authors consider
a set of response actions as countermeasures and take into account system security and system operation to
assign the costs for the various response actions. To deal with the large number of states, the authors employ
the sub-optimal rollout-based Monte-Carlo algorithm, named UCT [202], and compare its performance with
the classic Value Iteration (VI) algorithm [276]. Through extensive simulations, they show that when a small
reward degradation is acceptable, the planning time can be improved significantly. A high-level architecture
of the system proposed in [299] is presented in Figure 4.3.
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Figure 4.3. High-level architecture [299]

The multi-agent equivalent (i.e., there are multiple rational decision-makers interacting with each other) of
an MDP is a general-sum Stochastic Game (SG). This framework was utilized in [193] to model the interactions
between the attacker and the network administrator. They use a non-linear program to compute the Nash
Equilibria (NEa) of the SG [159], which are multiple. They illustrate by experimental results that the NE
strategies are meaningful and that they can be utilized by a network administrator as a useful tool to provide
insight and discover potential attack strategies that can compromise network security.

4.3.2  Decision-making in partially observable domains

To account for the partial observability of the system state by the defender, caused by IDS anomalies, and to
provide a more realistic model, a host-based IRS, called ALPHATECH Lightweight Autonomic Defense System
(aLADS), was proposed in [253]. The authors modelled the defender’s problem as a POMDP. In their
modelling the trade-off between the security achieved by the countermeasures and the network availability
is captured and extensive simulations are performed to illustrate the effectiveness of the proposed IRS in
protecting its host, a Linux-based web-server, against an automated Internet worm attack. The proposed
host-based IRS is presented schematically in Figure 4.4.

In [91] a cyber-defense model is built upon a Bayesian attack graph (BAG) [354], where the nodes represent
system attributes - attributes can be seen as attacker capabilities - (e.g., attacker permission levels on a given
machine, vulnerabilities of a service or system, or information leakage) and the edges represent exploits (i.e.
events that allow the attacker to use their current set of capabilities (attributes) to obtain further
capabilities). They assume a probabilistic behavior for the attacker and study the defender problem, meaning
the problem of selecting the optimal defense actions in order to prevent the attacker from reaching its goals.
They assume partial observability, in the sense that the defender receives noisy alerts from an Intrusion
Detection System (IDS) about the system security state. The problem is formulated as a POMDP and it is
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solved using the Cassandra's C-software package, called pomdp-solve [316], to obtain the defense policy
for a small sample network.
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Figure 4.4. Autonomic host-based IDS [253]
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The authors extended this work in [90] to present a more expressive model to allow for more complex
dependencies among exploits, a more realistic observation model (i.e., alerts are triggered by exploit activity
and are subject to false alarms) and they assume different attacker possible strategies. The proposed IRS’s
architecture is presented in Figure 4.5. Finally, they follow a Monte-Carlo sampling approach to develop a
scalable online defense algorithm, based on the POMCP algorithm [80], to deal with the scalability issues
raised in [91] due to large state spaces.
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Figure 4.5. Intrusion response system architecture

One limitation of the previous works is that the attacker is not rational (i.e., it does not take actions that
maximize its utility, but it is assumed to follow a set of pre-specified attack strategies). In fact, extending
POMDPs to the game setting where multiple rational agents interact and possess different information (i.e.,
asymmetric information) is a rather challenging task and procedures for computing optimal strategies for this
kind of games, which are called asymmetric information dynamic games, is an area of active research [21],
[81] (see section 4.2 for more information).

In the area of cyber-security there are some research efforts that model the problem using variations of the
aforementioned kind of games. In [319] the authors propose a dynamic game between the defender and the
attacker interacting on a BAG, following the modelling proposed in [91]. Both players move simultaneously.
The system state is imperfectly observed by the defender, while the attacker observes it without errors. The
authors utilize a simulation-based methodology, called empirical game-theoretic analysis [276], to construct
and analyse game models over some heuristic strategies. As the formulated game falls into the category of
POSGs which is far too complex for analytic solution, the authors employ this simulation-based methodology
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to evaluate these heuristic strategies. They show that the defence heuristics proposed outperform many
baselines and they are robust to the defender’s uncertainty of the true system state.

In [292], Zonouz et al. use a sequential Stackelberg stochastic game formulation to propose an intrusion
response and recovery engine, called RRE. RRE is a two-layer architecture, with a local and a global layer, to
deal with the scalability issues for large-scale networks. More specifically, RRE’s local engines are located in
host computers and aim at protecting their corresponding host computers. They receive IDS alerts, which are
stored subsequently in the alert database. RRE’s global engine gets high-level information from all host
computers in the network, decides on optimal global response actions to take, and coordinates RRE agents
to accomplish the actions by sending them relevant response commands. In addition to local security
estimates from host computers, network topology is also fed into the global engine in the form of an attack-
response tree (which is defined in [292]). The high-level architecture of RRE is depicted in Figure 4.6.
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Figure 4.6. RRE architecture [292]

In the Stackelberg game formulation proposed, RRE acts as the leader, while the attacker acts as the follower.
They assume a finite set of states, which the security condition of the system. After RRE selecting a defense
action, the system transits probabilistically to a new state and then the attacker (after observing RRE’s action)
selects an attack action, resulting in a new system transition (probabilistically). The model proposed considers
partial observability of the system state by the defender (i.e., the defender receives noisy observations by
the IDS about the system state subject to false alarms and miss detections). Due to the partial observability
of the model, the defender solves a POMDP problem to find the best-response defense action by employing
value-iteration technique [276].
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Table 4.1. State-of-the-art intrusion response system models

Problem formulation Observability Observability
(defender) (attacker)
[299] MDP Full Full
[253] POMDP Partial Partial
[91]  POMDP Partial Partial
[90]  POMDP Partial Partial
[193]  SG (general sum) Full Full
[292] @ Sequential Stackelberg stochastic game Partial Full
[319] One-sided incomplete information dynamic game (finite horizon) Partial Full

The state-of-the-art intrusion response system models, based on SCT and GT, that have been proposed are
summarized in Table 4.1.

4.3.3  Observation models based on intrusion detection systems

An important aspect of the research efforts on attacker-defender interactions for cyber-security is how the
controller (defender) observes the system security state and how it is informed about any attacks performed
in the system. In a cyber-security system this information is provided by the IDS, which is prone to false
alarms and miss-detections. Hence, it is important to see how the state-of-the-art works build such
observation models.

In [90] the information arrives at the defender in the form of a sequence of security alerts generated by the
IDS as the attacker attempts exploits and progresses through the network. Each exploit if attempted, has an
associated set of alerts that can generate and more than one exploit can generate the same alert. The authors
consider the case when some exploits may not generate any alerts, which corresponds to the case of stealthy
exploits. The probabilities of (correct) detection for each exploit and the probabilities of false alarms for each
alert are predefined and assumed to be known by the defender. At every time instant the defender receives
an observation vector of security alerts which consists of all security alerts triggered. This observation vector
is utilized by the defender to update its belief about the system state. The same authors in their previous
work [91] assume a simpler observation model without considering false positives occurrence.

The observation model in [292] accounts for both false positives and false negatives events. The IDS alerts
taken as input by RRE’s local engines are sent to and stored in the alert database to which each local engine
subscribes to be notified when any of the alerts related to its host computer is received.

In [319] each node in the BAG is associated with a binary signal indicating whether this security condition is
active or not. The signals are assumed to be independently distributed, over time and nodes. The defender
receives an observation vector at every time epoch which is comprised of these signals.

4.4 Recommendations

From the state-of-the-art review, we observe that the main challenges for deploying fully automated dynamic
IRSs that effectively protect cyber-systems from intelligent attackers, able to employ elaborate strategies in
order to gain access in a cyber-system over the course of time, are the following two factors.

e Complexity: Optimal control for dynamic processes is a well-investigated subject and it is known that
there are complexity issues as the state space in an MDP (with finite state space) gets larger (curse
of dimensionality [75]). The situation gets even worse when the state is partially observable, which
is the case in the POMDP model. However, in the cyber-security problem the POMDP framework is
more suited, due to the fact that in reality IDSs are subject to false alarms and miss-detections.
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e Rationality: Most works in cyber-security assume a non-strategic attacker. This is due to the fact that
solving dynamic games of asymmetric information (i.e., the attacker and the defender have access
to different information at every time instant) is a challenging task and an area of active research
[81]. However, this direction needs to be pursued in order to provide a complete and realistic cyber-
security framework as well as to deliver useful information to security administrators.

In Cyber-Trust project an autonomic IRS system is envisaged that will alleviate the aforementioned main
challenges through novel theoretical results driving the development of efficient cyber-defense algorithms.
More specifically, the structure of the cyber-defense problem will be explored to tackle the complexity
concerns, so that under certain conditions the optimal defense policy is characterized by a special structure
that is efficiently determined. Monotone optimal policies are such examples [329].

Regarding the rationality of the attacker, novel advances in games of asymmetric information are currently
investigated [81] to be employed to the cyber-defense problem and provide efficient algorithms that better
model an intelligent attacker’s behavior and result in more efficient defense strategies. Moreover, the
derivation of the structural results (see above) for the multi-agent setting will further be pursued.

Finally, an interesting research avenue is studying the (more realistic) case where some components of the
model, e.g. the state transition matrix, the utility functions, etc., are unknown to the agents. In this case,
learning schemes, could be employed. A recent research effort towards this direction is presented in [373],
where a Q-Learning — based algorithm is developed for adaptive cyber-defense on BAGs when the defender
does not have a priori knowledge of the utility functions.
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5. Conclusions

This deliverable performed a detailed review of the current state-of-the-art in Cyber-Trust’s key proactive
technologies, namely cyber-threat intelligence techniques, trust establishment and risk assessment, as well
as game-theoretic security for intelligent cyber-defense. A number of prominent research directions in each
area has been identified, along with key challenges that have to be tackled in the design of Cyber-Trust’s
solutions, and a number of tools/technologies that are related to these areas and could be employed for the
provisioning of the platform’s functionalities. The main findings of this report are summarized below:

e Regarding crawling, the exploitation of centralized or hybrid architectures of topic-specific crawlers
coupled with best-first strategies is suggested for the identification of high-quality links. Moreover,
technical issues regarding access to, duplicate elimination of, and freshness of crawled content needs
to be further elaborated particularly for the deep/dark web.

e Data management issues can be tackled by utilizing user-level data for the ranking of sources, the
use of machine-learning algorithms for text processing and concept identification/leveraging (e.g. to
identify different types of actionable intelligence), and the exploration of solutions based on NoSQL
datastores to tackle storage efficiency issues.

e Cyber-threat intelligence sharing, further validated the findings of previous deliverables, where MISP
(resp. STIX/TAXIl) was identified as the dominant sharing platform (resp. the de facto CTI exchange
standards that are also supported by MISP).

e Regarding behavioral aspects in trust management systems, dynamic models and signature-based
scanning are far more mature technologies than MUDs whose adoption is substantially limited. This
is also the case with the usage of TPMs in loT devices, which necessitates the implementation of
software-based remote attestation techniques to perform integrity checking.

e From the examined trust models, the ones in [149], [222], [369] have been shown to be resilient to
many attacks and could fit Cyber-Trust smart home or mobile domain; however, their use in a large-
scale loT context should be tested.

e None of the identified trust management systems’ implementations is directly usable in Cyber-Trust,
since many of them lack important features or have performance issues; however, concepts from
Keynote, SAFE, and ReTrust can be exploited.

e Regarding trust- and risk-aware defense, incorporation of trust metrics in computing the probability
attack existence can leverage the precision of attack detection; however, further experimentation is
needed to identify efficient methods and formulate representative optimization problems in order
to optimally select the security controls minimizing the residual risk.

e The primary challenges that have been identified for developing an automated and dynamic IRS for
Cyber-Trust are related to the complexity issues arising due to the large state space needed for an
accurate modelling of the cyber-defense problem and the attackers’ rationality, i.e. the extent to
which they are assumed to be intelligent/strategic.

e Tackling both challenges by means of enforcing some special, yet realistic, structure to the defender’s
policies (e.g. monotone policies) seems to be possible and are currently explored along with recent
efficient algorithms that have been proposed for games where the players (defenders and attackers)
have different degree of knowledge about the game’s parameters.
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