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Executive summary

The Cyber-Trust website is accessible at the addvess.Cyber-Trust.eand is considered one of

the most essential dissemination tools of the project. The websitesggded aiming to be simple,

(uv 81}v o v Jv3u]3]A (JE 3Z % E}i 8 $§E%Z)d( G w X](ZE WS
of the website includes information such as a brief descriptiothefCyber-Trust project including

the objectives, information about the consortium, all the research relevarters, documents

such as publications, newsletters, etc. News about the project and watalso provided by the
website.

Additionally, the social media accounts (a Facebook page and a Twitter accavatheen set up
with the aim to communicate a simplified presentation of theecactivities of Cyber-Trust to the
general public. Mailing lists for Cyber-Trust have been created formuonication between
consortium partners and external stakeholders. The possibility to disseminajecpmutcomes
through newsletters and message digests is also possible in case the need emerges.

In this document we focus on the communication channels of Cyber-Tushline presence. Our
main focus is the design and structure of the dedida@yber-Trust website and the created social
media accounts.

Copyrighto Cyber-Trust Consortium. All rights reserved. 7
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1. Introduction

As Internet resources are key tools to raise awareness about the project and improve degsami
to specialists and potential users of the security technologies tdeveloped, a website dedicated
to the Cyber-Trust project has been created on which services, susfaiing lists, RSS feeds,
discussion forums/blogs, and webcasts/podcaate hosted. Additionally, the creation of the
project Facebook page and a Twitter profile, are expected to spread the -Tylrgtrachievements
and activities to the general public.

The development of the Cyber-Trust website is designed with the aim otiongwwpen access (free
of charge, online access for any user) to all scientific publications)-epérce software, etc.,
without violating the intellectual property rules established in tingial plan; open access is an
efficient way of disseminating knowledge that accelerates scientific afthtdogical progress. The
publicity of project website will be promoted putting the addseon printed items, press releases,

§ X v }JUE P]JvP o]vI]vP (E}u 00 % ESv E-P]vS BYCHSArus]s « o
website with appropriate portals will increase the its traffic.

The website hosts blog and news pages where the consortium can share addaseport

technological achievements as they arise in the project; it will dp individual entities to allow
active participation. In this way, new researchers can get acquainted with -Tybstr while large
industrial entities can support the effort and provide guidein

1.1 Project Hashtag

According to the recommendations of the European Commission[1] and &m toréstablish an
audience for the Cyber-Truptoject and increase its outreach, the website and social media
accounts will promote the published articles and project outcomes unfiehtishtag
#CyberTrust

1.2 Media Disclaimer

The Cyber Trust project website and social media accounts clearly acknowlgdgentiing (see
Figure 1- 1, Figure 1- 2 and Figure)1- 3

Copyrighto Cyber-Trust Consortium. All rights reserved. 8
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This project has received funding from the European Union’s

Horizon 2020 research and innowvation programme under
grant agreement No T86688. The content of this website
does not represent the opinion of the European Union, and
the European Union is not responsible for any use that might
be made of such content. Therefore, any communication
activity related to the action reflects only the author’s view
and the European Commission is not responsible for any use

that may be made of the information it contains.

The information provided on this website has been prepared
exclusively for the purpose of providing information about
the Cyber-Trust project and related activities. The Cyber-
Trust consortium has tried to ensure that all information
provided in this website is correct at the time it was
included. By accessing this website, you agree that the
Cyber-Trust consortium will not be liable for any direct or
indirect damage or any consequential loss arising from the
use of the information contained in this website or from your
access to any other information on the intemet via
hyperlinks. The copyright in the material contained in this
website belongs to the Cyber-Trust consortium. The Cyber-
Trust consortium disclaims any liability that may be claimed

for infringement or alleged infringement of patents.

Figure 1- 1 Disclaimer on Project Website

CyberTrustEU @ CyberTrustEl - Aug 22

JO This project has received funding from the European Union's Heorizon 2020
research and innovation programme under grant agreement Neo 786698, Any

relatad posts reflect only the views of the project owner,

Q1 n < il
CyberTrustEU @ CyberTrustEL - Tm

0 The content of this account does not represent the opinion of the European
Union, and the European Union is not responsible for any use that might be made

of such content.

Q (& ) I

CyberTrustEU
v @CyberTrustEU

This project receives funding from the

@EU_H2020 Research & Innovation

Programme. Any related tweets reflect
v only the views of the project owner.
#CyberTrust

© Europe
Joined May 2018

Figure 1- 2 Disclaimer on Twitter account

Copyrighte Cyber-Trust Consortium. All rights reserved.
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CyberTrust ﬂ

22 August at 10:16- §

Thiz project has received funding from the European Union's Horizon 2020
research and innovation programme under grant agreement Mo 7856598, Any
related posts reflect only the views of the project owner

L 19 people reached Boost Post
G T | Comment

o Like [J comment & Share -
Oldest =

0 CyberTrust The content of this account does not represent the
opinion of the European Union, and the European Union is not
responsible for any use that might be made of such content

Like - Reply - Tm

Figure 1- 3 Disclaimer on Facebook Page

The rest of this deliverable discusses aspects concerning the Cyber-Tiaial website and social
media accounts.

2. Cyber-Trust Website Design

2.1 Hosting and Domain

The Cyber-Trust website is hosted on a dedicated server owned by ADITES® l&tjistared
domain name (Cyber-Trust.pused for hosting the website has been registered and purchased for
10 years; period that can also be extended if needéte Cyber-Trust website can be accessed at
www.Cyber-Trust.eu

2.2 Web-Design Tools and Methods

For the design and development of the Cyber-Trust website, the WordP}edatform has been
used. WordPress is a free and open source blogging tool and CMS based on PHESaid
featuring a plugin architecture and a template system. WordPress users may arstadiwitch
between themes. Themes allow users to change the look and functioohl#yVordPress website
or installation without altering the information content or structiof the site. WordPress's plugin
architecture allows users to extend its features. Customizations range from seaghe
optimization, to client portals used to display private informationldgged in users, to content
displaying features, such as the addition of widgets and navigation WansiPress also features
integrated link management; a search engtfreendly, clean permalink structure; the ability to
assign multiple categories to articles; and support for tagging of postardictes. Automatic filters

Copyrighte Cyber-Trust Consortium. All rights reserved. 10
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are also included, providing standardized formatting and stylingexif in articles (for example,
converting regular quotes to smart quotes). WordPress also supports the Tracklzh&knaack
standards for displaying links to other sites that have themselves linkegdstaor an article.

Cyber-Trust uses the proprietary template Allegiant Pro[3], a visuallkingtrimultipurpose
WordPress theme packed with features and widgets with its page layout and dedicated
homepage sections making it especially suited as a business theme.

2.3 Browser Compatibility

To maximise visibility, the Cyber-Trust website was designed to rengesajately in all common
web browsers on all common operating systems. These included various vergiaresat, Internet
Explorer, Google Chrome and Safari browsers on Apple MAC OS X, I0S and Micnoswefs Wi
operating systems. Furthermore, due to the responsive theme the website is ddedssin all the
devices including tablets and smartphones.

2.4 HTTPS (SSL/TLS) Certificates

The Cyber-TrusA  +]38 ep% %} ESe ,ddW~" oo SZE} P dosaZmore Sdeurev E C %
and privacy<E * %0 S]JvP t X > S[¢ VvV EC%S J* (E U pusSluy&E]af v }%o
Epuv (JE 3Z %p 0] [+ Vv (18X /8 ]eIntern€EReturitpR@sgdrth Grodp GIRG)

> S§[e v p@desdigital certificates in order to enable HTTPS (SSL/TLS) for websites.

3. Cyber-Trust Website Content
The design of this website is one of the key dissemination tasks fprdfect. The website provides
an overview of the project and will be continuously updated wtiieis is necessary with actual
information regarding Cyber-Trust activity and results (news, events, deliestabewsletters,
etc.).
The) Cyber-Trust websitét{ps://www.Cyber-Trust.e) aims to:
x Establish an online dissemination and communication channel between ptbgct
consortium and target audiences;
X Informthetarges p ] v (}E& SZ % E}i S[* %o E}PE ¢ v 0 S 5 v
users;
x Be a reference point to the forthcoming newsletters, leaflets and lio online
communication channels, such as Facebook and Twitter.

The Cyber-Trust website is developed by ADITESS responsible for its adtnisthe content of
the website consists of static information about the project and rem¢vactivities planned to
address its objectives. The maintenance of the content of the weklsitdbbe managed mainly by
ADITESS with contributions provided by all partners. If partners wishlumit information to be
published on the website, they should submit it to ADITESS whihenlicheck its appropriateness
together with CSCAN (WP leader) before publishing.

3.1 Homepage
The Cyber-Trust Homepage is split into a number of rows (see Figure 3- 1)

! https://letsencrypt.org/isrg/

Copyrighto Cyber-Trust Consortium. All rights reserved. 11
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X Header which is in the form of a spinner links to articles or souhm=sonsortium would
like to promote;

Tagline disclosing the extended name of the project as well as its target;

Our Test Cases section containing short descriptions of each of the twsy pilot

What are the platform aspects section, listing key aspects of the project;

List of the most recent News & Events items;

List of partner logos;

Footer with the project disclaimer, the EU emblem, the post categories, eutfinecent
posts and access to monthly archives;

X X X X X X

Copyrighto Cyber-Trust Consortium. All rights reserved. 12
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Figure 3- 1 Website Homepage
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3.2 Cyber-Trust Website Main Pages

The sticky main menu (see Figure 3- 2) always displayed at the top aigbep well as the sitemap
(see Figure 3- 3) presented in the footer of the page allow access to altevglages. The menu
options cover the different aspects of the project with additional et for communication
aspects.

CyberTrust

Figure 3- 2 Project Main Menu

Reading Corner Collaboration = News&Events AboutUs Contact
Trends & Reports Related Projects

Project Deliverables  Stakeholders

Publications

Figure 3- 3 Project Sitemap

A description of the content in each Menu section will be disddselow.

3.2.1 Bakground
dz IPE}IUV U VU }%S]}v }vs Jve 8 3] B (HEE}IS]BD[EB 0 $]ASY &
ambition and impact (see Figure 3- 4).

CyberTrust

OBJECTIVES

Objectives

Figure 3- 4 Project Objectives Page

Copyrighte Cyber-Trust Consortium. All rights reserved. 14
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3.2.2 Pilots

The Pilots menu option will hold information related to the preparation and execudf pilots as
well as the defined Cyber-Trust use cases. Information will be ugdetesoon as new information
and project activities are planned. This page will hold a compreheadiete regarding each pilot,
its specified objectives and progress.

3.2.3 Reading Corner

In order to retain an audience, the Cyber-Trust will be continuouslatgodvith articles of different
types, available under the Reading Corner menu option. Articles in this sedtionvolve, trends
on cyber-security, news about emerging threats and vulnerabilities as well ascipresearch
outcomes.

3.2.3.1 Trends & Reports
This section is a blog-based section in which the consortium will be slvatengsting outcomes of
our research as well as articles on trends and reports related to cyber seandt attacks (see
Figure 3- 5). By clicking on the read more button the realprasented with the full article and the
option to leave a comment initiating a discussion. Content from nemnoenters goes through
moderation with the user required to provide their name and @pneadditionally, to avoid spamming
Wd , o} v =« S} (Joo X Kv He E[* Juu v3 ]+ %)@} A
user is free to comment without the need to undergo moderation again; makieig experience
more pleasant.

CyberTrust

BLOG FORMAT

Threat sharing methods: comparative analysis
S BLOGFORMAT

SOCIAL NETWORKS

RECENT ARTICLES

LATEST TWEETS

Figure 3- 5 The Trends & Reports page

Copyrighto Cyber-Trust Consortium. All rights reserved. 15
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3.2.3.2 Project Deliverables

CyberTrust is commited to public and open source content and as a rdaudieapercentage of its
deliverables will be released after their submission as public con8rbmitted, approved by the
EC and released deliveralbes will be published in the Project Deliegnadge. The page currently
displays the list of all public deliverables along with theireexgd day of submission to the EC. Once
clearance is being released for the publication of a deliverable a iihkexproduced for saving the
document in PDF form (see Figure Er®r! Reference source not found.For confidential and
therefore restricted deliveralbed a publishable executive summary withede available.

CyberTrust

PROJECT DELIVERABLES

Home Project Deliverables

SOCIAL NETWORKS

RECENT ARTICLES

Threat sharing methods: comparative analysis

LATEST TWEETS

ARCHIVES

META

Figure 3- 6 List of Public Deliverables

Copyrighto Cyber-Trust Consortium. All rights reserved. 16
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3.2.3.3 Publications
Finally, in the last submenu option of the Reading Corner category is callechpiobls. This page
will hold references and links to the pdf files of Cyber-Trustipatibns.

3.2.4 Collaboration

The collaboration menu holds the options to view Cyber-Trust collabosatiotin external bodies
and other H2020 projects as well ad the Related Projects page Whiids information with regards
to other EU research projects funded under the same, or related, .topic

3.2.5 News & Events

This section is another blog-based section in which the consortiuinb&i communicating
interesting outcomes of our research, key events in which consortium partnetsesplarticipating
as well as planned project meetings (plenary meetings and progress, technical sessiquikot
trials) (see Figure 3- 7). Additionally, this page will provide linksetxasts or webinars produced
by the consortium for the end users. By clicking on the read moreobutie reader is presented
with the full article and the option to leave a comment initrgfia discussion.

CyberTrust

POST FORMATS

CyberTrust Kick Off meeting
SOCIAL NETWORKS

RECENT ARTICLES

Figure 3- 7 News & Events Page

3.2.6 About Us

The web page of the consortium presents the nine participatirganizations of the project (see
Figure 3- 8). For each partner its logo is presented along with dngamisation name, their short
profile and role in the Cyber-Trust project. A link to the official welpaigeach partner is also
provided through the logo and the organization name.

Copyrighto Cyber-Trust Consortium. All rights reserved. 17
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CyberTrust

CONSORTIUM

Home Consortium

SOCIAL NETWORKS

RECENT ARTICLES

LATEST TWEETS

ARCHIVES

META

=

S
S

NS

Figure 3- 8 The About Us page

3.2.7 Contact

The last main menu option is the contact page through which a user may seesisage or request
to the moderator of the website (see Figure Eréor! Reference source not found.The content
of the query will then be shared to the relevant partner in tensortium for resolution. This page
also required the user to fill in a CAPTCHA to avoid spamming.

Copyrighto Cyber-Trust Consortium. All rights reserved. 18
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CyberTrust

CONTACT

Hor Contact

AL NETWORKS

ARCHIVE

Figure 3- 9 Website Contact Form

3.3 Plugins

The operation of the Cyber-Trust website is supported by a numbdugins which can be seen
in Figure 310. The main plugins are discussed in the rest of this section.

Plugins Add New

All(9) | Active (7) | Available (1)

Bulk Actions ¥
Plugin Description
CPO Companion

Settings  Deactivate

Gallery - A WordPress Modula Gallery
Deactivate

Kiwi Social Share - Social Media Share Buttons & lcons
cact

ShartPixel Image Optimizer available. View version 4.11.2 def

WPForms Lite

Figure 3410 Website Activated Plugins

3.3.1 Google reCAPTCHA

Google reCAPTCHA [4] is a free service that protects your site from spaabasel It uses
advanced risk analysis techniques to tell humans and bots apart. WithethheARl, a significant
number of your valid human users will pass the reCAPTCHA challengetvinéiving to solve a
CAPTCHA. reCAPTCHA comes in the form of a widget (see Fibh)rth8t you can easily add to
your blog, forum, registration form, etc. Additionally, in case of that any sparotrob user

Copyrighto Cyber-Trust Consortium. All rights reserved. 19
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manually breaks reCAPTCHA field, the plugin introduces a secondatierifiprocess that allows
you to decide what you want to do with those comments.

Figure 311 reCAPTCHA widget for website forms and comment sections

The reCAPTCHA tool for WordPress acts as an ANTISPAM tool adding a reCAPTitSkie tiedd
comments form when the user is not logged in so that, protedtegsite from spammers.

3.3.2 Google Analytics

In order to help the monitoring and analysing the
usage of our website, we have registered the site
with the free Google Analytics service. Using this
service, reports about the usage and accessing of
public data (webpages) will be created providing
the site administration with helpful information
on:

How many users are visiting the site

The number of the returning visitors

How long users are spending on the site

Which pages are most popular

How users where informed about the site

Countries from which users are accessing

the site

x The number of downloads of specific
publicly available files on the site

x The kind of the devices that interacting with

the website

X X X X X X

The google analytics data are accessible through

the Google Analytics official website and mobiFigure 312 Google Analytics Dashboard on WordP
application as well an installed plugin to ot.

website administration panel which provides all the available reponggir€i3-12, Figure 313 and
Figure 3-14show snapshots of the google analytics dashboard.

Copyright  Cyber-Trust Consortium. All rights reserved. 20
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Figure 3213 Real Time Monitoring Google Analytics Dashboard

Figure 3414 Fresh Integration of Cyber-Btuvith the Google Analytics Dashboard

Copyright  Cyber-Trust Consortium. All rights reserved. 21
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3.3.3 RSS feeds

Support for RSS feeds is also added to the website through the WBgBi®8atof5] for easily
importing, merging and displaying RSS and Atom feeds. The RSS aggregasoma affigite
comprehensive and elegant RSS feed solution, allowing the aggregation of unR8i&fkeds, with
the ability to stagger the update process for better performance.

3.3.4 Sharing to Social Media platforms

The Kiwi Social Share pluffij adds buttons for sharing content to external social media platforms

at the bottom of each page (see FigurelB). This plugin supports a quire extensive number of
social media platforms, however we have enabled sharing to Facebook, Twitter and LinkedIn, as
these are the most relevant social media platforms to CyberTrust

Figure 345 External Social Media buttons

4. Cyber-Trust Social Media

Communication of Cyber-Trust activities and outcomes to the social media ewjirdformed
through its Facebook Page (d&eor! Reference source not foundand Twitter account (seerror! Re
ference source not found. These accounts have been set up with the aim to communicate a
simplified presentation of the core activities of Cyber-Trust to theegaimpublic.

Iv JE € 8} o]vl 3Z % @E}i 3 A 13 A]5Z58Z Ae}+]%0[w ] GuvAiY
the right of all paged) contains buttons leading to the Cyber-Trust sneidia accounts (seerror! R

eference source not found. Clicking each of these will lead the user to our Facebook?zauk
Twitter account respectively.

2 https://www.facebook.com/cybertrust/
3 https://twitter.com/CyberTrustEU
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Figure 4- 1 Screenshot of the Facebook Page

Figure 4- 2 Screenshot of Twitter Account Figure 4- 3 Links to Cyber-Trust social medi

accounts
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5. Conclusion

In a nutshell, in this document, a detailed approach for the Cyber-Weissite has been presented.
Description of the methods used to build it, the hosting features éhdtructure were presented
along with information@® P & JvP SZ % &}i S[e <}.The Qybgr-Trustwebsks
designed with the aim of providing open access (free of charge, onleessdor any user) to all
scientific publications, open-source software, etc., without violating thellectual property rules
established in the initial plan. The website hosts blog and news pagee\ilire consortium can
share ideas and report technological achievements as they arise in the priojeat be open to
individual entities to allow active participation. In this way, megearchers can get acquainted with
Cyber-Trust while large industrial entities can support the effortarodide guidelines.
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