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EXECUTIVE SUMMARY

This dissemination report presents the second of the reports that will encircle the
disseminations of activities of Cyber-Trust project partners. It summarises all the activities
undertaken from the first of November 2018 (M7) until the end of April 2019 (M12). The
report includes details of dissemination activities from all partners and evaluates the progress
against the initial expectations set out in the Cyber-Trust Consortium. It also details the
promotional materials, online and electronic activities (including social media); events,
networking and publications (both academic and industrial).

Cyber-Trust Consortium. All rights reserved. 5
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1. Introduction

The second Dissemination Report, which is deliverable D9.4 provides a detailed description
of the different dissemination and communication activities of the Cyber-Trust project in
period M7 —M12 (1 November 2018, 30 April 2019).

The deliverable is structured as follows: After this introduction, section 2 presents the
dissemination and communication tools of the Cyber-Trust project. It is divided into seven
subsections where the various communications channels are presented. These are the Cyber-
Trust website, the social media channels (Facebook, Twitter, LinkedIn, YouTube), the scientific
publication in Conferences and Journals, presentations in various events, dissemination
material (Brochures, roll top banner and Newsletters) and Synergies with other projects.
Section 3 details the Cyber-Trust performance information with respect to the KPIs
introduced in D9.2 — “Dissemination and Exploitation plan”.

Cyber-Trust Consortium. All rights reserved. 6
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2. Dissemination activities across different channels

This section will list all Cyber-Trust partners’ activities from the first of November 2018 (M7)
to the end of April 2019 (M12). The following subsections will provide more details on
activities carried out from partners group based on the KPIs provided in Deliverable 9.2.

2.1 Websites and Blogs

The website hosts blog and
technological achievements

news pages where the consortium can share ideas and report
as they arise in the project; it is open to individual entities to

allow active participation. The monitoring of website usage and traffic is accomplished with
the free Google Analytics service. The CyberTrust website has been officially released since
the end of August 2018, meaning that it has been online for eight months.

The tables below provide a summary of the web traffic statistics.

Date 20 April 2019

Communication activity Cyber-Trust website

Communication type Website

Target audience Partners | General | Academic | Government | Industry
X X X X X

Partner(s) involved ADITESS

People involved

Elisavet Charalambous

Description of the activity,
relevance to the Project and
Impact

Figure 2.1 shows the overview of the visiting audience as a
figure of new and returned visitors overall (85.3% of users are
new visitors while 14.7% are returning visitors). In total 760
users have visited the CyberTrust website with a total of 2339
page views over the past 5 months.

s

675 566 109 159 239 227

00:0200 61.98%

Figure 2.1: Audience Overview

Additionally, on an average visit, the user visits approximately
2-3 pages with a visit of 2 minutes. These metrics indicate
that the average user finds interesting the content of the
website as the lifetime per session is quite high. The
navigation flow of users in the website is shown in Figure 2.2

with most users visiting the website homepage as their

Cyber-Trust Consortium. All rights

reserved.
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landing page; as the project progresses and project outcomes
see the light this figure will most probably change. The most
commonly visited page after the homepage is the promoting
page of the secsoft1l9 conference to which Cyber-Trust is a
co-organiser.
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Figure 2.2: User flow

So far, the project website has gathered most visitation from
Europe (see Figure 2.3) with most traffic occurring from
9:00am — 07:00pm (see Figure 2.4).
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Figure 2.3: Origin of Traffic in numbers
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Figure 2.4: Visits per continent and Distribution of visitation with
respect to time of the day

Also important is the demographics on the country of origin
of visiting users (see Figure 2.5). The top three countries are
Greece (40%), US (7.33%) and Cyprus (5.33%) and occupy
52.66% of visitation.

- o 54 . it i P4

Figure 2.5: Country of Origin of Visiting Users

Most traffic on the CyberTrust website is acquired directly
with the users typing the URL in the address bar on their
internet browsers, the second source is through organic
searching (i.e. through search engines) and finally through
social media (see Figure 2.6). As time progresses, it is
expected that the traffic attained through social media
channels will increase; result of their establishment.

How do you acquire users?

Traffic Channel Source / Medium Referrals
® Organic Search ® Direct 8 Referrs eig Other
Last 180 days ~ ACQUISITION REPORT %

Figure 2.6: Distribution of traffic sources

Annotated photos

N/A

2.2 Social media analytics
Communication of Cyber-Trust activities and outcomes to the social media are performed
through its Facebook Page and Twitter account and LinkedIn. Social media accounts have

Cyber-Trust Consortium. All rights reserved.
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been set up with the aim to communicate a simplified presentation of the core activities of
Cyber-Trust to the general public. Overall, project social media accounts have a following of
27 members on LinkedIn, 45 followers on Twitter and 39 followers on Facebook.

The tables below provide a summary of the twitter statistics.

Date 20 April 2019

Communication activity | Cyber-Trust Social Media

Communication type Twitter

Target audience Partners | General | Academic | Government | Industry
X X X X X

Partner(s) involved ADITESS

People involved

Elisavet Charalambous

Description of the
activity, relevance to the
Project and Impact

The twitter profile has gathered approximately 14K impression
over the so far spanned period with the months of May and
September gaining most interest.

Table 2.1: Overall Twitter Engagement

Month Tweet Engagements
Impressions
Apr 2019 2.0K 13
Mar 2019 2.1K 15
Feb 2019 1.2K 10
Jan 2019 2.0K 11
Dec 2018 3.0K 25
Nov 2018 3.7K 99

Figure 2.7 and Figure 2.8, shown below, illustrate highlights on
Twitter and content that has gathered high interest in terms of
engagement.

Cyber-Trust Consortium. All rights reserved. 10
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Top Tweet eamed 715 impressions

Our colleague Vasiliki Georgia Bilali form the
Center for Security Studies (KEMEA)
introduced at the GHOST EU Project during
their workshop on the 28th of March. #iot
#internetofthings #cybersecurity #h2020
#H2020PCW #InvestEUresearch
#CyberTrustEU #GHOST_ProjectEU
pic.twitter.com/ZGYWOUXIWo

Tz W5

View Tweet activity View all Tweet activity

Figure 2.7: Highlights of Twitter account
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#eusurvey “cybersecurity srequirements

CyberTrustEL & Oyt Trunt 649 2 0.3%
Are you an ofganisation or pan of the cyber-security

indusiry? Contribute 1o our end-user requirements by filing

out our questionnaire targeted 10 your own needs..

goo.gl|viJ2s @CyberTrusiEU @EU_H2020 ~eusurvey

#cybersecurity drequirements

CyberTrustEU e Tristd ' 225 o 0.0%
Owner and T o Dneclm or yiT,
kinds of threats you should be looking out for and how 1o
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#business s better #protected. #interactive Sseminar

the

twitter, comfimpactinnoviab

CyberTrustEy 7 719 20 28%
WiP: A Novel Blnckcnam—aasea Trust Model for Cloud

Identity Management cyber-trust eu/publications! via

@ CyberTrustEU EEU_H2020 Read more of our

18 Hoyber

Figure 2.8: Highlights of Twitter Account

Annotated photos

N/A
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The tables below provide a summary of the Facebook statistics.

Date 20 April 2019

Communication activity Cyber-Trust Social Media

Communication type Facebook

Target audience Partners | General | Academic | Government | Industry
X X X X X

Partner(s) involved ADITESS

People involved

Elisavet Charalambous

Description of the activity,
relevance to the Project
and Impact

The CyberTrust Facebook page has gathered more than 400
pages views, reached 130 Facebook users and managed 23
post engagements. The project Facebook page has so far
concentrated 38 followers with 4 activity items, shown in
Figure 2.9. Facebook will be used as the channel of preference
for the promotion of events in which consortium members
will be participating. Two events that have been so far
promoted is the “Decentralised 2018” summit and the IEEE
SEcSoft2019 workshop.

Our cobeagus Vasiliki Gaamia Silali fory 30

Figure 2.9: Posts on Facebook Page

Facebook page insights also indicate that posting pictures
results in higher reach as opposed to the posting of links, see
Figure 2.10. It is also revealed that in terms of engagements,
photos result in higher post click rates. Figure 2.11 shows that
Facebook users are more likely to view content on the page
midday onwards

Type Average Reach Average Engagement

7 Photo

Figure 2.10: Engagement over post types

Cyber-Trust Consortium. All rights reserved. 12
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When your fans are online Post types Top posts from Pages you wilch

Dt shown for & recent 1-week period. Times of day are dhown computers lool ime Fone,

in your

Figure

Figure 2.11: Insights on times followers are active

Annotated photos

N/A

2.3 Research Conferen
This section provides inform

ce presentations and publications
ation about all papers that have been published or accepted by

prestigious international events in period M7-M12 (1 November 2018, 30 April 2019). The

research undertaken in this

period has already led to four research publications of which

three were accepted for publication in peer-reviewed international conferences and one is

presented in “From the In
Economy and Virtual Worlds

ternet to the Blockchain: Social Informatics, Digital Creative
” Workshop.

Date

24 June 2019

Communication activity

Scientific conference presentation and publication

Communication type

Conference article

Target audience

Academic | Government

X

Partners | General Industry

X

Number of participants

Around 100 people

Partner(s) involved

UOP, CSCAN, KEMEA, MATHEMA, SCORECHAIN

People involved

Sotirios Brotsis, Nicholas Kolokotronis, Konstantinos Limniotis,
Stavros Shiaeles, Dimitris Kavallieros, Emanuele Bellini, Clement
Pavue

Description of the activity,
relevance to the Project and
Impact

This paper addresses the challenges in the forensic evidence
collection, preservation and investigation process, for loT
environments in the smart home domain, by exploiting the
advanced intrusion detection and distributed ledger
technology (DLT) solutions that are being developed in the
context of the Cyber-Trust project. The proposed system
utilizes a private forensic evidence database, where the
captured evidence is stored, along with a permissioned
blockchain that allows providing security services like integrity,
authentication, and non-repudiation, so that the evidence can
be used in a court of law. A high-level architecture of the

Cyber-Trust Consortium. All rights

reserved. 13
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blockchain-based solution is presented that allows tackling the
unique challenges posed by the need for digitally handling
forensic evidence collected from loT networks.

The paper will be presented in 1%t International Workshop on
Cyber-Security Threats, Trust and Privacy Management in
Software-defined and Virtualized Infrastructures (SecSoft)
(https://www.astrid-project.eu/secsoft/), Co-hosted at 5th
IEEE International Conference on Network Softwarization
(NetSoft 2019) that will be held on June 24-28, 2019 in Paris,
France.

Sotirios Brotsis, Nicholas Kolokotronis, Konstantinos
Limniotis, Stavros Shiaeles, Dimitris Kavallieros,
Emanuele Bellini, and Clement Pavue, “Blockchain
Solutions for Forensic Evidence Preservation in loT
Environments,” in 1% International Workshop on
Cyber-Security  Threats, Trust and Privacy
Management in Software-defined and Virtualized
Infrastructures (SecSoft), June 24-28, 2019 in Paris,
France.

This article is directly related with the work carried out in the
work-package WP6 and WP7.

N/A

Annotated photos

Date

24 June 2019

Communication activity

Scientific conference presentation and publication

Communication type

Conference article

Target audience

Partners | General | Academic | Government | Industry
X X

Number of participants

Around 100 people

Partner(s) involved

VUB, ADITESS, UOP, KEMEA, CGI, CSCAN

People involved

Olga Gkotsopoulou, Elisavet Charalambous, Konstantinos
Limniotis, Paul Quinn, Dimitris Kavallieros, Gohar Sargsyan,
Stavros Shiaeles, Nicholas Kolokotronis.

Description of the activity,
relevance to the Project
and Impact

This research work deals with the elucidation and
implementation of the Data Protection by Design (DPbD)
principle as recently introduced in the European Union data
protection law, specifically with regards to cybersecurity
systems in a Smart Home environment, both from a legal and
a technical perspective. The article mainly focuses on the
Cyber-trust solution, by adopting an interdisciplinary
approach and using as a starting point previous and on-going
research conducted throughout the project, in order to

Cyber-Trust Consortium. All rights

reserved. 14
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examine how a cybersecurity product can embrace the Data
Protection by Design principle as set out in Article 25 of the
General Data Protection Regulation.

The paper will be presented in 1t International Workshop on
Cyber-Security Threats, Trust and Privacy Management in
Software-defined and Virtualized Infrastructures (SecSoft)
(https://www.astrid-project.eu/secsoft/), Co-hosted at 5th
IEEE International Conference on Network Softwarization
(NetSoft 2019) that will be held on June 24-28, 2019 in Paris,
France.

Olga Gkotsopoulou, Elisavet Charalambous,
Konstantinos Limniotis, Paul Quinn, Dimitris
Kavallieros, Gohar Sargsyan, Stavros Shiaeles, Nicholas
Kolokotronis, “Data Protection by Design for
Cybersecurity Systems in a Smart Home Environment,”
in 1%t International Workshop on Cyber-Security
Threats, Trust and Privacy Management in Software-
defined and Virtualized Infrastructures (SecSoft), June
24-28, 2019 in Paris, France.

This article is directly related with the work carried out in the
work-package WP3.

Annotated photos

N/A

Date

20-24 May 2019

Communication activity

Scientific conference presentation and publication

Communication type

Conference article

Target audience Partners | General | Academic | Government | Industry
X X

Number of participants Around 120 people

Partner(s) involved CSCAN, UOP

People involved

Stavros Shiaeles and Nicholas Kolokotronis

Description of the activity,
relevance to the Project
and Impact

This paper investigates solutions for solving challenges
related to malware detection in modern systems and
presents a new approach for malware detection based on
binary visualization and self-organizing incremental neural
networks. The main contribution of this work is the novel
combination of binary visualization with SOINN whose
robustness to noise makes it lightweight and faster than
other approaches, and hence ideal for very large datasets
allowing the provisioning of efficient detection mechanisms
as a service. A prototype was developed for analyzing
detection performance, where malware samples from

Cyber-Trust Consortium. All rights reserved. 15
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various categories and file types were included to test the
model in different scenarios. The paper will be presented in
1st International Workshop on Data Driven Intelligence for
Networks and Systems (DDINS), (https://icc2019.ieee-
icc.org/workshop/w15-first-international-workshop-data-
driven-intelligence-networks-and-systems-ddins), that will
be held on May 20-24, 2019 in Shanghai, China.

Irina Baptista, Stavros Shiaeles and Nicholas
Kolokotronis, “A Novel Malware Detection System
Based On Machine Learning and Binary
Visualization,” in 1st International Workshop on
Data Driven Intelligence for Networks and Systems
(DDINS), May 20-24, 2019, Shanghai, China.

This article is directly related with the work carried out in the
work-package WP6.

Annotated photos

N/A

Date

11 December 2019

Communication activity

Workshop presentation and publication

Communication type

Presentation; publication

Target audience Partners | General | Academic | Government | Industry
X X X X

Number of participants Around 100 people

Partner(s) involved uoP

People involved

Costas Vassilakis

Description of the activity,
relevance to the Project
and Impact

The workshop presentation was entitled “Blockchain
technologies for leveraging security and privacy”; the
presentation initially introduced the challenges existing for
security and privacy in the contemporary Internet, and how
blockchain technologies can be used to enhance user security
and privacy. The solutions proposed by Cyber-Trust were
presented at a high level.

Costas Vassilakis, “Blockchain technologies for

leveraging security and privacy,” Workshop “From

the Internet to the Blockchain: Social Informatics,

Digital Creative Economy and Virtual Worlds”,

December 11, 2018 in Athens, Greece.

A paper was written to be hosted in a journal special issue
accommodating the Workshop proceedings:

Cyber-Trust Consortium. All rights reserved. 16
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Costas Vassilakis, “Blockchain technologies for
leveraging security and privacy,” Homo Virtualis
(2)1, 2019, Special issue “Blockchain and disruptive
technologies: Interdisciplinary perspectives”, ISSN:
2585-3899,
http://dx.doi.org/10.1268/homvir.20188

This article is directly related with the work carried out in the
work-package WP5 and WP6, while it also covers elements of
the overall CyberTrust solution.

Annotated photos

N/A

2.4 Research Journal Publications

This section provides information about original research publication accepted and published
in journals. Members of the consortium have already published a journal paper in IEEE
Consumer Electronics Magazine in May 2019, with Impact Factor 1.434. The journal

publications are available through Digital Libraries reaching researchers and people
interested in specific topics around the world.

Date

11 April 2019

Communication activity

Scientific publications

Communication type

Journal article

Target audience Partners | General | Academic | Government | Industry
X
Number of participants Over 400,000

Partner(s) involved

CSCAN, UOP and SCORECHAIN

People involved

Nicholas Kolokotronis, Konstantinos Limniotis, Stavros Shiaeles,
Romain Griffiths

Description of the activity,
relevance to the Project and
Impact

This journal paper considers the possible use cases and
applications of the blockchain for the Consumer Electronics (CE)
industry and its interplay with the Internet of Things (loT). It
mainly focuses on the capability of this technology to enhance
the security of networked CE devices by presenting privacy and
data-protection aspects of blockchain solutions and linking
them to regulatory framework provisions. In addition, the
article investigates existing blockchain solutions.

The article has been published in IEEE Consumer Electronics
Magazine (Volume: 8, Issue: 3, May 2019).

Kolokotronis, N., Limniotis, K., Shiaeles, S. and Griffiths,
R., 2019. “Secured by Blockchain: Safeguarding Internet

of Things Devices,”. IEEE Consumer Electronics

Cyber-Trust Consortium. All rights reserved.
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website (https://ieeexplore.ieee.org/).

Magazine, 8(3), pp.28-34.
DOI: https://doi.org/10.1109/MCE.2019.2892221.

This paper is directly related with the work carried out in the
work-packages WP5, WP6, and WP7. The special issue has been
published on 11 April 2018 and it is available at the publisher’s

Annotated photos

N/A

2.5 Organised dissemination events
This section is focus on dissemination events arranged by the Cyber-Trust consortium
members. During the reporting period, two workshop events have been already organised

with the aim to ensure
academic/research commun

breadth of dissemination channels, including both the
ity (as part of the research conference) as well as the Industrial

community, through the two workshops.

Date 24 June 2019

Communication activity Organisation of a workshop

Communication type SecSoft workshop

Target audience Partners | General | Academic | Government | Industry
X X

Number of participants

50 Participants

Partner(s) involved

UOP, CSCAN, KEMEA

People involved

Stavros Shiaeles, Nicholas Kolokotronis and Dimitris Kavalieros

Description of the activity,
relevance to the Project and
Impact

The first International Workshop on Cyber-Security Threats,
Trust and Privacy Management in Software-defined and
Virtualized Infrastructures (SecSoft) is a joint initiative from EU
Cyber-Security and 5G projects: ASTRID, SPEAR, CYBER-TRUST,
REACT, SHIELD and 5GENESIS. The organisation of this
workshop (https://www.astrid-project.eu/secsoft/) co-hosted
at 5th IEEE International Conference on Network
Softwarization (NetSoft 2019) that will be held in Paris, France
on June 24-28, 2019, aims at bringing together students,
researchers and security experts on areas under consideration
by Cyber-Trust. Indicative topics of interest included:

Cyber-security platforms and architectures for digital
services;

Security, trust and privacy for industrial systems and the
loT (including smart grids);

Monitoring and advanced data collection and analytics;
Virtual and software-based cyber-security functions;
Orchestration of security functions;

Novel algorithms for attack detection and threat
identification;
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Intelligent attack mitigation and remediation;

Machine learning, big data, network analytics;

Secure runtime environments, including trustworthy
systems and user devices;

Formal methods for security and trust;

Novel threat and attack models;

Authentication, Authorization and Access control;
Honeypots, forensics and legal investigation tools;
Threat intelligence and information sharin

This event is directly related with the work carried out in the
work-packages WP5, WP6, and WP7. The special session’s
proceedings will be made available at the publisher’s website
(https://ieeexplore.ieee.org/). It is also expected that the
accepted and presented workshop papers will be published in
the workshop proceedings before the end of 2019 and will
made available at the publisher’s website,
(https://ieeexplore.ieee.org/).

Annotated photos
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Figure 2.12: SecSoft2019 Workshop call for papers

Date

8 July 2019

Communication activity

Organisation of a workshop

Communication type

IEEE Services Workshop

Target audience

Partner | General | Academic | Government | Industry
X X

Number of participants

50 Participants

Partner(s) involved

UOP and CSCAN

People involved

Stavros Shiaeles, Nicholas Kolokotronis

Description of the activity,
relevance to the Project
and Impact

The 1st IEEE Services Workshop on Cyber Security and
Resilience in the Internet of Things is a joint event to the IEE
World Congress (IEEE Services 2019) that will be held in Milan,
Italy on July 8-13, 2019. The purpose of this Workshop is to
bring together students, researchers, security experts and IT
experts from Industry on areas under consideration by Cyber-
Trust. It mainly focuses on both the theoretical & practical
aspects of the security, privacy, trust, and resilience of loT
networks, devices, applications and services and as well as
dealing with their vulnerabilities and mitigating sophisticated
cyber-attacks. Topics of interest included:
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Blockchain applications in loT
Cyber-threat intelligence
Game-theoretic security for loT

Identity management and access control for loT
loT and cloud forensics

Lightweight cryptography for loT
Malware detection and mitigation
Network intrusion detection/mitigation
Privacy and data protection in loT
Security in mobile applications

System and data integrity

Trust management for IOT

Operation recovery and continuity in IOT
Cyber-attack resiliency loT architecture
Cyber Threat adaptive capacity in 10

Link to the workshop:

https://conferences.computer.org/services/2019/workshops/

cybersecurity workshop.html

It is directly related with the work carried out in the work-
packages WP5, WP6 and WP7. The accepted and presented
workshop papers will be published in the workshop
proceedings before the end of 2019 and will made available at

the publisher’s website, (https://ieeexplore.ieee.org/).
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Figure 2.13: IEEE Services Workshop call for papers

2.6 Event Participation

This section reports the Cyber-trust partner’s participation in events including meetings,
Workshops, conferences, etc. The main purpose of participating in these events is to raise
awareness of the project and to gauge the level of interest and impact of the project on the
wider community. To this end, the members of the consortium have attended the annual
workshop co-organised by DG HOME and DG CONNECT of the European Commission. More
details are given below:

Date 25-29 March 2019

Communication activity \Workshop

Communication type Presentation — Panel discussion

Target audience Partners | General | Academic | Government | Industry
X X X X X
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Number of participants

Around 180 individuals

Partner(s) involved

UOoP

People involved

Nicholas Kolokotronis

Description of the activity,
relevance to the Project and
Impact

CYBER-TRUST project participated in the “13th Meeting of the
Community of Users on Secure, Safe, Resilient Societies”,
which is an annual event is co-organised by DG HOME and DG
CONNECT of the European Commission
(www.securityresearch-cou.eu/node/9200). A presentation
was given in the area of cybersecurity intelligence and the
thematic group on cyber-crime and security. The talk was
entitled “Mining for cyber-threat intelligence to improve
cyber-security risk mitigation”. Many interesting discussions
with other projects’ representatives were made in areas of
CYBER-TRUST's interest.

Annotated photos

N/A

2.7 Presentations

In order to spread the new knowledge generated in the context of the project and for
enhancing its visibility to the academic community and the industry, several research works
were presented in well-known conferences and workshops. More details are given bellow:

Date

28 March 2019

Communication activity

Workshop

Communication type

Presentation

Target audience

Partners | General | Academic | Government | Industry
X X X

Number of participants

Around 60 individuals

Partner(s) involved

KEMEA

People involved

Vasiliki-Georgia Bilali

Description of the activity,
relevance to the Project
and Impact

“H2020 Project-Clustering workshop” is organized by the
GHOST project aiming at establishing tight connections with
relative H2020 projects in the field of cybersecurity in loT and
relative domains and took place on 28™ of March 2019, in
Athens. The website of GHOST Project is https://www.ghost-
iot.eu/
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Annotated photos

Date 16-17 April 2019

Communication activity Conference

Communication type Presentation/ Panel discussion

Target audience Partners | General | Academic | Government | Industry
X X X

Number of participants Around 200 individuals

Partner(s) involved VUB

People involved Paul Quinn

Description of the activity,
relevance to the Project
and Impact

Prof. Paul Quinn will give a talk about “The Concept of
Sensitive Data —Still fit for purpose?” at the BILETA Annual
Conference 2019 “Back to the futures?”, which takes place at
Queen's University Belfast, UK. The conference is organised by
the British and Irish Legal Education and Technology
Association (BILETA) and attracts every year a significant
number of academics and legal practitioners in the field of law
and technology from all over the world. It also offers
publication opportunities in high-ranking peer reviewed
journals and various research funding schemes. The talk is
related to the work carried out in WP3, specifically the D3.1
and D3.2, concerning the special categories of personal data.
For more information on the conference and the programme:
https://biletabelfast.net/plenary-and-parallel-sessions-
tuesday-and-wednesday/

Annotated photos

N/A
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Date

14 January, 14 February, 14 March and 15 April 2019

Communication activity

Workshop/ Leadership Government

Communication type

Presentation

Target audience Partners | General | Academic | Government | Industry
X X

Number of participants Approximately 30 individuals

Partner(s) involved CaGl

People involved Gohar Sargsyan

Description of the activity,
relevance to the Project
and Impact

Recurrent leadership event with Lead experts and decision
makers of Industry and Government sector mainly within CGlI
leadership team with regular invitees from customers. Dr
Gohar Sargsyan presents and discusses Cyber-Trust project
and high-level design architecture principles being applied on
the project to shape the framework and solution. The focus of
discussion is mainly WP4 — Cyber-Trust framework and
reference architecture. As part of the leadership team of
industry/government the leaders of the sector discuss about
the potential for further market uptake in relation knowledge
gained from the multi-disciplinary consortium and knowledge
sharing among the experts’ network. The meetings are by
invitation only and gather government industry leaders.

Annotated photos

N/A

2.8 Synergies with other Projects

To ensure cohesion with the wider research efforts undertaken by related concurrent EU
projects, members of the consortium established contact and communication, in order to
build up collaborations on aspects of mutual interest with other H2020 projects. More details
about collaboration activities are given below:

Date

1 April 2019 - present

Communication activity

Membership in research group

Communication type

Participation in experts” forum/ Collaboration with other

projects
Target audience Partners | General | Academic | Government | Industry
X X X X
Number of participants Approximately 20 participants
Partner(s) involved VUB

People involved

Olga Gkotsopoulou

Description of the activity,
relevance to the Project
and Impact

The LSTS Cyber and Data Security Team is a hub, consisting of
academics and practitioners, that conducts research on topics
of cybercrime, cybersecurity, data protection and privacy from
an interdisciplinary perspective. In cooperation with them,
Olga Gkotsopoulou, as participant of the Cyber-Trust project,
will be engaged in various dissemination and communication
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activities, with direct relation to WP3, for instance,
organisation of workshops, seminars and panel discussions as
well as the drafting of briefs and research articles addressing
legal and ethical issues discussed in previous and forthcoming
deliverables. This group also encompasses a large number of
researchers who work on H2020 projects with focus on
cybercrime and cybersecurity, enabling the creation of
synergies. The possibility of collaborations is being already
explored.

Annotated photos

N/A

Date

2 September 2019 — 31 October 2019

Communication activity

Planned study visit at the EU Agency for Fundamental Rights
(FRA)

Communication type

Study visit/ contribution to Handbook

Target audience Partners | General | Academic | Government | Industry
X X X X

Number of participants Approximately 10 participants

Partner(s) involved VUB

People involved

Olga Gkotsopoulou

Description of the activity,
relevance to the Project
and Impact

The European Union Agency for Fundamental Rights (FRA) is
the EU’s centre of fundamental rights expertise. Olga
Gkotsopoulou during her study visit will contribute with her
research in privacy and data protection, in particular with
relation to WP3, to the drafting of the first “Handbook on
European law relating to cybercrime and fundamental rights”
(https://fra.europa.eu/en/project/2018/handbook-
european-law-relating-cybercrime-and-fundamental-rights),
which is expected to be published in midst-2020, first in
English and then in other European languages.

Annotated photos

N/A
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3. Progress Monitoring

This section provides an assessment of the success of dissemination activities conducted by
Cyber-Trust consortium partners, as well as the progress made towards the achievement of
the objectives in the contractual arrangement under the EU. Table 3.1 presents the key
performance indicators identified across all partners during this second report and how they
map to the KPIs of the deliverable 9.2.

Table 3.1: Summary of dissemination activities

Website Visits 2339 10800
Brochure 1 3
Scientific Publications 10 15

Press Releases 1 8

Blogs 1 10 in total
Newsletter 0 5 in total
Workshops 7 At least 5
Presentations 17 30

Social Media 111 followers

Direct Contact 3

As can be seen from the summary Table 3.1 Cyber-trust partners disseminated the project
effectively during the second period M7-M12 (November 2018—April 2019) of the project life.
The website is currently attracting a significant number of visitors, and can be concluded from
the previous dissemination report that the number of website visits is growth by
approximately 65% compared to the first period (M1-M6). The project social media also has
a growth of 30% in followers number during the same period. In terms of research
publications and dissemination events, in spite of its incipient phase, the project has already
produced four conference publications, one journal publication and two workshop events
that have been organised by members of our consortium. Also, the quality of project research
works is obvious from the conferences and workshops been accepted. Finally, according to
these statistics, Cyber-Trust partners are confident that the KPIs introduced in D9.2 will be
reached as well as the exploitation objectives that will be introduced in D9.9 soon.
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Conclusion

This deliverable is the second of a series of deliverables providing the dissemination activities
undertake by consortium partners of Cyber-Trust in order to monitor the KPIs introduced in
D9.2. The detailed description of the dissemination activities involved during the second
period M7-M12 (November 2018—April 2019) leads to the conclusion that the partners have
been involved in many important activities to disseminate the project and raise its presence.
All of these activities are equally important but are targeting different aspect of the
dissemination plan. The comments been received from various stakeholders are encouraging
and looking forward for the final results. As a self-assessment, we think that all the KPls
introduced in D9.2 will be reached by the end of the project.
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