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Extended Submission Deadline: August 30, 2020

The review of a manuscript is started immediately after its initial screening and the review
decision will be notified as soon as the reviews are completed.

Due to the current COVID-19 Pandemic situation, CoCoNet'20 and ACN'20 will be
organised in full virtual mode. The registered authors can present their papers

online, and attend all online sessions including tutorials and invited lectures.

Code of Ethics

&) Springer

Current  networking and  distributed Papers Due August 30, 2020
systems are highly vulnerable and can be
easily compromised by attacks. Research
on secure computing and communication Final Paper Deadline September 30, 2020

Acceptance Notification September 10, 2020

has gained more and more attention and

its major goal is to make systems measurable, available, sustainable, secure and trustworthy. The
Eighth International Symposium on Security in Computing and Communications (SSCC'20) aims to
provide the most relevant opportunity to bring together researchers and practitioners from both
academia and industry to exchange their knowledge and discuss their research findings. The

proceedings of previous editions have been indexed by Scopus and DBLP.

All accepted papers will be published by Springer in Communications in Computer and
Information Science Series(CCIS), ISSN: 2065:0929. The proceedings will be available via
the SpringerLink digital library. CCIS is abstracted/indexed in DBLP, Google Scholar, EI-
Compendex, Mathematical Reviews, SCImago and Scopus. CCIS volumes are also submitted for
the inclusion in ISI Proceedings.
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The ever-evolving loT landscape: Blessing or Curse?
Vasiliki-Georgia Bilali, Antonia Kardara, Dimitrios Kavallieros, George Kokkinis

loT landscape is ever-evolving, influenced mutually (or both) from technological and social needs. IoT applications are
evolving as the technological services and products are updated and different industry tendencies and policies are applied.
This perpetual evolution emerges from the need to automate, facilitate, and enhance daily routines and operational processes.
The long-term goal is to provide technological innovation to users/experts and operational innovation in targeted

environments without compromising the security of systems and assets.
The primary and most important factor for the continuing development of the loT is the expansion of network capabilities, as a

result of globalization, digital transformation, and functional automation. CISCO report [1] states that by 2023 over 60% of

enterprises will focus on network capabilities implementing the digital strategies of organizations.
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RECENT ARTICLES

ber, the European Commission a

unced the new EU Cybersecurity Strategy. Further, the Commissiof

address both cyber and physical re Directive on measures for high

common level of cybersecurity across the Union ( rective on the resilience of

on the establishment of a

critical entities. Moreover, take notice that the EU

THE NEW EU CYBERSECURITY STRATEGY

Cybersecurity Competence Centre and Network. The Cy in Bucharest, and the

of National Coordination Centres will aim at streng

Procedural Aspects of an Impact Assessment for Innovative

After two years of GDPR implementation, the European Commission few Cybersecurity Systems Research: The Cyber-Trust model

he Europea

The Choice of Architecture Methodology in the Design of the

CyberTrust System
November 24,2020

* the Digital Services Act (DSA),

The ever-evolving loT landscape: Blessing or Curse?
+ the Digital Markets Act (DMA) . L

>

ditionally, the European Commission published late November its proposal for a Regulation on European data governance Blockchain solutions and chain-of-custody
uly 29, 202

(Data Governance Act). The instrument aims to foster the availability of data for use by increasing trust in data intermediaries

and by strengthening data-sharing mechanisms across the EU, creating European Data Spaces
Please notice that those three proposals (DSA, DMA and DGA) will bein the middle of the EU digital regulation debate for the ARCHIVES
ext few years (the ‘new GDPRS’ as some call them).
January 2021

On 14 December, the EU Fundamental Rights Agency published its study Getting the future right - Artificial intelligence and

A A December 2020
fundamental rights , including an Annex on Research methodology. and an Annex o ples of theoretical assessment of
harm and significant impact of Al or automated decisions.. The European Parliament New committee on November 2020

Artificial Intelligence, after the White Paper on Artificial Intelligence, published by the Com e beginning of this year.

October 2020
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https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/digital-markets-act-ensuring-fair-and-open-digital-markets_en
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ADITESS BLOG FORMAT, POST FORMATS

Olga Gkotsopoulou, Research Group on Law, Science, Technology and Society, Vrije Universiteit Brussel SOCIAL NETWORKS
The H2020 Cyber-Trust project (agreement No 786698) aims to foster a holistic and novel cyber-threat nce gathering, n u u .
prevention, detection and miti on platform, to secure the complex and ever-gr used by millions

of people daily. The project consortium follows the latest technical innovations est practice in the field, observing

cal and societal considerations. Ir

1 the applicabl | and regulatory framew

RECENT ARTICLES

d, from it:

nception, the Cyber-Trust pro s established an impact assessment mechanism, with particular

focus on data protection and privacy, as a cross-disciplinary exercise among its partners consisting of seven consecutive and

THE NEW EU CYBERSECURITY STRATEGY

strongly connected procedural steps. The mechanism corresponds to a data protection impact assessment as enshrined in

January 4,2021

Article 35 of the EU G al to be achieved, the

eral Data Protection Regulation (GDPR) bt

the complexity of th

consortium enhanced the procedure with elements of wider impact assessments including broader ethical and societal

Procedural Aspects of an Impact Assessment for Innovative

considerations. Cybersecurity Systems Research: The Cyber-Trust model

nber 3, 202
The procedural steps intertwin with e her creating a net of information flows inside the consortium, useful for decision
and policy making, and a knowledge hub otential stakeholders who in the future may wish to deploy the system. The The Choice of Architecture Methodology in the Design of the
article will not present the actual analy s that are expected tc e place during an im 1ent. As a cc CyberTrust System
dependent process, this can only be define by-case setting ver, thereisalo gthe ember 24,2020

substance of an impact assessment. The Article 29 Working Party has published guidelines on Data Protection Impact

—evolvi . Blessi ?
ent to enable the common interpretation of Article 35 GDPR. National Supervisory Authorities of EU Member States The ever-evolving loT landscape: Blessing or Curse?

idelines and templates to as data controllers, data processo archers and

manufacturers to document and assess the on-going, planned or envisaged data processing operations. For instance, the

Blockchain solutions and chain-of-custody
French authority (CNIL) has a repository with guidance on its website and even a dedicated software. The Brussels Laboratory 2

y 29, 2020
for Data Protection & Privacy Impact Assessments at the Vrije Universiteit Brussel has additionally published a series of briefs
on the data protection impact assessment process in different languages, providing interactive templates. In principle, a
d in GDPR. Thi: s to
ARCHIVES

ifies and assesses risks to fies any addi

January 2021

dural aspe: fore, du December 2020

Instead, this article explores the meta-elements of an impact ment, what we call the

November 2020

project. This article concentrat ience gained and lessons learnt so far. The structural scheme used in the Cyber.

Trust project can s solutions in the field, or as a October 2020

ch project consorti

dactin nt L ad auantuallecia
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INC: International Networking Conference

Selected Papers from the 12th International

Stavros Shiaeles Fditors

Selected Papers Networking Conference
from the

12th International INC 2020

Networking

Conference Editors (view affiliations)

INC2020

Bogdan Ghita, Stavros Shiaeles

Conference proceedings
INC 2020

12th International Network Conference 2020 (INC2020)
Rhodes, Greece, 19-21 September 2020

Virtual Conference,due to COVID-19
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